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Nebraska Public Power District Fights Phishing, Meets  
Compliance Requirements with Nexpose and Metasploit

Key StatS

Sector  
Electricity

Assets  
2,000

Products 
Nexpose Enterprise Edition

Metasploit Pro 

Key BenefitS

45-55% increase in systems 
meeting goal threshold

caSe Study  |

The ripple effects of headline-making breaches, along with the increasingly sophisticated 
tactics attackers now employ, are especially evident in the public sector where organizations 
need to meet a slew of regulatory mandates. Meanwhile, ongoing discussions 
about safeguarding the U.S. electric grid cast additional light on the space.

Even a brief overview of the compliance situation from Tim Pospisil, ITT 
Security Supervisor at Nebraska Public Power District, speaks to the 
complexity of their compliance situation. “There’s NERC, the North American 
Electric Reliability Corporation, which has a set of CIP standards that 
protect the electric grid,” says Tim. “We have HIPAA for personnel and our 
nuclear facility has a specific set of cyber regulations.”

As the only 100% publicly powered state in the United States, Nebraska 
houses no privately owned electric utilities – everything is owned by 
the public. “We are a political subdivision of the state of Nebraska,” 
explains Tim, “meaning we are allowed to operate on our own, 
provided we follow state statutes. We provide electrical power to 
86 of 93 counties in the state, and are a vertically integrated utility. We have generation, 
transmission, distribution, and retail customers – NPPD really runs the gamut of all the 
possible customers that an energy and utilities company can have.”

At its headquarters, NPPD employs a mid-size team of people who are dedicated to 
cybersecurity, along with a smaller, separate team based at the nuclear facility. Other IT 
personnel provide cyber security support and awareness to this core team as well.  There 
are about 4,000 assets, spread out among 19 different sites; scanning is broken down by 
asset types as well as geographic location. “That is mostly to allow us to report better for our 
different support areas,” says Caleb Brant, ITT Security Technical Analyst. “Different remote 
administrators log in and look specifically at their own stuff. We have about a dozen different 
administrators that get into the console at any point in time – and remediate systems based 
off the reporting I do after running scans.”

Whittling Down the Playing Field
Nebraska Public Power has been a Rapid7 customer since 2009. “Rapid7 Nexpose and 
nCircle [later acquired by Tripwire] had portability for vulnerability management solutions. 
The Rapid7 interface was better, the remediation steps laid out were better – our goal was 
to perform not just vulnerability scanning but also penetration testing, so that was also a 
selling point,” says Erik Weinmeister, an IT Consultant at NPPD. NPPD Systems Analyst 
Lisa Borchers agrees, recalling that “Rapid7 took things a little further than anyone else did. 
Other companies didn’t have a clear vision, whereas Rapid7 always knew where it wanted to 
go.” 
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Tim says, “One thing I have learned over the course of my career is that you have to take a step back and look at what everyone 
else is doing. Make sure your suppliers are doing everything they can to remain leaders in their space.”

Lisa recalls, “When we first purchased Nexpose, the tool was easy to pick up. There was not a lot of training we had to do to get 
people to do their scans, and the results were very intuitive.”

Enter Metasploit 
Rapid7 Metasploit followed closely after Nexpose. “We did look at other offerings, such as Core Impact, but the Nexpose 
integration made us more efficient with our resources. Not to mention, HD Moore [founder of the Metasploit Project] is one of the 
world’s leading penetration testers.

“What really pushed us over the top were the phishing capabilities that Metasploit includes. Even when we looked at purchasing 
from an outside vendor, Metasploit with the phishing capabilities built in met all our needs. That was the real business driver for 
us.”

Not every organization is ahead of the curve when it comes to phishing. Fortunately, NPPD has done training and promoted 
employee awareness since 2003, before it became “flavor of the week,” as Tim says. But phishing has been on the rise in recent 
years, as attacker methodologies shift from brute force system-based attacks to deception-oriented attacks. 

NPPD recognizes the need to determine how vulnerable their users really are – and Metasploit allows the team to view phishing 
exposure in the context of overall user risk. “We’ve been accused of being sneaky with our phishing exercises, which was the 
intent, really,” laughs Tim. “It’s nice to have that capability in-house, where we aren’t dependent on an outside party.”

Measuring Success
NPPD is light years from where they were just three years ago, when Tim joined the team. “When I came on board, we started by 
setting some goals – it was a question of, ‘Where do we want to get to?’ So while we can’t expect to get to zero vulnerabilities, we 
did say that we will keep below a certain number in order to be as secure as possible. 

“We use that threshold goal to communicate where people are (security teams, support teams, etc.) and start comparing groups, 
sharing that data with management so they can see a visual and understand all the information.”

“The result is that we get people’s attention, and can improve the organization’s overall security posture. It helps when people 
have a goal they can work towards – nobody wants to be the lowest one on the list! We track the overall percentage of our 
systems that meet the threshold goal. Initially, only 25% of systems met it. Now we see 70-80% of systems meeting that goal with 
regularity.

“Of course, there is some prioritization that has to occur. Often we will hone in on the top 10 most vulnerable systems or a specific 
group of vulnerabilities, to focus the team’s efforts on what is most impactful and will have the biggest business benefit. For me, 
the easy ones are the big hitters – Flash, Java, Microsoft, but we also use Nexpose to find other applications that have crept into 
our environment. It allows us to take steps to reign in applications, where people aren’t patching or keeping them up-to-date, as 
well as machines where the automated patching process is broken.”

“There’s another thing we rely on Rapid7 for: scanning assets that aren’t part of our business network, which we have isolated for 
business reasons. Having that capability has helped us meet our compliance requirements.”

“The security team – Caleb, in particular – has really leveraged charting and reporting features to our advantage. It has been 
helpful for us to get that visibility out there. It helps security become something that can be addressed and is more visible to 
people than it used to be. That is important, given where we are in society with cyberattacks becoming more frequent and highly 
visible.  For cyber security to successful, it has to be everyone’s responsibility, not just the IT Security departments.”


