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SourceFire and Rapid7 combined give you the security confidence 

needed to stop real-time threats 

Solution Overview 

Threats are evolving at a faster and faster pace every day, but making sure that 
you are constantly aware of your organizations vulnerabilities can be a daunting 
challenge.  The two primary methods for performing a vulnerability assessment are 
by actively polling the assets on your network and by passively monitoring traffic 
for known instances of vulnerabilities based on the traffic being inspected.  When 
combined they give you a comprehensive picture of the vulnerability state of your 
organization.  Leveraging Nexpose within Defense Center gives you the 
confidence that you can stop attacks with the most accurate security data 
available.  

 

How it works 

A Nexpose scan is conducted to assess the risk posture of the systems within an 

organization.  The Nexpose connector generates a CSV file containing all the 

vulnerability and asset information which then gets pushed to Defense Center.  

Once in Defense Center the data gets combined with the asset and vulnerability 

information that already exists in the Host Map.  From there, if malicious network 

traffic is detected that matches a known vulnerability on the host, the Impact flag 

gets raised accordingly.  Signaling a strong confidence that the attack will be 

successful and can be stopped by enabling the IPS rule. 

 

Overview of Integration Process 

 Step 1: Nexpose performs security assessment  

 Step 2: An XML report is generated with the latest vulnerability findings 

 Step 3: Nexpose connector connects to Defense Center and pushes a 
CSV file with latest vulnerabilities and asset details 

 Step 4: Defense Center adds the corresponding vulnerabilities to its 
Host Map database and pushes it out to each sensor 

 Step 5: Rules can be enabled to stop the corresponding attack 

 

Integration Benefits 

 Stopping Threats in Real-time with IPS 

rules that are enabled with a high impact 

flag 

 Deeper Insight by utilizing Nexpose 

active scanning technology to reach 

assets that may not be visible to 

SourceFire 

 Greater Contextual Information about 

each asset in Defense Center such as 

vulnerabilities, OS, applications, services, 

etc 

 Reduces False Positives by importing 

Nexpose data and correlating attacks with 

vulnerabilities to raise the impact flag 

 Automated Vulnerability Data Import on 

a scheduled basis to correspond with 

latest scans 

 

Solution Components 

What you need: 

 Rapid7 Nexpose 5.x 

 SourceFire Defense Center 5.x 
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Figure1: Screenshot of SourceFire Defense Center with Nexpose Vulnerability Data 

 

About SourceFire 

SourceFire, Inc , a world leader in intelligent cyber security solutions, is transforming the way global mid-to-large  size organizations and government 

agencies manage and minimize network security risks.  With solutions from the network to the endpoint, Sourcefire provides customers with Agile Security 

that is as dynamic as the real world it protects and the attackers against which it defends.  Trusted for more than 10 years, Sourcefire has been consistently 

recognized for its innovation and industry leadership with dozens of patents, world-class research, and award-winning technology.  Today, the name 

Sourcefire has grown synonymous with innovation, security intelligence and agile end-to-end security infrastructure.  For more information about Sourcefire, 

please visit http://www.sourcefire.com  

About Rapid7 

Rapid7’s security solutions deliver visibility and insight that help you make informed decisions, create credible action plans, and monitor progress. They 

simplify risk management by uniquely combining contextual threat analysis with fast, comprehensive data collection across your users, assets, services and 

networks, whether on premise, mobile or cloud-based. Rapid7’s simple and innovative solutions are used by more than 2,500 enterprises and government 

agencies in more than 65 countries, while the Company’s free products are downloaded more than one million times per year and enhanced by more than 

200,000 members of its open source security community. Rapid7 has been recognized as one of the fastest growing security companies by Inc. Magazine 

and as a “Top Place to Work” by the Boston Globe. Its products are top rated by Gartner® and SC Magazine. For more information about Rapid7, please visit 

http://www.rapid7.com.  

 

 

 

Contact us today to learn more 

1-866-772-7437 
1-866-7-RAPID7 

http://www.sourcefire.com/
http://www.rapid7.com/

