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BENEFITS

Broad Coverage

Scans Web applications, databases and networks
from both inside and outside the firewall to find
exposures other products miss.

More Accurate

Deeper, more intelligent scanning to eliminate false
positives.

Higher Productivity

Streamlined remediation guidance and reporting to
reduce resolution time.

Improved Compliance

Integrated policy and regulatory reporting to ensure
organizations remain compliant with industry and
regulatory policies.

PERRY ELLIS
“We have been impressed with NeXpose and the

scanning results because it provides greater detail on
the vulnerabilities we find as well as how to fix them.
Its reporting capabilities are superior.”
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ACCURATE THREAT DETECTION — ACTIONABLE INSIGHTS — BROAD COVERAGE
ACROSS YOUR ENTIRE NETWORK

The escalating sophistication of intruder attacks using vulnerabilities found in networks
and applications, including web applications, has made it essential for organizations to
regularly assess network security. NeXpose Unified Vulnerability Management
comprehensively scans Web applications, databases, operating systems and networks to
locate threats, assess their risk and propose a streamlined remediation plan to optimize
security and compliance. NeXpose discovers vulnerabilities that hackers frequently exploit
and other products fail to detect by using an expert system to leverage vulnerabilities
found in one area to uncover potentially hidden vulnerabilities in deeper levels of the
systems.

Unified Vulnerability Management
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Network Scanning ~ Web Application Scanning  Database Scanning
e Network devices ¢ Client Side - Browser e Oracle

e Software e Server Side - Application e Microsoft SQL Server

e Operating Systems ® Web 2.0 applications including ® Sybase

AJAX, JavaScript and Flash e |IBM DB2, IBM DB/400

e Lotus Notes/Domino
@ Postgres

NETWORKS

The first step in securing your IT environment is to ensure all systems and network
devices have been properly audited and exposures eliminated. NeXpose offers a
vulnerability management solution that enables organizations to audit their networks, track
discovered vulnerabilities through resolution and ensure policy compliance.

WEB APPLICATIONS

Because they exist as a conduit between external users and a company’s internal
databases, Web applications can be one of the biggest IT security risks. NeXpose scans
the Web application server and all Web applications for serious threats to your
environment such as SQL injection and cross-site scripting.

DATABASES

NeXpose provides comprehensive database scanning for vulnerabilities such as buffer
overflows, denial of service, default accounts or default permissions on database objects
such as tables, views, and stored procedures.
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UNIFIED VULNERABILITY MANAGEMENT

PROFESSIONAL SERVICES
PCI Compliance Testing
Penetration Testing

Best Practices Consulting
Web Application Assessment
NeXpose Training

IT Security Training

CITY OF PHILADELPHIA

"NeXpose not only provides system protection, but is
instrumental in redirecting our resources to streamline
the infrastructure of the IT department. Thanks to
NeXpose, we have a better picture of our entire
network. We can easily run scans on a daily basis.
Identifying our risks allows us to prioritize and use our
resources in best way possible."

CARNEGIE MELLON UNIVERSITY -

HOME OF CERT

“Rapid7’s ability to listen and work with us was a
differentiator. The company brings not only an
understanding of our organization and a commitment
to network security, but with the integration of
NeXpose with our environment, we will now possess
a world-class vulnerability detection system.”

RAPID7 Corporate Headquarters

RAPID7 NEXPOSE DELIVERS IN ONE UNIFIED PRODUCT:

e Vulnerability management - scans your environment from both inside and outside
the firewall.

e Risk assessment — identifies risk based upon how a vulnerability in one system
affects another.

e Policy and compliance reporting - determines if your systems comply with
corporate and regulatory policies.

e Remediation guidance — provides detailed information on how to fix vulnerabilities
quickly and easily.

e Accurate scan results with no false positives - delivers accurate scanning results
in less time using an expert system that follows an assessment process similar to
that used by hackers.
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RAPID7 PROFESSIONAL SERVICES
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FORIT SECURITY PROFESSIONALS

Rapid7 has extensive expertise in security and risk management
to help organizations achieve its vulnerability management, risk
assessment and policy compliance goals. Our services help you
define security best practices to ensure your environment is
protected from the malicious threats that have affected the IT
infrastructure of many major businesses.
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issues. Support includes telephone and email support, 24 hour
vulnerability service level agreement, 24 hour incident response
time and a reliable testing guarantee. Our team of highly skilled
and responsive experts in network security understands the
criticality of your issues and is available to help.

SC Magazine's 2008 "Recommended Product" for Vulnerability Assessment

About Rapid 7

Rapid7 is a leader in vulnerability management and compliance, delivering a single unified
solution across an organization’s entire infrastructure. Rapid7 NeXpose is the only
solution that includes support for web applications, databases, operating systems, and
network devices in a single system. It separates real threats from the noise common to
most vulnerability management systems, giving direct, actionable visibility into the real
threats to mitigate risk and remain compliant. For more information on NeXpose products
and services, visit www.rapid7.com
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