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PROFESSIONAL SERVICES OVERVIEW 

Penetration Testing 

• Analysis of either external, internal, or both external 
and internal vulnerabilities with risk scores and a 
prioritized remediation list 

• Testing of operating systems, network devices, 
services, and software such as databases and web 
applications 

• Penetration Testing Training    

Compliance Audits 

• Gap analysis in preparation for PCI, HIPAA, GLBA, 
ISO 27001, NERC/FERC, and SOX compliance 
audits 

Web Application Security Audits 

• Audit the effectiveness of Web applications security 
controls 

• Remediation advice to help Web applications 
withstand attack 

• Web Application Security Training  

Enterprise Security Best Practices 

• Develop a plan identifying risk and tools 
recommendations to find and fix security issues 

• Evaluation of your policies and procedures based on 
our extensive knowledge of industry best practices  

Social Engineering 

• Recommendations to help identify and remediate 
internal and external social weaknesses  

• Social engineering security awareness training for 
employees 

Wireless Security Audits 

• Identifying security best practices to prevent 
unauthorized use of your Wireless LAN (802.11) 

• Wireless reconnaissance, rogue access point 
location, penetration testing 

Rapid7 NeXpose Consulting & Training 

• Installation and deployment expertise tailored to your 
needs 

• Rapid7 NeXpose Jumpstart Installation and Training 
includes site specific deployment architecture, 
planning, installation, reporting, and administration 

 

Rapid7 Pentration Testing 

Experienced IT professionals understand that periodic penetration testing is essential, 
whether the intent is to thwart malicious hackers or meet compliance standards. Penetration 
testing is a method of probing and identifying security vulnerabilities in your network and 
pinpointing where your IT environment can be exploited by a hacker. Threats can originate 
both internally and externally and security industry experts recommend performing both 
internal and external penetration tests. If your business demands PCI compliance, PCI DSS 
11.3 dictates performing internal and external penetration testing annually. Remember, 
knowledge is power and by having a confidential, independent assessment of your IT 
environment, you can provide a higher level of security protection against inevitable attacks 
and help prioritize your finite IT resources. 

Why Rapid7? 

Rapid7 Professional Services is a full-service enterprise security assessment team. At 
Rapid7, we have purposefully brought together a services organization whose skills and 
areas of expertise complement each other, ensuring that your consulting engagement will be 
staffed with an experienced, qualified team. In fact, our consultants have an average of 10 
years enterprise security experience across a wide-variety of industries from higher 
education to the Fortune 100. And, Rapid7 consultants offer indispensable perspective on 
industry standards, coding practices, malware and attack trends, and a deep knowledge of 
current known vulnerabilities. 

Objectivity and Experience 

As you evaluate how best to perform penetration testing you will find many automated 
scanning tools available. A word of caution, by using the automated scans exclusively you 
will be getting an incomplete or distorted view of your vulnerabilities. Security specialists can 
differentiate results, eliminate false positives, and prioritize vulnerabilities based on their 
experience. This enables your IT staff to optimize their time and address the top security 
threats. Hackers have the advantage of human intervention, shouldn’t your security 
measures benefit from the same advantage?  

ABOUT RAPID7  

Rapid7 is a leader in vulnerability management and compliance, delivering a single unified 
solution across an organization’s entire infrastructure.  Rapid7 NeXpose is the only solution 
that includes support for web applications, databases, operating systems, and network 
devices in a single system.  It separates real threats from the noise common to most 
vulnerability management systems, giving direct, actionable visibility into the real threats to 
mitigate risk and remain compliant. For more information on NeXpose products and services, 
visit www.rapid7.com. 
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