SECURITY CONSULTING SERVICES

ON-SITE PCI COMPLIANCE ASSESSMENT

Even if it isn’t required by the Payment Card Industry for your Organization,
an onsite audit is an important step in ensuring you are maintaining effective
security practices.

Rapid7’s On-site PCI Compliance Assessment will provide you with an
overview of the effectiveness of the security controls you have in place,
including adherence to the PCI requirements that safeguard the integrity of
your customer’s confidential information and records. Your PCI On-Site
Assessment will verify and assess the effectiveness of several required,
high-level security measures such as:

Ensuring you have a working firewall to protect data.

Ensuring your security patches are up-to-date.

Ensuring your stored data is adequately protected.

Verifying all data sent across public networks is encrypted.

Making sure anti-virus software is being used and is updated regularly.
Restricting all access to sensitive data on a “need to know” basis.
Verifying the user of unique user IDs for each person on the network.

Verifying that all vendor-supplied defaults for passwords and security
parameters have been changed.

Tracking access to data by unique ID.
Ensuring all security systems and processes are tested regularly.

Reviewing established information security policies and ensuring they
are kept current.

Verifying the restriction of physical access to data.

Rapid7 will also provide remediation advice for those items discovered
during the audit, as well as ensure you understand the initial compliance
reports generated upon completion of your assessment. Rapid7 can also
provide consulting services and work with you to fix problems and achieve
compliance. Once all requirements are met, Rapid7 will issue a final report
verifying your compliance.

ABOUT RAPID7

Rapid7 was founded in 1999 and provides enterprise network vulnerability
and risk assessment solutions. All Rapid7 consultants are in good standing
with the (ISC)2 as Certified Information Systems Security Professionals
(CISSP) and have been certified in NSA INFOSEC Evaluation Methodology
(IEM). Rapid7 is certified by the PCI Security Standards Council as an
Approved Compliance Scanning Vendor
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“Businesses that are serious about
protecting customer data (and
avoiding the costs of incidents)
should not stop at the minimum
level mandated by the PCI. By
having a more detailed annual
audit enterprises would detect
deficiencies (in controls and
processes) more quickly and be
provided with recommendations
for fixes that would prevent
attacks.”
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Vulnerability Assessments
Penetration Testing

Risk Assessments
Security Training
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