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SECURITY CONSULTING SERVICES 

WEB APPLICATION SECURITY AUDIT 

In recent years the popularity of Web Applications has grown dramatically. 
Web applications collect personal, classified, and confidential information 
such as medical history, credit and bank account information and user 
satisfaction feedback. Additionally, if your organization is bound by 
legislation or industry compliance such as HIPAA, GLBA, PCI, or Sarbanes-
Oxley to protect the privacy and security of personally identifiable 
information, and hackers obtain this sensitive information, you run the risk of 
being found guilty of non-compliance. 

Rapid7’s Web Application Security Audit will provide you with an overview of 
the effectiveness of the security controls you have in place to protect your 
web applications from attack. Rapid7, in conjunction with the Open Web 
Application Security Project (OWASP), has developed a comprehensive 
framework for assessing the security of web-based applications. This 
framework includes checks for: 

·  Unvalidated Input Parameters 

·  Broken Access Control 

·  Broken Authentication and Session Management 

·  Cross Site Scripting (XSS) 

·  Cross Site Request Forgery (CSRF) 

·  SQL and Command Injection 

·  Improper Error Handling 

·  Buffer Overflows 

·  Insecure Configuration Management 

Rapid7 will also provide remediation advice for those items discovered 
during the audit, as well as ensure you understand their overall context 
within the framework of web application security. Rapid7 can also provide 
consulting services and work with you to fix problems and achieve 
compliance with government or industry regulations. 

ABOUT RAPID7 

Rapid LLC was founded in 1999 and provides enterprise network 
vulnerability and risk assessment services and solutions. All Rapid7 
consultants are in good standing with the (ISC)2 as Certified Information 
Systems Security Professionals (CISSP) and have also been certified in the 
NSA INFOSEC Evaluation Methodology (IEM). 

“Hackers are moving towards 
web application based attacks, 
75% of total attacks now occur 
on Web applications.” 

Gartner 
 
 
“Between July and December 
2006, 69 percent of vulnerabilities 
were associated with Web 
applications, a 15 percent 
increase over the first half of 
2006.” 

Symantec Research 
 
A recent survey conducted 
showed that more than 95% of 
web applications have some sort 
of vulnerability. 
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·  Vulnerability Assessments 

·  Penetration Testing 

·  Risk Assessments 

·  Security Training 

·  PCI Compliance 

·  Managed Security Services 

http://www.rapid7.com/

