PRODUCT BACKGROUNDER

OVERVIEW

Rapid7’s NeXpose is a security assessment and reporting solution that provides information on the
security of systems and on the ability of those systems to adhere to pre-defined security policies. Risks,
vulnerabilities, and policy compliance are correlated into a single measurable risk factor for executive
management reporting.

INCREASED SECURITY RISKS CALL FOR EXTENSIVE ENTERPRISE-WIDE
SOLUTION

The increasing potential for external and internal intruders to gain access and steal sensitive business
data has organizations highly concerned over the security of their computing environments. Compromise
of computing systems cannot be tolerated in the 21* century, as perpetrators seek to steal information for
resale, commit fraudulent transactions or destroy systems using an ever-expanding suite of program tools
and techniques. A compromised electronic transaction system provides the remotely controlled capability
to commit fraud and theft on a massive scale.

Awareness and commitment to protecting computing resources is required to counter the numerous
threats that exist. The U.S. Congress has acknowledged some of these issues and legislated
appropriately. The introduction of regulatory policies such as Sarbanes-Oxley, HIPAA, and Gramm-
Leach-Bliley now requires many organizations to implement data security measures to ensure the
protection of critical business files and information. The Payment Card Industry (PCI) Data Security
Standard requires that merchants and other businesses processing credit cards ensure their networks are
protected against hackers and the theft of customer data.

To maintain corporate security and consistently remain compliant, it is crucial for organizations to possess
tracking and reporting capabilities that automatically investigate and report on irregularities. The detection
and remediation of vulnerabilities or policy violations must be made part of an operational workflow that IT
organizations can use to satisfy their internal controls.

As the tactical process of vulnerability assessment is accomplished, organizations also need to integrate
the assessment of risk — the likelihood a system in an organization’s network will become compromised
by a cyber-attack. While unpatched workstations are generally considered the likely target of malicious
attacks, even if a system is completely secure it can become compromised as a result of stolen or
guessed user IDs and passwords; configuration errors; user installed software such as iTunes;
Adware/Spyware; corporate policy violations; and employee data theft and fraud.

Establishing a risk baseline, then measuring the success of the organization in reducing risk, provides
management with accountability, auditors with hard data on defenses and compliance, and feedback to
the IT organization on the susceptibility of the infrastructure to attack.
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RAPID7’S NEXPOSE — SUPERIOR CAPABILITIES FOR PROTECTING DIGITAL
ASSETS

Rapid7’s NeXpose Version 4.5 is a sophisticated enterprise vulnerability assessment, policy compliance
and remediation management solution that eliminates false positives and provides fast and accurate
reporting on network activity across the enterprise. NeXpose delivers the information needed to
understand the risk of certain vulnerabilities in the IT environment and execute remediation to ensure that
networks are not compromised.

With its centralized database and unlimited network scan engines, NeXpose can perform over 26,000
vulnerability tests against 1,500 devices, providing unsurpassed scanning coverage of Web server
applications, databases, operating systems, and network devices.

NeXpose can scan the environment from both inside and outside the firewall to find any exposures that
can compromise an enterprise’s networks. Users can obtain an enterprise-wide view of all vulnerabilities
in their IT infrastructure and risk factors for their organization’s assets, reducing the time between finding
and eliminating critical exposures.

NEXPOSE INFRASTRUCTURE

The NeXpose infrastructure includes an extensive XML-based vulnerability database containing complete
and updated information on the latest threats; a device database for storing scan data about devices; and
the NeXpose Server for handling automatic updates, generating reports, and managing the device
database.

Additionally, the NeXpose infrastructure includes:

The NeXpose Security Console is an intuitive, browser-based interface that consolidates all NeXpose
activity, displaying asset groups, vulnerabilities, remediation tickets, and risk in charts and graphical
formats. Users can flexibly manage the databases, define users and configurations, customize page
layouts and sort data automatically. The NeXpose Security Console performs constant updates,
provides extensive reporting capabilities and delivers detailed scan data on all network devices.

The NeXpose Scanning Engine performs the scanning, threat correlation and vulnerability detection.
Multiple scanning engines can be installed and placed in network areas such as outside the firewall,
inside the DMZ, or inside the network perimeter. To perform perimeter scanning, users can include a
NeXpose Scanning Engine from the Rapid7 Data Center.

RECENT NEXPOSE INNOVATIONS

Rapid7 has recently introduced the following to the overall NeXpose solution:

PCI (Payment Card Industry) Compliance Portal — Enables merchants, online retailers and credit card
service providers to achieve compliance with the PCI Data Security Standard via a remote, easy-to-use
solution that provides the highly accurate scans required for ensuring networks are safe from hackers and
protecting customers’ credit card information. Rapid7 is a PCI certified security scanning vendor.



NeXpose Enterprise Edition — Offers comprehensive, enterprise-level scanning and data storage via
support for Oracle environments, dramatically increasing performance and reliability. Organizations can
leverage the advantages of their Oracle infrastructure, such as the enterprise database, server clustering,
and functionality, storing large amounts of vulnerability data in a standardized format that is easily
accessible for reporting. The system also facilitates cluster back-ups by database while still online.
NeXpose utilizes both Oracle and PostgreSQL databases.

Browser Emulation Scanning Technology (BEST) — Scans Web applications for vulnerabilities in
JavaScript code. With BEST, Rapid7 takes NeXpose's robust, automatic Web spidering and analysis
capabilities to the next level, and is the first to provide a vulnerability scanning solution that analyzes
JavaScript code in deployed, running Web applications.

NEXPOSE FEATURES

In one package, NeXpose integrates the following core activities, enabling non-stop, flexible protection
from network security threats:

Risk Assessment and Management — Provides an accurate and thorough analysis on how a
vulnerability in one system affects another, ensuring the organization maintains up-to-date insight into
how its vulnerabilities impact the entire enterprise. Risk scores are assigned to each asset based on
several factors that weigh the relative risk of discovered vulnerabilities, facilitating smoother
prioritization of remediation tasks.

Policy Compliance Checking & Reporting  — Determines if the enterprise network systems comply
with governmental regulations (SOX, HIPAA, GLB), industry-recommended security policies, and
corporate standards and best practices. NeXpose provides a policy compliance report that enables IT
managers to determine which systems are violating regulations and policies.

Automated Ticketing with Remediation Workflow — Built-in ticketing system manages the
remediation workflow process, implementing an approach for fixing vulnerabilities quickly and easily
using information contained in remediation reports. Remediation tasks are delegated to the analysts
and administrators responsible for individual systems. They can generate, track and close tickets
automatically and have clickable access to patches, example solutions and expanded information
about system vulnerabilities. This provides a complete resolution process, ensuring all critical
vulnerabilities are fixed immediately.

Java Expert System Shell (JESS) - Collects knowledge on the network environment to accurately
scan systems and uncover all vulnerabilities. Like a hacker, JESS uses discovered vulnerabilities to
attempt to penetrate systems, revealing exposures without compromising the networks.

Asset Groups with Access Control ~ — Creates arbitrary collections of devices and machines known
as asset groups, allowing organizations to divide security responsibilities across the enterprise and
assign information access to specific users. More users are thus involved in network security across
Web servers, databases, operating systems and network hardware.

Accurate Scan Results - No False Positives  — The highly intelligent NeXpose expert system
enables organizations to scan systems accurately and produce definitive proof of the vulnerabilities



discovered. Because NeXpose exploits vulnerabilities, and leverages those exploits to access other
systems, it can effectively calculate the true risk to the total environment and provide an
understanding of how vulnerabilities create risk. This capability reduces false positive reporting to less
than 1%, providing faster and more accurate reporting across the entire enterprise network.

Auto Updating — Transparently updates on a scheduled basis, accessing the Rapid7 servers for the
latest information. Rapid7 issues important new vulnerabilities within 18 hours to provide near real-
time automated alerting. Since new vulnerabilities are discovered at a rapid rate, NeXpose also
allows organizations to scan target systems incrementally, reducing scanning time and network
bandwidth. When incremental scanning is enabled, only new vulnerability tests added to the database
since the last scan will be performed against scanned devices.

ADDITIONAL FEATURES
Other key capabilities in NeXpose 4.5 include:

Robust filterin g — Enables users to more easily manipulate large data sets and quickly locate
devices matching various criteria, such as device name or operating system, providing greater ease
and flexibility with locating and reporting vulnerabilities.

IT Management — Benefits IT administrators by enabling NeXpose to start itself in maintenance
mode for performing diagnostics or changing configurations, and to automatically determine if any
internal problems exist with any configuration, such as a database, then notify the administrator so
corrections can be made before further problems result.

Customizable Reports — Provides extensive reporting on vulnerabilities in formats suitable for a
wide range of audiences, from upper management to system administrators. Reports can be
generated providing baseline comparisons, trends, policy evaluations, remediation plans, audits and
executive overviews.

Hosted Scanning - Tests for vulnerabilities from both inside and outside the firewall, ensuring your
perimeter is protected from external threats.

Broad Platform Coverage — Performs audits on operating systems, databases, applications and
Web servers from a single product.

Real-Time Alerts — Notify the appropriate security staff when a session discovers a vulnerability of a
certain severity level.

Slice Scanning - Allows users to scan for specific vulnerabilities, permitting targeted scanning and
maximum control over the scanning process.

Configurable Scan Templates — Enable users to customize scanning for their particular
environment, optimizing workflow and making security processes more efficient.

Advanced Configuration Wizards using AJAX technolog y — Speed user commands during
scanning processes, reducing scan times and increasing throughput.

Asset Inventory — Provides built-in asset views for finding assets by operating system, software and
services.



Customizable Dashboards — Enhance the user experience by allowing content portlets (data
modules) to be added easily to NeXpose pages.

Dynamic Tables — Allow data to be sorted simply by clicking on a column header, making it quick
and easy to find information and achieve efficiency.

Global Search - Allows full-text queries to be made within sites, asset groups, devices, and the
vulnerability database, making it easy to find and prioritize vulnerability information.

Open Architecture APl — Provides easy integration with other security products enables
organizations to leverage vulnerability assessment data throughout all security processes.

Customizable Home Page - Enables users to choose which data on vulnerabilities, sites, asset

groups and remediation tickets to display on their Home Page.

NEXPOSE OFFERS BENEFITS THAT ARE FELT ACROSS THE ENTIRE ENTERPRISE

With NeXpose, organizations obtain a highly secure solution that significantly reduces their security risks
and protects their digital environment while it simplifies and streamlines the process of evaluating risk and

eliminating exposures.

Organizations find NeXpose is easy to set up and use, and that it secures all their systems, databases
and applications without the cost of multiple products. To facilitate the needs of diverse organizations,
Rapid7 offers NeXpose in multiple deployment options: Software, plug-and-play Appliance and Hosted
Services.

Organizations employing NeXpose find it delivers these benefits:
Reduces the time, risk and cost associated with finding and fixing security vulnerabilities;
Helps organizations assess and maintain strong network security;
Ensures compliance with governmental regulations, industry standards and corporate policies;

Performs comprehensive scanning of Web servers, applications, databases, operating systems and
devices;

Simplifies remediation by providing extensive remediation reports, integrated ticketing and user
classes, helping security and technology teams work together to fix vulnerable systems;

Enhances organizational efficiencies;

Improves resource management across operating systems, servers, databases, and applications;
Provides the highest level of accuracy;

Demonstrates definitive proof of vulnerabilities; and

Reduces support times, thereby decreasing cost of ownership.



APPENDIX A

SYSTEM INFORMATION

NeXpose 4.5 is a server-based vulnerability and risk management solution that operates on Microsoft
Windows and Linux operating systems. It provides Web-based access to the central server.

PRICING ON DEPLOYMENT OPTIONS

NeXpose 4.5 is available in multiple deployment options: Software, plug-and-play Appliance and Hosted
Services. Pricing for the general release of NeXpose 4.5 is $12,000 for 64 IP addresses; $25,000 for a
Class “C” license (256 IPs) and $98,000 for a Class “B” license (65,000 IPs). The NeXpose 4.5 Enterprise
Edition is priced at $235,000 and includes an enterprise license, which supports unlimited IPs.

The NeXpose Appliance is a standalone rack mount processor that runs a Web server, database server,
scan engine and reporting system operating together as the NeXpose Security Console. Users connect
using a standard web browser over an HTTPS connection. An appliance may contain only a scan engine
and be driven automatically from a master NeXpose console. This allows customers to scan remote
segments operating behind firewalls such as branch offices and locations without security personnel or
with limited bandwidth capability. Price for the NeXpose Appliance is $2,000 - $4,000 plus the software
license for NeXpose.

Hosted services are available for customers with a short supply of security engineers or who want to
subscribe to a service for their vulnerability assessment needs. Customers can choose an ASP option
that enables them to run their own scans from Rapid7’s hosted environment or have Rapid7’s security
consultants perform the scanning and interpretation services for them.
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