NeXpose Enterprise Vulnerability Management RFP
Rapid7 has designed this template to facilitate the RFP process for its product, NeXpose. The following questions are a starting point for a standard Enterprise Vulnerability Management system RFP. Please include any additional questions specific to your business and network environment.
Information needed from RFP Creator:

1. Goals and Objectives of the RFP process – Please include your expectations for this process: requirements, due dates, preferred format (hard copy/soft copy).

2. Description of the Network environment – In order for vendors to tailor their responses to your actual network environment, please include a description: number/location of separate offices and datacenters, types of applications, etc. 
Information requested from Vendors:

Initial Requirements
1.1 Can the product scale up and down (granularity)?  Explain how.
1.2 Is the scanner network-based or does it reside on an agent?
1.3 Can the sensor report back to a centralized database/application?  Explain how.
1.4 Can the scanner do low impact to high impact scans (range of the scanner ability)?
1.5 How well does the scanner select appropriate vulnerabilities based on target?
1.6 Is the scanner a stand-alone product or required to be part of a suite?

Hardware/OS 
2.1 What platform(s) (e.g. appliance, Windows, Linux) does the scanner reside on?
2.2 What type of database is used to store vulnerability information?
2.3 How stable is the scanning engine?
2.4 Explain how current your company keeps up-to-date with the upgrades of the OS the scanner resides on?  For example, if your product resides on Windows 2003 Server, and    Microsoft releases a service pack for Windows 2003 Server, how soon will your product be available on this new service pack?

Management Options
3.1 Explain the use of your scanner (ease of use).
3.2 Explain the installation of your scanner.
3.3 How often are vulnerability updates supplied?
3.4 How often are product updates supplied?
3.5 Explain the speed (amount of time) of applying vulnerability and product update?
3.6 Is the scanner policy customizable and distributable? 
3.7 Does the scanner allow centralized management of scanning?
3.8 Does your company supply a vulnerability rating for the vulnerability?
3.9 If a vulnerability rating is supplied, is there ability change criticality rating from the report vulnerabilities we've chosen to accept or justify?  For example, for vulnerabilities your company deems as High or Critical, could we change that rating to a Low or Moderate?

Operation
4.1 Explain the length of time to run a scan.
4.2 Can scans be scheduled?
4.3 Does the scanner have a GUI, CLI, or both?
4.4 Are denial of service checks performed?
4.5 If DoS can be performed, does the analyst have the ability to run or not run DoS checks?
4.6 What operating systems can the scanner audit?
4.7 What applications can the scanner audit?
4.8 Can databases be audited?
4.9 What rights or privileges does the scanner need to perform accurately?
4.10 Are site specific settings (i.e. scanner analyst email address) a part of application or policy?
4.11 How accurate is the scanner at target identification?
4.12 Can scanner accept/or send results to a 3rd party application(s)?  And if so, which ones?
4.13 Will we have the ability to write our own vulnerability checks?
4.14 Has your system been tested with any process control systems?  If yes, please list the manufacture and versions of the testing. If extensive then provide the most recent year of testing or some documentation of the testing.
4.15 Can certain types of checks, such as intrusive attacks (denial of service, brute force attacks), be excluded?
4.16 Will we have the option to exploit a particular vulnerability?
4.17 Does the solution provide quick and accurate scans with low false positives?
Reporting

5.1 Does the scanner have the ability to do trending reports?
5.2 Does the scanner have the ability to do delta reports?
5.3 Can we generate the reports we need?  For example, can we scan 60 servers but   only generate a report for 10 of the 60, or generate a report for only High or Critical?
5.4 How accurate is the fix that is supplied from the vendor?
5.5 How easy is it to understand the fix (include external references to sites such as CERT or CVE)?
5.6 Will we have the ability to exclude from the report vulnerabilities we've chosen to accept?
Administration/miscellaneous
6.1 Support levels (e.g. business hours, 24x7) - standard or extra cost?[image: image1.png]
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