
Speed is no longer the advantageSpeed is no longer the advantage
Security did not fall short last year because teams were slow. Automation, artificial 

intelligence, and industrialized access markets have compressed the time between exposure 
and impact. What once took weeks now takes days. In some cases, minutes.


In other words: The predictive window has collapsed.

High-risk vulnerabilities are exploited almost immediately. Valid credentials are 

packaged and sold. Ransomware operators move from access to data theft in hours.  
And the data prove it.

Exploitation is accelerating

105% 
increase

Confirmed exploitation of 
newly disclosed CVSS 

7–10 vulnerabilities 71 in 2024  
→ 146 in 2025

20x growth 
in four years

7 exploited 
vulnerabilities in 2022  

→ 146 in 2025

Exploitation 
rate up 8x

<0.1% of disclosures 
in 2022  

→ 0.8% in 2025

Time to exploitation is shrinking

Median time to CISA KEV inclusion 8.5 → 5 days

Mean time 61 → 28.5 days

High-risk but not yet exploited vulnerabilities are disappearing.

338 high-risk unexploited vulns in 2024→ 65 in 2025
The window between exposure and impact is closing.

Most attacks start with known exposure

43.9% Valid accounts without 
multi-factor authentication

24.6% Exposed 
services

Initial access is preventable. It is also predictable.

Vulnerability 
exploitation 7%

Initial access is now industrialized

Underground marketplace listings in 6 months:

221 on DarkForums 
208 on RAMP
Most common access types: 21.2% RDP, 12.8% VPN, 11.2% RDWeb

Exposure is packaged and sold at scale.

Ransomware is big business

42% of Rapid7 
MDR investigations 

involved 
ransomware

46.4% increase 
in leak posts 

year over year 
6,034 → 8,835

102 → 140 
active 

ransomware 
groups

Attackers are using AI to scale

AI is not introducing entirely new categories of attacks. It is accelerating existing playbooks.

Generative AI is used to: 
Scale phishing and reconnaissance, Refine scripts 

and Accelerate ransomware operations
The result: faster initial access, faster lateral movement, faster impact.

How to build resilience

Shift from reacting to incidents to reducing 
exposure before it is exploited. Maintain continuous 
visibility into assets and identities, enforce  
multi-factor authentication, harden edge and SaaS 
systems, use automation to accelerate response, 
and plan for resilience when exploitation occurs.

G e t  t h e  r e p o rt  to  h e l p  yo u  s tay  a h e a d  →

https://www.rapid7.com/research/report/global-threat-landscape-report-2026/

