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Prairie North Regional Health Authority Uses Automated  
Security Reporting to Free Up Resources

“[With the Nexpose Top Remediation 
Report], we no longer have to pay 

overtime to seven guys for five hours 
of weekend work- now we can do the 
same thing with two guys, in just an 

hour, at the end of the day.”

Jarvis Meier 
Senior Security Analyst 

Prarie North Regional Health Authority

Key StatS

Sector  
Healthcare

2,500 Users

Products 
Nexpose Enterprise Edition

Key BenefitS

25% decrease in 
vulnerabilities over a 

3-month period using the Top 
Remediation Report

caSe Study  |

Saskatchewan-based Prairie North Regional Health Authority (PNRHA) knows  
firsthand the benefits that a vulnerability management solution can have on an 
organization. Just ask Senior Security Analyst Jarvis Meier, a longtime user of 
Rapid7 Nexpose Enterprise. 

Jarvis recalls when, in his early days on the security team, PNRHA opted 
to focus on security in order to “get a head start before a province-wide 
security push” forced them to put the proper controls in place. That 
put Jarvis in charge of safeguarding an environment that consisted of 
more than 100 servers, approximately 2,500 employees, more than 
1,500 desktops, 2 major data centers (each in a different city), and 
thousands of virtual desktops running VMware. Also top-of-mind was 
complying with HIPA (Saskatchewan’s Health Information Protection 
Act, which mirrors HITECH and HIPAA in the US).

Fulfilling Basic Security Needs
“Nexpose was our very first purchase; we were a small shop at the time,” Jarvis says. 
“There wasn’t even a security department back then. My basic thought process was: We’re 
trying to track down vulnerabilities and address things like patch flaws, Java flaws. The 
tool needs to be able to tell us what risks exist and how we can fix them. Nexpose did that 
so we went ahead and bought it; we couldn’t find anything else that met our needs as well 
as Nexpose, including Nessus. And Rapid7 is more cost-efficient than Qualys.”

A primary goal of the rollout was to gain visibility into PNRHA’s security posture. “Initially, 
we had privacy awareness, but if an auditor asked, we wouldn’t have anything that we 
could provide them with – no reports or charting that would offer that insight. So we really 
needed a way to demonstrate that we were becoming more compliant.”

Even without additional support, Jarvis was able to scale Nexpose up in a very short 
timeframe. As an added benefit, the product has kept pace with the growth of PNRHA as 
both the Security and IT teams have grown. “As the department gets bigger, our security 
requirements grow,” says Jarvis. “Nexpose has extra features built in that we can use. 
That means I don’t have to buy extra modules, and I’m not getting nickel and dimed for 
new features – a lot of which have to do with integration, because we weren’t virtualized to 
begin with. The integration with VMware vSphere is one of the biggest features that we’ve 
leveraged. And the reporting capabilities have greatly improved.”
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Taking Advantage of Automated Reporting
The automation features, it turns out, have been among the most useful aspects of Nexpose for the PNRHA security team. 
“We have regular change management windows,” explains Jarvis, “So we scan on a regular basis. During that time we address 
patching and vulnerability. Nexpose is set up to do automated scans beforehand and afterwards, creating automated reports 
which allow us to track our progress.”

Improvements to the organization are evident. For example, using the Top 10 Riskiest Assets report generated by Nexpose, 
Jarvis and his team were able to hone in on the most vulnerable assets – which has resulted in a 25% decrease in vulnerabilities 
over a 3-month period. “We run the report and hand it off to the operations team so 
they can address the vulnerabilities,” he explains. “It’s been a great help, because 
it means they’ve gone from attempting to patch all 100 servers to just the top 
10. That saves time because they’re not doing blanket patching, and instead 
can focus on the highest priority/most critical vulnerabilities. We’ve seen huge 
cost savings from that alone, since we now have a targeted approach versus 
fumbling around in the dark.”

The ROI of Nexpose often boils down to dollars saved through increased 
efficiency, freeing up valuable resources to focus on other work. According 
to Jarvis, with the Nexpose Top 10 Threat report “we no longer have to 
pay overtime to seven guys for five hours of weekend work – now we 
can do the same thing with two guys, in just an hour, at the end of the 
day.”

Looking Ahead
Regarding future plans, Jarvis is looking to add in Rapid7 Metasploit to test the effectiveness of the controls he’s putting in place. 
“Rapid7, both in terms of the product and the company, doesn’t give me any anxiety,” he says. “Sometimes a company will have 
great products but a nagging sales guy, or a support team that’s difficult to work with. Rapid7 support, on the rare occasion I 
have dealt with them, addresses issues in a timely manner without making me feel like I’m being shipped off around the world to 
multiple people at some gigantic call center. 

“It’s a great company and a great product that’s improved our security posture and saved the company money, helping rather than 
hindering me in my daily duties.” 

Rapid7 Nexpose provides insight 
into PNRHA’s security posture 

with automated reporting that 
increases efficiency and helps 

prioritize tasks.


