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SECURITY AS A BUSINESS 
PROBLEM 
Scott King and Neil Campbell at Rapid7 offer an insight into why companies should 
approach cyber security as a broader business problem and also, explore whether regulatory 
compliance can be achieved by establishing a robust cyber security framework. 
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Q&A
SECURITY AS A BUSINESS 
PROBLEM

Scott King and Neil Campbell at Rapid7 offer an insight into 
why companies should approach cyber security as a broader 

business problem.

Q. To what extent has the topic of cyber security been shift-

ing up the leadership chain in recent years? How would you de-

scribe its ascent?

KING: We have seen the security leader moving from the role of 

an SME reporting into IT, to the role of a business leader con-

tributing to the direction of the company and the strategy of 

the business. This transformation is slow moving and the vast 

majority of companies still consider the role of a cyber security 
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leader to be in the IT organisation or within compliance. While 

this is true for many mid-size and smaller organisations, many 

larger companies have seen the value of bringing the security 

leader into increasing levels of responsibility and the benefits 

their perspective has on risk management and threats to the 

business.

CAMPBELL: With the increase in legislation around data privacy, 

protection and breach notification, the awareness that breaches 

are increasingly associated with espionage – both industrial and 

state-based – and the high media visibility breaches attract, cy-

ber security has become a major consideration for governments, 

executive teams and boards around the world. The introduction 

of roles such as chief information security officer and chief pri-

vacy officer reflect that fact that leaders are recognising the im-

portance of cyber security and the need for it to have one or 

more owners at an executive level within an organisation.

Q. How would you characterise the level and nature of cyber 

risks currently facing businesses around the world?
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CAMPBELL: Cyber risks can range from unintentional disclo-

sure of data by an employee or business partner, through things 

like insider threats from employees or contractors with political 

or financial goals, to external but also politically, financially or 

even competitively motivated attackers. The external attackers’ 

methods may range from conducting automated, scan-based re-

connaissance across large blocks of the internet in an attempt to 

find something interesting or useful to them, through to highly 

targeted, sophisticated and persistent attacks by determined 

criminals or nation states. I could go on, as there are many oth-

er sources of cyber risk that need to be considered. There are 

two main things to keep in mind when considering these cyber 

risks. The first is that every organisation’s risks are unique to 

them, based on a number of factors including whether they hold 

or process data that is subject to data protection or privacy ob-

ligations, whether they create or hold intellectual property that 

is critical to the existence or success of that organisation, their 

level of dependence upon information technology, whether they 

rely heavily on internet-generated revenue, and so on. As in all 

forms of risk management, it is the frequency with which those 

risks are realised and the resultant impact on the organisation 
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that determines the appropriate level of priority and investment 

an organisation should allocate in order to manage those risks 

to acceptable levels. The second is that, as in many aspects of 

life, the 80:20 rule applies. The average organisation – if there 

can be such a thing – will be able to manage 80 percent of its 

risk with 20 percent of the theoretical total investment it could 

make in managing its risks. The hard part for every organisation 

is working out how much of the remaining 80 percent of the to-

tal theoretical investment it should make in order to manage the 

last 20 percent of the risks effectively. To illustrate that point, if 

an organisation invests in fundamental security controls, such 

as firewalls, end-point protection, multi-factor authentication, 

VPNs and patch management, along with all of the people and 

processes to run them, it will be protected against the vast major-

ity of cyber risks that it face. It is then the organisation’s unique 

risk profile that should determine how much of the remaining 

20 percent of risks need to be managed appropriately.

KING: Risks have changed. Where once the risk was to worker 

productivity, now the risks have evolved into true financial im-

pacts, whether from extortion, litigation or vast sections of busi-
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ness downtime. This has allowed the security leader to quantify 

the potential impacts and justify projects and resources, but 

those businesses that continue to treat the risk haphazardly or 

discount it outright will undoubtedly incur a negative outcome 

that will change their perspective in the relative short term.

Q. What recent, high-profile breaches have made it to the main-

stream media and caught your attention? What insights can be 

drawn from these examples?

KING: NotPetya – talk about a global wake-up call. This is unfor-

tunately becoming the new norm. Chief executive officers and 

boards should draw their own conclusions based on examples 

like this to better inform their decision making around invest-

ment in cyber risk management. It is one thing to live on the 

edge and allow risk to exist, and completely another to discount 

it or believe compliance or insurance will address the true busi-

ness impacts from a breach.

Q. What are some of the common challenges that arise when 

discussing cyber security risks with boards and senior business 
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leaders? In your experience, what level of knowledge and un-

derstanding of these issues do corporate directors and execu-

tives tend to possess?

CAMPBELL: The most common challenge is translating cyber 

security into a business-relevant context. Cyber security risks 

and controls are meaningless to a board unless they can be com-

municated in such a way that the risks, and the recommended 

changes to manage those risks, can be related back to the busi-

ness.

KING: The largest challenge is a language barrier. Many cyber 

security leaders that have come up from entry level positions 

in the profession do not possess the business acumen or the 

perspective it takes to manage a profitable company. For those 

cyber security leaders that have rotated into the role, they typi-

cally have more business acumen, but lack true understanding 

of the cyber threat and associated risks, which lends to draw-

ing misinformed conclusions as to the true liability. This is not 

an easy challenge to solve as the global workforce shortage for 

competent cyber security professionals continues to increase. 
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Corporate directors and executives in almost all cases should be 

recruiting cyber security board members that can participate in 

technology risk management and audit to inform the business 

as to its true risk.

Q. How important is it to demystify what can often be deep-

ly technical information, or vague ‘legalese’? How can this be 

achieved?

CAMPBELL: It is critical when the point of the discussion is to 

communicate clearly with stakeholders such as staff, executives, 

board members, media and so on. If you have a knee injury and 

you consult a surgeon to find out what the problem is and what 

the best way to treat it would be and that surgeon explains very 

precisely using detailed medical language, you are likely to be 

left very frustrated and wondering what has just been said. You 

would also be left hoping you can find another surgeon who can 

tell you clearly and plainly what the problem is, how they pro-

pose to fix it and what the risks of both treatment and non-treat-

ment are. A cyber security professional who cannot communi-

cate simply and in the right context is unlikely to be successful 
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in building the required trust and support to fulfil their role.

Q. Given the outlook for rising cyber threats – and increasing 

liability for companies that fail to address them – what prac-

tical advice would you offer to business leaders on improving 

their understanding of cyber security in the digital age?

KING: Business leaders need to qualify their cyber security risk 

and start quantifying the potential financial impacts of leaving 

those risks managed in their current state. This will allow in-

formed decision making to help better prepare for a breach situ-

ation.

CAMPBELL: Whilst cyber security-related risks are relatively 

new, with threats evolving at a rapid pace, they are still just 

risks, which need to be understood and managed appropriately 

within every organisation. A strong culture of risk management 

must come from the board and executive team and be incul-

cated throughout the organisation from there. This is as true for 

an area such as legal risk as it is for cyber security risk. Business 

leaders need to ensure that they understand the basics of cyber 
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security, including how it fits into their overall risk management 

framework and what behaviours they, as leaders and employ-

ees, need to adopt in order to contribute and lead in the area of 

appropriate cyber security practices. Leaders can be tempted to 

consider themselves exempt from having to comply with cyber 

security practices, whereas they must be the exemplars.
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