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Q&A

COMPLIANCE AS A
BY-PRODUCT OF GOOD
SECURITY

Neil Campbell and Scott King at Rapid7 explore whether

regulatory compliance can be achieved by establishing a

robust cyber security framework.

Q. Could you explain how data protection and privacy laws are

impacting the vast majority of organisations?

CAMPBELL: The vast majority of organisations have modest or
no obligations with regard to data protection and privacy, as
in many jurisdictions small businesses are either exempt from

compliance or have a greatly reduced compliance burden. An
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example requires organisations with less than 250 employees
to only keep internal records of processing activity, where such
activity may put an individual’s rights at risk; being in Australia,
where organisations turning over less than A$3m per annum
are exempt from the Privacy Act, albeit with some exceptions,
and the recent amendment to the Privacy Act, requiring organi-
sations to notify the government of data breaches. In the US,
California pioneered data breach notification laws, which apply
to all businesses — SB 1386, which came into effect in 2003
— and has recently passed the Consumer Privacy Act of 2018,
which is due to come into effect in 2020 but will exempt most
small to medium businesses from compliance. The US does not
yet have federal data privacy or data breach reporting legisla-
tion. The challenge for organisations, both small and large, is in
being aware of, and complying with, the data privacy and breach
notification legislation that applies in the markets in which they
conduct business. Organisations that collect the personal infor-
mation of EU citizens must comply with the GDPR, regardless
of their location. This has led to an ever-increasing burden on
those organisations, as each new compliance requirement has

its own specifics and subtleties, so it is not enough to comply
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with local legislation and assume that you will be covered for all

other jurisdictions.

KING: These new laws are forcing companies to implement
cyber security precautions in order to lessen the likelihood of a
cyber intrusion. Businesses that have not historically invested
in cyber protections or prepared for a breach are now forced to
do so in order to protect themselves from the massive fines as-
sociated with privacy breach laws. Where the laws do not have a
financial implication, and only require notification to impacted
customers, the investment into cyber protections is much less,
and more aligned to current business risk management philoso-

phies, if any.

Q. To what extent have regulatory authorities stepped up their
monitoring and enforcement efforts in this area, increasing the

risks arising from non-compliance that companies face?

KING: This equates back to the early days of Payment Card
Industry (PCI) compliance. Many companies then chose to pay

the fine as compliance would be cost prohibitive. Most regula-
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tory bodies do not have the enforcement teeth to truly drive
better cyber risk management through massive fines. Where we
have seen those occur, it is often designed to send a message to
any other company ignoring the new laws. Over time, this will
change or be challenged in court. We are still in the infancy of
cyber regulations as many of the standards out there are largely
ineffective in actually reducing cyber liability through proactive

risk management.

CAMPBELL: Regulation tends to be only as strong as the history
of penalties for non-compliance demands. The calculated view
of compliance is that the cost of compliance is weighed against
the penalties for non-compliance, with logic dictating that the
lower cost choice is the one to go with. That view puts aside any
thoughts of moral accountability but it is a good starting point
for understanding whether a compliance regime will be effective
or not. With penalties for various data privacy regulation and
legislation ranging from an adverse ruling with no penalty up
to forfeiture of 4 percent of global revenue, which is possible
under the GDPR, the framework for strong deterrence is defi-

nitely in place. In January, Google was fined €50m for breaching
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the GDPR, and privacy activists have filed complaints under the
GDPR against many of the US tech giants, so there may well be
more large fines to come. It is fair to say that regulators around
the world are increasing their focus on compliance, via inves-
tigation — generally as a result of a complaint — and increasing
penalties, in order to ensure that compliance with data privacy
legislation and regulation is seen as the sensible course of action

for organisations.

Q. Given that cyber security features heavily in many data-
related regulations, do companies often adopt the attitude
that compliance equals a strong security programme? In your

experience, is this a misconception?

CAMPBELL: It is tempting to believe that a strong security
programme is equal to compliance with data privacy legisla-
tion, but that is far from the truth. Conversely, compliance
does not necessarily equal strong security. I do think there has
been confusion around this concept in the past, but CISOs from
large organisations that I speak to understand that the two are

very different. Compliance has very specific requirements, such
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as how customers are informed of their rights and what those
rights are, or what records must be kept and how they must be
communicated or made available for audit, or when and who
to notify in the event of a data privacy breach. Having a strong
security programme tends to mean that an organisation has a
robust approach to protecting its digital assets. The right kind
of programme to have in place is an effective risk management
programme. This focuses first and foremost on the risks that
an organisation faces, including regulatory and legislative com-
pliance risks among many others, and drives the creation of
security controls — including technology, standards and proce-
dures resulting from policy created in response to an organisa-
tion’s risks — that should encompass compliance as a part of an

overall risk management strategy.

Q. To what extent can risk-driven cyber security drive compli-

ance as a natural by-product?

KING: A risk-driven cyber security programme is based on
industry best practices and, more importantly, frameworks. By

adopting the underlying framework, it can easily be mapped to
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any cyber security compliance requirements. With the exception
of ongoing evidence collection of the enforcement of cyber
practices, that mapping allows a company to show its compli-
ance and achieve a best practices programme. The other facet is
that most compliance only applies to a portion of a company’s
systems and networks, whereas best practice, by its nature,
applies to everything, including the systems and networks under

a compliance obligation.

Q. What are the essential components of a risk-driven cyber
security programme? What areas of the business should it

encompass?

CAMPBELL: As an over-simplification, a risk-driven cyber
security programme should consider all risks that impact on
cyber security. A brief example of areas of risk includes insiders,
competitors, government, regulatory, financial, operational
and fraud. Risk management encompasses every aspect of the
business, and touches IT assets more often than not, so the
scope of the cyber security programme will be determined by the

results of the organisation-wide risk management programme.
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KING: Cyber risk is cross cutting and can impact any area of a
company. Assuch, cyberriskshould adopt the samerisk calculator
and impact decisions the rest of the company uses. This ensures
common alignment and equal risk-based decision making. The
essential components are the same for cyber as they are for en-

terprise risk: category, impact, likelihood and frequency.

Q. What advice can you offer to companies on successfully im-
plementing risk-driven cyber security, and rolling it out across
the organisation? What challenges and pitfalls might they

need to overcome along the way?

CAMPBELL: The critical element here is that cyber security risk
is considered as just another aspect of organisational risk man-
agement and managed as a part of that overall process. In that
way, the relevance of the resultant risks and treatment plans is
tied into the whole-of-organisation risk management context,
which means that you are more likely to manage and resource

your cyber security programme appropriately.

Q. How do you envisage cyber security and data protection
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issues developing over the coming months and years? Do you
believe companies need to maintain constant vigilance in
this area, and continually update and enhance their security

programme?

CAMPBELL: Cyber security is an exciting and challenging field
because it is so dynamic. [ sometimes use the AltaVista Firewall
as an example to illustrate the changing nature of the internet
and cyber security. AltaVista, which was really the forerunner to
Google in terms of search, developed a firewall in the 1990s that
had a particularly interesting feature. When the AltaVista Fire-
wall detected that it was under attack, it could shut down the
affected service or the entire firewall, as a preventative measure.
This feature reminds me of the Peril-Sensitive Sunglasses from
‘Hitchhiker’s Guide to the Galaxy’. When the glasses detect that
the wearer is in peril the lenses go completely black, so that the
wearer does not have to see the terrible thing that is about to
happen to them. Today, I cannot think of an organisation that
would want to disconnect itself from the internet if its firewall
was under attack. I can, however, imagine just how often the

firewall would go offline, given the frequency of attacks that we
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see on the internet now. We have to accept that change is a giv-
en. Hopefully that change will include the United Nations (UN)
ratifying a global treaty on data privacy and breach notification,
in the spirit of the Universal Declaration of Human Rights. Hav-
ing a UN-ratified treaty would give the world a framework under
which to create consistent legislation to increase the coverage
and reduce the complexity of data privacy and breach notifica-
tion compliance. In the meantime, and it may be a very long
meantime, organisations should remain vigilant in monitoring
for changes in regulation and legislation, as well as the threats
and risks that they face, while being prepared to rapidly update
their security programme in response and sometimes even in

anticipation.
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