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ABSTRACT

Managing false positives generated by vulnerability scanners is a
fundamental industry-wide challenge in web application security.
Accordingly, this paper presents a novel multi-view deep learn-
ing architecture to optimise Dynamic Application Security Testing
(DAST) vulnerability triage. Deliberate, task-specific design deci-
sions are taken to exploit the structure of traffic exchanges between
our rules-based DAST scanner and a given web app. By leveraging
multiple convolutional neural networks, natural language process-
ing and word embeddings, our model learns separate yet comple-
mentary internal feature representations of these exchanges before
fusing them together to make a prediction of a verified vulnerability
or a false positive. Given the amount of time and cognitive effort re-
quired to constantly manually review high volumes of DAST results
correctly, the addition of this deep learning capability to a rules-
based scanner creates a hybrid system that enables expert analysts
to rank scan results, deprioritise false positives and concentrate on
likely real vulnerabilities. This improves productivity and reduces
remediation time, resulting in stronger security postures. Evalua-
tions are conducted on a real-world proprietary dataset containing
91,324 findings of 74 different vulnerability types curated from
DAST scans on nineteen individual organisations. Results show our
multi-view architecture significantly reduces both the false positive
rate by 20% and the false negative rate by 40% on average across all
organisations compared to the single-view approach.
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1 INTRODUCTION

Cyber-crime has been predicted to cause yearly financial losses
globally of US$6trillion [2], with the average organisational cost of
an attack via a vulnerable web application recently calculated at
US$2.2million [1]. Low adoption of more secure technologies adds
to the web application security issue - based on 206 commercial
pen-testing engagements in the period June 2019 to June 2020, 48%
of enterprise web apps were written in ASP.NET, 22% in Java and
14% in PHP, languages that are less type-safe than the likes of Rust,
Kotlin or TypeScript [37]. The ubiquitous nature of these technolo-
gies and the rise of the cloud mean improving web application
security is crucial, with [44] reporting that web application attacks
continue to be the most common type of compromise and are a
preferred vector for attackers.

Web application Dynamic Application Security Testing (DAST)
scanners help organisations detect vulnerabilities both early in the
development lifecycle and in production. DAST tools scan web apps
in real-time, and their improvements have led to more frequent vul-
nerability discovery. However, the industry is aware that scanning
for vulnerabilities is prone to significant levels of false positives.
Results often need manually inspected by a security analyst to deter-
mine which are real vulnerabilities, and which correspond to false
positives. Known as triaging, this process is both time-consuming
and costly, potentially causing alert fatigue, burnout and even men-
tal health issues in overwhelmed front-line analysts [7, 39]. It is
clear that research opportunities exist for new techniques to aug-
ment DAST tools and optimise vulnerability triage.

Artificial intelligence (AI) and machine learning (ML) have been
proposed as a way to address this problem [39], for example to iden-
tify these false positives and filter them out of a triage workflow.
Furthermore, ML models that automatically learn and encapsulate
domain knowledge can reduce the labour-intensive maintenance of
manually engineered, hard-coded banks of detection rules. These
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time savings are central to reducing exposure and improving secu-
rity postures. Considering the average time to detect a web breach
is 200 days [33], the sooner a vulnerability can be discovered, veri-
fied and remediated, the smaller the window of opportunity for an
attacker to successfully carry out an exploit. Vulnerability triage
tasks may seem a logical choice for automation, however [1] also
showed that only 38% of their enterprise respondents deploy defen-
sive AI/ML systems in an operational setting. A key aspect in this
lack of uptake is whether system performance meets a certain stan-
dard, with the limiting factor commonly being an acceptable false
positive rate [5]. Management of false positives is considered one
of most important problems in cybersecurity, alongside detecting
the security concerns themselves [5, 7, 32, 36, 41].

Additionally, there is a need for research-based web application
security tools to maintain a level of abstraction and perform well
across a variety of attacks without an obligatory requirement for
original source code to be exposed. Whilst useful in advancing
the field, not all attack-specific research and methods that rely on
source code analysis can transfer to a real-world environment in
practice. Security-sensitive customers require protection from a
wide range of web attacks and with each customer having tens or
hundreds of applications each, it cannot be presumed 3rd party
tools will be granted such privileged low-level access. Moreover,
academia and the cybersecurity industry have operated in separate
silos in the past [39], with academia developing state-of-the-art
solutions on older data that may not be representative of what
is seen in practice, and conversely industry has a vast amount of
high-quality data but their approaches do not effectively harness
its unique characteristics.

We address these shortcomings with a multi-view deep learn-
ing model using convolutional neural networks, natural language
processing (NLP) and word embeddings to explicitly exploit the
structure of client-server pen-test web traffic captured by our DAST
scanner. Neither the model nor the scanner require access to source
code, with this proposed hybrid system in the first instance finding
potential vulnerabilities using the existing rules-based scan engine,
followed by the deep learning model predicting whether these find-
ings are real vulnerabilities or false positives. This enables augmen-
tation of decisions made by expert analysts to optimise productivity
and reduce remediation times by deprioritising false positives. After
evaluation on a large proprietary dataset, results show our multi-
view architecture produces best-in-task performance compared to
the single-view approach. Our contributions are:

o A multi-view deep learning model to enhance a rules-based
DAST scanner, creating a hybrid system for optimised, decision-
augmented triage that improves analyst productivity and
reduces remediation time.

o A novel task-specific architecture leveraging multiple con-
volutional neural networks with NLP to exploit the request
and response structure of client-server web traffic.

e An evaluation on real-world proprietary data comprising
91,324 findings of 74 different vulnerability types from nine-
teen organisations, showing a significant 20% reduction in
false positives and 40% reduction in false negatives on aver-
age across all customers compared to a single-view approach.
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This paper is organised as follows: Section 2 discusses related
work, Section 3 explains the methodology and Section 4 outlines the
experimental setup. Detailed results are in Section 5 with Section 6
containing conclusions and future work.

2 RELATED WORK
2.1 Web Application Vulnerability Detection

Domain knowledge for web application security is considered ex-
pensive, and research has sometimes been conflated with areas such
as detecting network intrusions, ex-filtration, attack observation
or malware identification. For clarity, the focus of web application
security is specifically the detection of exploitable vulnerabilities in
a web app, like SQL injection or cross-site scripting (XSS) amongst
many others. Previously published work regularly focuses on a
single attack or a small group of attacks due to the difficulty in
obtaining high quality and high volume datasets, with a common
approach being development of one-off bespoke systems or under-
taking white-box code analysis. For example, [9] explored the sus-
ceptibility of web apps to cookie-hijacking attacks via an automated
black-box technique, detecting authentication and authorisation
flaws stemming from incorrect handling or protection of cookies.
[53] introduced differential traffic analysis to identify server-side
vulnerable access control implementations in online services, and
[52] tested network traffic for vulnerabilities in the Facebook SSO
web app. [48] hand-engineered static string analysis to detect XSS
vulnerabilities by checking HTML generated from layout engines
for poor input validation, while [25] detected SQL injection vul-
nerabilities by hand-crafting malicious SQL queries based on their
original form, then compared benign and attack SQL parse trees
for differences. [12] proposed a static framework identifying SQL
injection vulnerabilities at compile time using string analysis plus
bytecode inspection via symbolic execution. [19] also focused on
SQL injection using static string analysis of a code base, with a
dynamic phase that checked run-time queries against that statically
generated model. The drawback with white-box methods is the
assumption that source code for the web apps under scrutiny is
available for analysis, however in practice it may not be feasible for
customers to provide this unfettered low-level access due to infosec
policies or wider security concerns more generally.

Using ML to tackle the problem of detecting vulnerabilities in
web applications has been under-researched. [42] detected SQL
injection and XSS with random forests using an agent-like instance
to extract web app execution features, with [40] proposing logistic
regression and forests to detect SQL injection, XSS, remote code
execution and file inclusion from hand-crafted attributes for input
validation and sanitisation. Furthermore, deep learning approaches
have only recently started to be considered. [34], an extension of
[42], presented a stacked denoising autoencoder [45] that learnt
from agent-generated application call graphs, and [38] adopted a
character-level convolutional neural network for detecting code
injection. This prior work made valuable theoretical contributions
though was limited by the amount of real-world data available for
evaluation, often focusing on only a handful of vulnerability types.

Lastly, methods for web application vulnerability detection are
usually of a singular nature, where only one source of information
from a set of rules or modules are considered. The absence of hybrid
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systems that specifically augment a rules-based DAST engine with
ML to enhance vulnerability triage creates a research challenge
that we focus on in this work.

2.2 Deep Learning for Cybersecurity

Progress has been made in applying deep learning to other selected
cybersecurity use-cases, for example detecting malicious power-
shell [20], image steganalysis [51], biometric fingerprint matching
[26], memory forensics [30], malware detection [11, 29], DDoS de-
tection [8], presentation attack detection [13] and checking source
code for defects [21]. [31] also presented a model to generate de-
veloper comments for source code, plus deep learning has been
used for code vulnerability analysis [47], code summarisation [4]
and code review [17]. The consistent trend is that the approach
specifically fits the task and the dataset under investigation. This
sits in contrast to wider research in deep learning where, broadly
speaking, methods of increasing complexity are tested across the
same benchmark datasets and tasks from paper to paper. For our
study we take advantage of a large proprietary dataset to train and
evaluate with confidence, and furthermore our proposed architec-
ture has been expressly designed to model and exploit the structure
of that data.

3 METHODOLOGY

DAST tools actively investigate running internal and external web
applications using automated penetration tests, known as scans, to
detect vulnerabilities an attacker may try to exploit. Our multi-view
deep learning model augments our existing DAST scanner to form
a proposed hybrid system to optimise vulnerability triage, shown
in Figure 1. Neither the model nor the scanner require any access to
the application’s original source code. For the avoidance of doubt,
the deep learning model is not a replacement for the DAST scanner,
and has no involvement in executing any attacks in a scan.

This hybrid approach can be considered to have two phases.
Firstly, our rules-based DAST engine scans a web app or set of web
apps and generates a list of potential vulnerabilities, also known as
findings. Findings are persisted in a database as individual JSON
files that contain both benign traffic and attack traffic exchanged
between the scanner and the web app. Secondly, prior to the triage
step, our proposed model uses this exchange traffic, represented
as NLP word embeddings, to predict whether each finding is a
verified vulnerability or a false positive. The predictions are also
persisted in the database. The analyst then triages a set of findings,
typically upwards of several thousand, via a User Interface (UI).
Presented alongside the findings data in the Ul is our deep learning
model’s prediction for each finding, either a real vulnerability, or a
false positive. The findings list can then be ranked by the analyst,
allowing predicted real vulnerabilities to be dealt with first while
false positives are deprioritised, thus significantly optimising the
triage process.

Previous deep learning research for web vulnerability detection
has been limited due to the large amounts of data required to train
complex architectures. In contrast, our model is evaluated on an
extensive dataset and specifically takes advantage of DAST traf-
fic. This carefully considered design process, explained in Section
3.2, is necessary as simply replicating a previous setup from one
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Algorithm 1 Generating a finding embedding E.

Require: Raw traffic to pre-process #, pre-trained embedding model
embeddingModel, numpy library np.
procedure CREATE EMBEDDING(?)
t «— lower(t)
t « whitespace(t)
t « specialchars(t)

1:

2 > Convert traffic to lowercase.
3

4:

5: t « whitespace(t)

6

7

8

9:

> Remove dupe whitespaces.

> Replace non-alphabetical chars.
> Remove dupe whitespaces again.
> Split ¢ into tokens.

> Make embedding matrix E.

> Save E to disk as numpy array.

t « tokenise(t)
E « embeddingModel (t)
E.npy « np.save(E)

end procedure

domain does not guarantee performance in another. Achieving
high performance is logically more likely with architectures that
exploit dataset structure, a view shared by [21], who noted prior
approaches to finding bugs in code ignored program structure, with
[3] surmising document classification models may not efficiently
incorporate document structure in their architectures.

3.1 DAST Pre-processing and Input Feature
Generation

In its original form, raw traffic generated by our DAST scanner
is stored in JSON files as text strings, persisting the client-server
request and response exchange. During the pen-test a web app
is scanned for a multitude of vulnerabilities using a wide range
of attack modules, and a potential vulnerability is considered a
finding. There is one JSON file per finding containing the client-
server traffic between the scanner and the web app under scrutiny,
with JSON objects for the original request, original response, attack
request and attack response. Original traffic exchanges are benign,
with attack exchanges containing some type of payload or pen-test
intent, and there is one vulnerability type per finding, such as SQL
injection or XSS. This traffic is converted into input for our model
using NLP techniques and pre-trained word embeddings.

Word embeddings are regularly used in pre-processing for task-
specific deep learning, with the most common being word2vec
[17, 18, 24, 27, 28, 43, 50], GloVe [18, 23, 27, 35, 49, 50] or FastText
[3, 6]. As fixed length vectors of floating point numbers, word
embeddings enable models to recognise how similar two words are,
without losing the ability to encode each one distinctly. The words,
also known as tokens, are viewed as points, or embeddings, in a
multi-dimensional space. Words that appear in similar contexts are
close to each other [14], and a pre-trained word embedding model
always returns the same fixed length vector for a given token.
With the term word embedding relating to one single token, we
call the representation of a whole finding a finding embedding. Per
Algorithm 1, each finding in the dataset is pre-processed to create a
single-view finding embedding, E, and a corresponding set of four
multi-view finding embeddings. Each element in the multi-view
set {Eor1, Eor2, Ear1, Ear2} represents the original request, original
response, attack request and attack response respectively.

To compare the single-view and multi-view approaches, this
input data must be structured appropriately. Figure 2 illustrates
the difference between single-view and multi-view embeddings,
with these matrices being input to the deep learning models. The
single-view model is forced to learn across all original and attack
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traffic combined, whereas the multi-view model has the opportunity
in training to adapt each part of its architecture to learn specific
characteristics of original request, original response, attack request
and attack response traffic.

The challenge of using pre-trained, general NLP word embed-
dings in domain-specific settings is that relevant domain-specific
tokens may be lost since they are not part of an embedding model’s
original vocabulary. These tokens, such as dynamically generated
strings or hashes, are considered out-of-vocab (OOV). Therefore
each E, returned from a pre-trained word embedding model after
passing a traffic token stream t, is a matrix composed of embed-
dings for only in-vocab tokens, stacked together to preserve the
same order as the original sequence in t. In Section 5, experiments
are presented using different embeddings and also mechanisms to
include OOV tokens.

3.2 Multi-view Deep Learning Architecture

This paper presents a multi-view deep learning model that explicitly
exploits the structure of client-server request and response traffic
between our DAST scanner and a web app. We wish to study to
what degree taking advantage of the exchange structure of DAST
data affects performance, rather than combining all the traffic into
one input source for a single-view model. Per Section 2.2, with
previous work showing a task-specific approach is more suitable
in a specialist domain such as cybersecurity, we carefully consider
this structure of our data when designing the model. The result-
ing architecture enables more discriminative learning compared
to vanilla single-view baselines that do not have any task-specific
considerations. Given a finding comprises an original request with
an original response, plus an attack request with an attack response,

Web application(s)

DAST engine

B

generates +
persists
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the core idea is a multi-view model with four inputs can learn sepa-
rate yet complementary feature representations from each request
and response before they are merged to take the final classification.

When the four internal representations are fused together for
vulnerability prediction, the decision quality is higher as the fea-
tures are more salient compared to a single-view model.

3.2.1 Original and Attack Exchange CNNs. CNNs are a class of
neural network that combines convolutional operations with the
automatic learning of model parameters using deep learning for fea-
ture extraction and classification. They have applications in image
and video analysis, natural language processing, speech recognition
and financial time-series tasks. A detailed explanation of CNNs can
be found in [15]. The multi-view architecture comprises four CNNs
in parallel, one for each part of the original and attack exchanges.
Each single-layer CNN learns discriminative areas of its respective

—_— m —_— f
1D convolution
with f filters of
size s x k

generates A

global max pooling
produces p

1

finding embedding activation matrix fixed length vector
E of size 1 x k a P

Figure 3: An individual CNN within the multi-view architecture

findings

predictions

Y

findings

findings batch input
Multi-view
> deep learning

Findings
database

model

Figure 1: Hybrid DAST and deep learning system for web vulnerability triage

Original request

Original response

Attack request 1

=

Attack request n

finding_123ABC.npy

)
J
}
Attack response 1 ]
}
}
}

Attack response n

(a) Single-view finding embedding structure

finding_123ABC_originalrequest.npy

e rp—— —> B
PR e— — E finding_123ABC_originalresponse.npy

Attack request 1 )
finding_123ABC_attackrequest.npy
Attack request n

Attack response 1
Attack response n

123ABC_attackresponse.npy

(b) Multi-view finding embedding structure

Figure 2: Finding embedding structures
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input that, when combined, enable effective prediction of a verified
vulnerability or a false positive. As explained in the previous sub-
section, the set of four input finding embeddings are {Eyr1, Eor2,
Eat1, Eare}. Each E has size Xk where [ is the number of in-vocab
traffic tokens and k is the embedding dimension. Relationships are
learnt across the sequence of traffic tokens in each E via a set of f
filters in its corresponding CNN.

Per Figure 3, each filter has size sxk and slides over a given
E with a stride of 1, with s being the length of the filter i.e. the
number of consecutive tokens that are considered together when
learning relevant patterns across the sequence. The CNN executes
1D convolutions for each filter, producing an activation map a of
size m =1 — s+ 1 as follows:

af = ReLU(Conv(E)Wfbf) (1)

with Wy and by being the weight and bias parameters of the
fth filter, learnt whilst training the model. It is important to note
they are not shared between views, allowing each CNN to focus
exclusively on only one part of an exchange. The rectified linear
activation function is used where ReLU (x) = max{0, x}. Each acti-
vation map is stacked forming an activation matrix A of size mxf.
A can be written as:

A= [ai]az|...|af] @)
We use global max pooling to select the maximum activation in
each a, generating a fixed length vector p of length f:

p = [max(a1)|max(az)|...|max(ayr)] ©)
In essence, this pooling layer chooses the parts of each input E
that activate each filter in the corresponding CNN the most, and
thus can be considered more influential in a prediction. Since p is
fixed length, pooling also ensures any E of arbitrary size can be
handled. With this CNN architecture present in each of the four
views, the four separate fixed length vectors por1, por2, par1 and
par2 are therefore produced. To combine the four streams of features
into one informative representation, these vectors are concatenated
as Puiri> formally:

[por1lporzlpati|parz] (4)

Dropout occurs at a rate of d, after which p,,,,;;; is forwarded
for classification.

Pmulti =

3.2.2 Classifier. The classifier is a multi-layer perceptron com-
prised of an input layer matching the size of p,,,1;; ie. fx4, a
hidden layer of size h neurons, and an output layer of o = 2 neurons
since our task has two classes, with a finding predicted as either a
verified vulnerability or a false positive. The output layer generates
a vector z containing two elements with each being a score that a
given finding belongs to the respective class. z is formally:

z = ReLU (W ppu1si + bp) ®)

where W}, and by, are the weight and bias parameters of the hidden
layer learnt during the training phase. z then passes through a
SoftMax layer to convert these scores to normalised probabilities
of that finding belonging to each class. Formally:
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exp(w] z +b;)

ply=ilz) = (6)

Zl{i eXP(Wl.TrZ +bi)
where w; and b; are the weight and bias parameters of the SoftMax
layer learnt during the training phase for each of the i classes, with
w, z being the inner product of w; and z. The predicted label, either
a verified vulnerability or a false positive, is y.

3.2.3  Loss Function. Lastly, the loss function C to be minimized
for a batch of B training findings, {I(l), 1By }, where each I =
{Eor1, Eor2, Eat1, Ear2}, can be denoted as:

B ¢
1 ’ . .
C=-3 Zl Z; Wy(;) = itlogp(y(j) = ilz()) ()
J=1i=
where there are ¢ = 2 classes in our task, ij) is the ground truth

label for training finding I( ;) and z( ) is the resulting output after
the forward pass of I(jy through the model. During the training
phase, the model is repeatedly presented with batches of training
data in random order until its parameters converge, thus minimising
C. Figure 4 shows the overall multi-view architecture described
throughout this subsection.

4 EXPERIMENTAL SETUP

There are three stages to the experiments. First, extensive hyperpa-
rameter tuning takes place using a single-view CNN plus various
single-view recurrent architectures, namely the recurrent neural
network (RNN), the long short-term memory network (LSTM), and
its bidirectional variant (BiLSTM). This allows selection of an ar-
chitecture as the backbone for our multi-view approach. Recurrent
architectures are a type of neural network that exhibit temporal
dynamic behaviour, achieved by creating loops and connections
between nodes, allowing information to be stored over time within
the network using internal state [16]. These models are chosen be-
cause they are regularly presented in previously published research
on a variety of NLP tasks. Next, as word embeddings have been also
been used in previous work to generate raw input representations,
a detailed ablation experiment is conducted using word2vec [28],
GloVe [35] and FastText [6] to select the best pre-trained embed-
ding model, and whether to use word embeddings or character
embeddings. After the hyperparameter and word embedding inves-
tigations, we progress to evaluating our multi-view architecture
with this selected backbone, conducting a set of experiments using
real-world customer data. A series of customer-specific models are
trained, using only one customer’s data in training and testing each
model against the unseen data from that same customer. This is a
realistic scenario whereby risk management infosec policies dictate
customer vulnerability data cannot be aggregated nor transferred
out of a geographical region for training.

4.1 Dataset

The proprietary dataset contains 91,324 findings, with each already
triaged and labelled by expert analysts as either a verified vulnera-
bility or a false positive. These findings were originally generated
by our DAST tool during scanning activities for nineteen different
customer organisations, which are not named for confidentiality
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Table 1: Vulnerabilities dataset overview

Vulnerability type #verified ~ #FP | Vulnerability type #verified ~ # FP
Anonymous Access 12 13 Information Disclosure in response 90 136
Apache Struts Detection 0 1 Information Disclosure in scripts 7 146
ASP.NET Misconfiguration 267 33 Information Leakage in responses 2852 341
ASP.NET ViewState security 11 45 JavaScript Memory Leaks 8 29
Autocomplete attribute 396 183 LDAP Injection 1 12
Blind LDAP Injection 0 6 Local Storage Usage 4 0
Blind NoSQLi 2 9813 | NoSQLi Injection 202 856
Blind SQL 68 1373 | OS Commanding 2 2
Browser Cache directive (leaking sensitive information) 10769 733 Out of Band Cross-site scripting (XSS) 0 1
Browser Cache directive (web application performance) 87 144 Parameter Fuzzing 609 1421
Brute Force (Form Auth) 1 3 Persistent Cross-site scripting (XSS), (active) 6 7
Brute Force (HTTP Auth) 0 27 Predictable Resource Location 148 13641
Business logic abuse attacks 29 536 Privacy Disclosure 4 117
Clients Cross-Domain Policy Files 27 27 Privilege Escalation 68 105
Collecting Sensitive Personal Information 0 81 Profanity 0 1
Content Security Policy Header 99 986 Reflected Cross-site scripting (XSS) 5466 393
Cookie attributes 2463 167 Reflected Cross-site scripting (XSS), (simple) 524 13
Credentials over an insecure channel 28 79 Reflection 13 155
Credentials stored in clear text in a cookie. 28 0 Sensitive Data Exposure 1968 1844
Cross Origin Resources Sharing (CORS) 569 14 Sensitive data over an insecure channel 155 67
Cross-Site Request Forgery (CSRF) 358 2807 | Server Configuration 6 1
Cross-site scripting (XSS), (DOM based reflected via AJAX request) 1 0 Server Side Request Forgery 0 7
Cross-site scripting (XSS), (DOM based) 0 7 Session Fixation 23 294
Cross-site tracing (XST) 2 0 Session Strength 7 31
Directory Indexing 161 0 Session Upgrade 42 107
Email Disclosure 0 2 SQL Information Leakage 165 118
File Inclusion 17 135 SQL Injection 42 18
Forced Browsing 197 571 SQL Injection Auth Bypass 0 3
Form Session Strength 0 1 SQL Parameter Check 1

FrontPage Checks 116 307 Subresource Integrity 781 10
HTTP Authentication over insecure channel 428 0 Unvalidated Redirect 18

HTTP Headers 759 328 Web Beacon 1 0
HTTP Response Splitting 6 0 X-Content-Type-Options 173 40
HTTP Strict Transport Security 147 81 X-Frame-Options 137 244
HTTP User-Agent Check 76 28 X-Powered-By 34 29
HTTPS Downgrade 800 6 X-XSS-Protection 61 31
HTTPS Everywhere 21599 440 XPath Injection 0 2

reasons. Table I gives a breakdown of the 74 types of web vulner-
abilities in the dataset, and Table II shows the number of verified
and false positive findings per customer. The customers are from
a wide variety of industries such as finance, education, healthcare
and energy, who engage our managed services division to scan
their web applications and triage the findings. A finding can be
defined initially as an unreviewed potential vulnerability found in
a web app after a given attack launched by the DAST scanner is
finished, which then goes on to be triaged and labelled by an expert

finding 123ABC_originalrequest.npy E l:> CNN
finding 123ABC originalresponse.npy E — CNN
finding 123ABC_attackrequest.npy E E— CNN
finding 123ABC_attackresponse.npy E — CNN

analyst as either verified or false positive. If an attack uncovers no
potential vulnerability, no finding is generated. The data for each
of the nineteen customer organisations is individually split into an
80% training split, a 10% validation split, and a 10% testing split to
use in our experiments.

4.2 Experimental Details

Given the setup in Figure 4, the proposed model must effectively
discriminate between real verified vulnerabilities and false positives

/ False Positive

>' Classifier

Verified

s - s | s

[

+
IJ

Figure 4: Multi-view deep learning architecture for web vulnerability detection
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Table 2: Per customer dataset overview

Customer  # verified ~ #FP Customer # verified  # FP
1 844 723 11 1003 460
2 2728 878 12 683 316
3 3002 1723 13 419 1079
4 8005 2383 14 350 2671
5 5137 2540 15 1133 805
6 5754 4436 16 1066 1628
7 8446 4218 17 461 1275
8 3342 4771 18 1157 1809
9 5010 4972 19 (internal) 3898 974
10 469 756

so the latter can be deprioritised to optimise an expert analyst’s
triage and cost-effectiveness. For our deep learning model, the
positive class is considered to be a verified vulnerability, and the
negative class a false positive finding. In ML, a false positive occurs
when a sample of the negative class is falsely predicted to be positive
- for us, this is a false positive finding mistakenly classified as a real
vulnerability. In practice however it is not realistic to eradicate false
positives completely. Rather, the aim should be to minimise the
false positive rate whilst monitoring the miss rate, with a miss (or
false negative) being a sample of the positive class being incorrectly
predicted as negative - that is, a verified vulnerability mistakenly
classified by the model as a false positive finding. Thus, we measure
accuracy, precision, recall, F1 score, false positive rate and miss rate,
formally:

TP+TN
accuracy = 8)
TP+TN+ FP+FN
. TP ©)
recision = —————
preciston = rpFp
TP
recall = ———— (10)
TP+ FN
Fi= 2 X pre'cfsion X recall (11)
precision + recall
FP
I iti te = ———— 12
false positive rate FP+TN (12)
, FN
miss rate = —— (13)
FN+TP

where TP, FP, TN, FN are the amount of true positives, false posi-
tives, true negatives and false negatives respectively, with the false
positive rate and miss rate expressed as a percentage in our results.

For all experiments, the following training parameters are used:
B =1 to ensure maximum updates to the model parameters via sto-
chastic gradient descent, with backpropagation using the gradient
of C with respect to these parameters. The updates are weighted to
handle any class imbalance, with the learning rate @ = 0.001 used
in this parameter update process and dropout d = 0.5.

5 RESULTS
5.1 Hyperparameter Tuning Study

Deep learning architectures require hyperparameter optimisation,
however the samples from a dataset used for the training and vali-
dation stages must not also be included in the test phase, otherwise
performance can be artificially high. Therefore for tuning, a set of
internal findings are used where we have scanned a selection of
our own web applications, listed as customer 19 in Table II. This
a sensible choice because it completely avoids the involvement of
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any real-world customer data that is intended for later evaluation,
and reduces overfitting.

Taking the training and validation splits of these internal find-
ings, a study is performed on convolutional and recurrent archi-
tectures to select hyperparameters that optimise performance on
the validation split. Per Section 3.1 and Algorithm 1, the finding
embeddings are generated using the standard pre-trained word2vec
embedding model as it has been widely used previously. In the next
subsection, word2vec, GloVe and FastText are compared in detail.

A comprehensive grid search is used, rather than individual hy-
perparameter ablations, as the grid search covers every possible
permutation. When training a model, validation-based early stop-
ping [46] saves the best version of that model to disk, based on
the highest F1 score on the internal findings validation set. This
helps avoid overfitting to the training data where it is learnt too
well and validation performance peaks then starts to decline. The
training and testing hardware used was a GeFORCE GTX 1080 Ti
GPU, 64MB RAM and an Intel i7-8700 CPU.

For our single-view CNN approach, the grid search parameters
are:

e number of filters, f = 2 — 256 in powers of 2

o filter length, s = 2 — 256 in powers of 2

o filter width is fixed at k = 300

o classifier hidden layer size, h = 4 — 512 in powers of 2
e number of epochs, e = 10, 20, 30

The single-view recurrent models tuned are a vanilla RNN, an
LSTM, and a BiLSTM. Each has a single-layer and are trained for 50
epochs as recurrent architectures require more training compared
to convolutional methods [16]. For each recurrent model, the grid
search parameters are:

e hidden dimension, d = 64 — 512 in powers of 2
e input size is fixed at k = 300
o classifier hidden layer size, h = 4 — 512 in powers of 2
e number of epochs, e = 50

Results in Table III show the best tuning settings from these
exhaustive grid searches for each of the architectures, including
three different single-view CNNs with equivalent F1 scores and
some variation in the FP and miss % rates. The speed of training and
testing is also important, with t;,4i, denoting the total time taken
to train an architecture in seconds and t;¢s; denoting the time taken
to test a single finding. In a laboratory setting, training time can be
absorbed offline, allowing a sole focus on the time taken to predict
a given data point, but in practice this is not always the case. For
example, with our task the training of any eventual solution must
take place online in the cloud to preserve the security of sensitive
vulnerability data, hence the training phase has a cost implication. It
can be seen the single-view CNNs performs better across all metrics
than the single-view recurrent architectures, including an F1 score
of 0.96 compared to only 0.85 for the LSTM and BiLSTM. The
recurrent architectures clearly take vastly longer to train and test
also. Given these results, the single-view RNN, LSTM and BiLSTM
are ruled out at this stage. The three single-view CNN settings have
similar performance in the first instance, and so are carried forward
into the ablation study that follows on word embeddings.
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5.2 'Word Embedding Ablation Study

The three single-view CNN settings from Table III are used to
decide which pre-trained embedding model to adopt and whether
to select standard word embeddings or character embeddings. The
OOV problem was discussed in Section 3.1, with tokens not in
the original vocab of a pre-trained embedding model discarded.
Leveraging character embeddings to create a word embedding for
OOV tokens may help solve this issue. Using the internal findings,
while keeping the splits exactly the same, finding embeddings are
generated using word2vec [28], GloVe [35] and FastText [6], with
each permutation in Table IV tested to see which performs best.
Note the only difference between the FastText ccen300bin and
wikienbin models is their original training corpus. For each of the
three single-view CNN settings, and using each of the embeddings
in Table IV, models are trained and validated with the same internal
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findings training split and validation split, and then tested with the
internal test split. Per Figure 5, the test split metrics are averaged
across all the pre-trained embedding models to enable selection of
the best model, and also averaged across all the embedding types,
to decide whether to use standard word or character embeddings.

Results in Figures 5a, 5b and 5c¢ show the average F1, FP % rate
and miss % rate per pre-trained embedding model across all ar-
chitectures. As a brief reminder, a false positive occurs when the
negative class is falsely predicted to be positive i.e. a false positive
finding mistakenly classified as a real vulnerability, and conversely
a miss (or false negative) occurs when the positive class is incor-
rectly predicted as negative i.e. a verified vulnerability mistakenly
classified as a false positive finding. Given word2vec achieves a
high F1 score, low FP % rate and low miss % compared to GloVe and
both FastText models, it is selected as the pre-trained embedding

Table 3: Hyperparameter tuning

Architecture f s d k h #params e tirain trest Acc.  Prec.  Recall F1 FP % Miss %
Single-view CNN 128 8 - 300 64 315714 10 33.05 0.0027 0.96 0.92 1.00 0.96 7.69 0.00
Single-view CNN 128 8 - 300 64 315714 30 99.23 0.0027 0.96 0.95 0.97 0.96 3.08 3.08
Single-view CNN 32 32 - 300 4 307374 30 133.05 0.0038 0.96 0.94 0.98 0.96 6.15 1.54
RNN - - 256 300 143886 50 3,493.67 0.0235 0.82 0.82 0.82 0.82 18.46 18.46
LSTM - - 128 300 32 224354 50 3,217.70 0.0163 0.83 0.92 0.78 0.85 7.69 26.15
BiLSTM - - 64 300 4 187918 50 6,632.43 0.0505 0.83 0.94 0.77 0.85 6.15 27.69

Table 4: Embedding permutations

Pre-trained model Type Description

word2vec standard Standard word2vec.

word2vec charavg For any word in-vocab, each word embedding is the average of the character embeddings for that word.

word2vec charavgoov  For any word in-vocab or OOV, each word embedding is the average of the character embeddings for that word.

GloVe standard Standard GloVe.

GloVe charavg For any word in-vocab, each word embedding is the average of the character embeddings for that word.

GloVe charavgoov  For any word in-vocab or OOV, each word embedding is the average of the character embeddings for that word.
FastText ccen300bin  standard Standard FastText using the ccen300 corpus. For OOV words, FastText creates an embedding by using in-vocab subwords.
FastText ccen300bin  charavg For any word in-vocab, each word embedding is the average of the character embeddings for that word.

FastText ccen300bin  charavgoov  For any word in-vocab or OOV, each word embedding is the average of the character embeddings for that word.
FastText wikienbin standard Standard FastText using the wikien corpus. For OOV words, FastText creates an embedding by using in-vocab subwords.
FastText wikienbin charavg For any word in-vocab, each word embedding is the average of the character embeddings for that word.

FastText wikienbin charavgoov  For any word in-vocab or OOV, each word embedding is the average of the character embeddings for that word.
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Figure 5: Average performance metrics for word embedding ablation study



Optimising Vulnerability Triage in DAST with Deep Learning

model to use for real-world customer data evaluations. FastText
wikienbin performs comparably to word2vec but is not selected
as the extra expense in producing an embedding vector for every
token does not result in a worthwhile performance gain, indicating
a degree of redundancy. With word2vec, 24% of internal findings
tokens are OOV and discarded. Using FastText wikienbin to process
these missing OOV tokens increases computation time by 48% com-
pared to word2vec and so can be avoided since the expense offers
little improvement. Additionally, the embeddings must be stored
in our cloud environment at the scale of potentially thousands of
customers, thus reductions in run-time and disk space with no
discernible drop in classifier performance are favourable.

Regarding the choice of word or character embeddings, results in
Figures 5d, 5e and 5f show the standard word embedding technique
is best with a higher F1 score, lower FP % rate and lower miss % rate.
We assert using character embeddings to deal with OOV tokens
provides no significant advantage, in fact they hamper performance,
again implying redundancy as dealing with OOV tokens means
including everything, for example all random payloads and dynamic
strings. In turn the finding embeddings are noisier and hence model
performance is reduced.

In summary, the pre-trained word2vec embedding model with
standard word embeddings is selected and held constant for re-
maining experiments. From Table III the single-view CNN setting
of f =128, s =8, h = 64 and e = 10 results in the best F1 score and
the best balance between FP rate, 7.69%, and miss rate, 0%. Whilst
these results are only for the internal dataset they are extremely
encouraging. In practice, the deep learning model has managed to
correctly discard approximately 92% of the false positives, whilst
not missing any of the verified vulnerabilities. Thus with our aim to
achieve a miss rate of 0% whilst significantly reducing the number
of false positives, this architecture is also fixed. We now move to
evaluations using real-world customer data to compare our single-
view and multi-view approaches.

5.3 Real-world Customer Data Evaluations

In this section we use our architectures to generate customer-
specific models. This is a realistic production scenario as corporate

Table 5: Customer-specific single-view CNN vs.
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infosec policies may dictate vulnerability data must not be aggre-
gated across customers, nor transferred from one geographical re-
gion to another. There is potential for personal data to be contained
within vulnerability data, and such preventative safeguarding poli-
cies reduce exposure to data protection laws, for example in the
United States, where legal frameworks vary between federal states
and industries, and in Europe [10, 22]. These experiments directly
compare our single-view CNN and multi-view CNN by training a
series of models with a sole customer’s data, and evaluating them
against their own test split. Any performance gain via the multi-
view architecture versus the single-view can then be studied.

5.3.1 Training and testing customer-specific models. Here a single-
view CNN and a multi-view CNN are trained separately for each
customer using their training and validation split, and tested with
that same customer’s test split. Validation-based early stopping is
again used, per Section 5.1. This produces a set of 18 single-view
models, and another set of 18 multi-view models, one per customer.
With the original findings used to generate the individual training,
validation and test splits frozen and held constant in each split, any
change in performance can be attributed to the differences between
the single-view and multi-view architecture.

Results in Table V show that on average across all customer-
specific models, the multi-view architecture outperforms single-
view. In practice, 96% of false positives are successfully removed
using multi-view, whilst only missing 3% of the verified vulnerabili-
ties. Multi-view also produces better FP % rates and miss % rates in
the case of nearly every customer. In absolute terms, the multi-view
average FP rate of 4% is 1% less than single-view, and the multi-view
average miss rate of 3% is 2% less than single-view. Considering
the volume of findings in production, small changes in the FP rate
and miss rate have a big impact, thus effectively our multi-view
architecture offers a worthwhile reduction of 20% in false positives
and 40% in misses compared to single-view. Multi-view also has a
better average F1 score of 0.96 in comparison to the single-view
average of 0.95. Regarding computation time, with the previous
single-view training and testing times of 99.23s and 0.0027s from
Table 3 for comparison, the training and testing times for the multi-
view model using the same data are 181.58s and 0.0056s. These
multi-view times remain minimal and inexpensive, even with the

multi-view CNN architecture comparison

Customer  Architecture ~ Acc. Prec  Recall F1 FP%  Miss % | Customer  Architecture =~ Acc. Prec  Recall F1 FP %  Miss %
1 Single-view 0.98 0.98 0.98 0.98 3 2 11 Single-view 0.91 0.94 0.93 0.94 13 7
1 Multi-view 0.98 1.00 0.97 0.98 0 3 11 Multi-view 0.98 0.97 1.00 0.99 7 0
2 Single-view 0.97 0.96 1.00 0.98 12 0 12 Single-view 0.95 0.94 1.00 0.97 15 0
2 Multi-view 0.97 0.97 0.99 0.98 9 1 12 Multi-view 0.97 0.96 1.00 0.98 9 0
3 Single-view 0.98 0.98 0.98 0.98 3 2 13 Single-view 0.97 0.97 0.91 0.94 1 9
3 Multi-view 0.98 0.97 0.99 0.98 5 1 13 Multi-view 0.98 1.00 0.93 0.96 0 7
4 Single-view 0.99 0.99 0.99 0.99 3 1 14 Single-view 0.98 0.94 0.91 0.93 1 9
4 Multi-view 0.99 0.99 1.00 0.99 3 0 14 Multi-view 0.99 0.92 1.00 0.96 1 0
5 Single-view 0.98 0.98 0.99 0.98 4 1 15 Single-view 0.96 0.96 0.97 0.97 6 3
5 Multi-view 0.98 0.98 0.99 0.99 4 1 15 Multi-view 0.98 0.97 0.99 0.98 4 1
6 Single-view 0.96 0.98 0.94 0.96 2 6 16 Single-view 0.89 0.96 0.74 0.84 2 26
6 Multi-view 0.96 0.98 0.95 0.97 2 5 16 Multi-view 0.87 0.81 0.89 0.85 14 11
7 Single-view 0.98 0.97 0.99 0.98 6 1 17 Single-view 0.98 0.96 0.98 0.97 2 2
7 Multi-view 0.99 1.00 1.00 1.00 1 0 17 Multi-view 0.98 0.96 0.96 0.96 2 4
8 Single-view 0.99 0.99 1.00 0.99 1 0 18 Single-view 0.82 0.77 0.79 0.78 15 21
8 Multi-view 0.99 0.98 1.00 0.99 1 0 18 Multi-view 0.82 0.76 0.84 0.79 17 16
9 Single-view 0.98 0.98 0.98 098 2 2 Average Single-view 0.96 0.96 0.95 0.95 5 5
9 Multi-view 1.00 0.99 1.00 1.00 1 0 Average Multi-view 0.97  0.96 0.97 096 4 3
10 Single-view 0.98 1.00 0.94 0.97 0 6

10 Multi-view 0.98 1.00 0.96 0.98 0 4
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increase versus single-view, which can be expected given the higher
architectural complexity.

Overall, we conclude the demonstrated significant reduction of
false positives is due to our multi-view architecture specifically
exploiting the structure of client-server DAST data, learning from
each of the views corresponding to the original request, original
response, attack request and attack response traffic. This multi-
view architecture preserves the underlying structure of the raw
data from the original client-server exchanges, compared to the
single-view architecture that disregards this structure. Note no
extra data is required for the multi-view model, per Figure 2, since
it uses the same data fed to the single-view model, with the internal
architecture the only difference. Multi-view is further justified by
virtue of enabling both better separation and learning of features
specific to original and attack request/response traffic which are
subsequently fused together internally for improved performance.

6 CONCLUSIONS AND FUTURE WORK

This paper presents a novel hybrid model for web application vul-
nerability triage that augments a rules-based DAST engine with a
multi-view deep learning architecture. This architecture explicitly
exploits the structure of our proprietary DAST dataset through de-
liberate design decisions, demonstrating deep learning can optimise
vulnerability triage. This occurs via the learning of separate repre-
sentations of client-server original request, original response, attack
request and attack response DAST traffic. Real-world evaluations
show our multi-view approach improves performance over a single-
view baseline, with the opening ablation experiments indicating
that, for our task, convolutional architectures outperform recurrent
ones, and word2vec embeddings are effective in pre-processing.

There are opportunities for future work related to data curation
and model architecture. As domain adaptation is a known challenge
in deep learning, if time can be invested to expand the dataset suf-
ficiently, perhaps a strategy of architecting and training a larger
range of attack-specific rather than customer-specific models could
be of benefit, with each targeting a single vulnerability type regard-
less of the customer domain. This may enable optimised triage for
both existing customers and brand new customers who have no
historical data. The feasibility of this will depend on infosec policies
surrounding aggregation and transfer of data between geographical
regions.

Further, there is potential for web application technology to
change, with new web servers, firewalls, protocols and of course
vulnerabilities, however a given model need not be static - with
sufficient training examples it can be updated to handle new tech
stacks and emergent vulnerabilities. With false positives tradition-
ally being a limiting factor for putting such models into production,
this innovative hybrid system therefore is attractive for real-world
deployment. We feel multi-view architectures could perhaps be
explored further, with each view designed in a way that maximises
the predictive power of the traffic content, and it might be that the
full use of original request, original response, attack request and
attack response traffic may not always be needed in some cases to
identify a vulnerability. It is also recognised that the explainability
of a deep learning model is useful, though this is non-trivial and
best analysed fully in a separate paper.
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Lastly, with the presented method being an application of su-
pervised deep learning, there may be opportunities to extend the
work to unsupervised techniques that could deal with known and
unknown vulnerabilities by learning representations for benign,
non-vulnerable web app traffic, thus in theory being able to identify
potentially vulnerable responses as anomalous deviations from the
norm.
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