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Cloud Security Solution Comparison

This data sheet provides a basic overview of the differences between InsightVM'’s

Cloud Configuration Assessment (CCA) and InsightCloudSec

Cloud Configuration Assessment (CCA) in InsightVM is deprecated and is no longer available for new

users. CCA has entered Rapid7's End-of-Life (EOL) process and will be removed from InsightVM for all

customers on February 15, 2025. Organizations can find more advanced Cloud Security Posture

Management capabilities in InsightCloudSec, either as a standalone solution or within our Cloud Risk

Complete offering.

InsightVM customers who primarily have a
traditional, on-premise environment but have
started migrating some workloads to the public
cloud and need to expand current coverage.

Standard Audience

e Unified Multi-Cloud Inventory
e Cloud Configuration Hygiene Checks

Core Capabilities

50 total resource types across Amazon Web
Services (AWS), Microsoft Azure, and Google

Cloud Coverage Cloud Platform (GCP).

o CIS Foundations Benchmarks (best practice

guidance, subset)

Compliance

e N/A

Integrations

InsightVM CCA InsightCloudSec

Organizations that have substantial investments
in public cloud infrastructure and see the cloud as
a significant strategic move or competitive
advantage for their business going forward.

Unified Multi-Cloud Inventory

Cloud Security Posture Management
Customizable Compliance Reporting
Cloud Workload Protection
Kubernetes & Container Security
Identity & Access Management
Infrastructure as Code Security
Real-Time Automation & Remediation
And More...

More than 150 resource types across Amazon
Web Services (AWS), Microsoft Azure, Google
Cloud Platform (GCP), Alibaba Cloud, Oracle
Cloud, and Kubernetes.

e CIS Benchmarks e SOC2

e GDPR e FedRAMP
e PCI-DISS e IS0 27001
o HIPAA e HITRUST
e NIST CSF e And More...

All compliance packs are customizable to fit each
customer’s corporate policy.

e InsightYM e PagerDuty

e InsightIDR e Slack

e Splunk e Microsoft Teams
o Jira e And More...

e ServiceNow

For more information on InsightCloudSec, please see: rapid7.com/products/insightcloudsec



https://docs.rapid7.com/insightvm/cloud-configuration-assessment-container-security-and-built-in-automation-workflows-change-in-feature-availability-announcement
https://www.rapid7.com/products/insightcloudsec/

