METASPLOIT CAPTURE THE FLAG CONTEST OFFICIAL RULES

NO PURCHASE NECESSARY TO ENTER OR WIN. PURCHASE WILL NOT INCREASE
YOUR CHANCE OF WINNING. MUST BE PRESENT TO WIN.

THE METASPLOIT CAPTURE THE FLAG CONTEST ("CONTEST") IS CONDUCTED SOLELY
IN ACCORDANCE WITH AND SHALL BE CONSTRUED AND EVALUATED ACCORDING TO
APPLICABLE LAW. THE CONTEST IS VOID IN WHOLE OR PART WHERE PROHIBITED BY
LAW. ENTRY IN THIS CONTEST CONSTITUTES ACCEPTANCE OF THESE OFFICIAL
RULES ("OFFICIAL RULES"). RAPID7, INC. ("RAPID7") IS THE SPONSOR OF THIS
CONTEST ("SPONSOR").

1.ELIGIBILITY.

“Contestant” is defined as any individual who is not an employee of Rapid7 and its respective
affiliates, subsidiaries, related companies, advertising and promotional agencies, and the
household members of any of the above, who is 18 years of age or older at the time of
Contest registration. Contestant can not be a resident of any U.S. embargoed or sanctioned
country or otherwise be listed on any Denied Persons List, Entity List, Unverified List and
Consolidated Screening List. For more information on Lists of Parties of Concern for US
export control purposes, go here. Contestant is responsible for compliance with any
applicable import and export controls as a result of their attendance at the Contest.

Sponsor shall have the right at any time to require proof of identity and/or eligibility of
Contestant to participate in the Contest. Failure to provide such proof may result in
disqualification of Contestant. All personal and other information requested by and supplied to
the Sponsor by Contestant for the purpose of participating in the Contest must be truthful,
complete, accurate, and in no way misleading. The Sponsor reserves the right, in its sole
discretion, to disqualify Contestant should such Contestant at any stage supply untruthful,
incomplete, inaccurate, or misleading personal details and/or information.

If Contestant is a public sector employee, it is critical that Contestant verifies the ethics
code, laws, and/or regulations that govern Contestant’s ability to accept items of value from
companies with whom Contestant conducts business.

2. CONTEST PERIOD.

The Contest will open on Friday, December 3, 2021, at 11:00AM CT (UTC-6) and close on


https://www.bis.doc.gov/index.php/policy-guidance/lists-of-parties-of-concern

Monday, December 6, 2021, at 11:00AM CT (UTC-6).

3. HOW TO ENTER/PARTICIPATE.
No purchase is necessary to participate in the Contest. Only 1,000 registrant teams will
be able to participate, subject to eligibility requirements herein.

1. Contestants must register by signing up for an account in order to participate. Sign
up is free and will be available on different days and times during the week leading up to
the start of the Contest. Sign up can be completed at https://metasploitctf.com.

2. Contestants should use the instructions on the Control Panel to connect to the Kali
Linux jump box. From there, contestants can start attacking the vulnerable target box to find
flags.

3. When Contestants find a flag, submit the MD5 hash to the Challenges
section on the scoreboard. If it's correct, Contestants will get points!

The Sponsor reserves the right to deny registration to entries that do not comply with the rules
during the registration process.

4. PRIZES.

Only the prizes listed below will be awarded in the Contest. Prizes are not transferable or
redeemable for cash. The Contestant teams with the fifteen (15) highest point totals at the end of
the contest will each receive one (1) $100 USD Amazon gift card. In addition, the three (3)
Contestant teams with the highest point total at the end of the Contest will also receive the prizes
listed below and will be announced in an official blog post following the Contest. In the event of a
tie, the Contestant team who reached that score first will be the winner.

Contestants may participate as a team with others OR as a team by themselves. However,
only ONE prize can be awarded for each winning team. If the prize is an Amazon Gift Card
(“GC”), each winner must have or will need to create an Amazon.com account in order to
redeem the GC. The GC may only be used for purchases of eligible goods on Amazon.com
or certain of its affiliated websites. The GC cannot be redeemed for the purchase of another
GC. Except as required by law, the GC cannot be transferred for value or redeemed for
cash. To redeem or view a GC balance, visit “Your Account” on Amazon.com. Amazon is not
responsible if any GC is lost, stolen, destroyed or used without permission. If the GC is lost
or stolen, it will not be replaced. See http://www.amazon.com/gc-legal for complete terms
and conditions.

Sponsor reserves the right to make equivalent substitutions as necessary, due to circumstances
not under its control. Prizes will be distributed within 4 weeks after each winner has fulfilled the


http://www.amazon.com/gc-legal

requirements set out herein.

Place Prize *

1st: Two Month TryHackMe Premium Voucher + ($60) Throwback Voucher for up to 15 team
members

2nd: Two Month TryHackMe Premium Voucher + ($20) Swag Voucher for up to 15 team members

3rd: One Month TryHackMe Premium Voucher for up to 15 team members

5. INDEMNIFICATION.

By entering the Contest, Contestant releases and holds Sponsor harmless from any and all
liability for any injuries, loss, or damage of any kind to the Contestant or any other person,
including personal injury, death, or property damage, resulting in whole or in part, directly or
indirectly, from acceptance, possession, use, or misuse of any prize, participation in the
Contest, any breach of the Official Rules, or in any prize-related activity. The Contestant
agrees to fully indemnify Sponsor from any and all claims by third parties relating to the
Contest, without limitation.

6. LIMITATION OF LIABILITY.

Contestant acknowledges and agrees that Sponsor assumes no responsibility or liability for any
computer, online, software, telephone, hardware, or technical malfunctions that may occur. The
Sponsor is not responsible for any incorrect or inaccurate information, whether caused by
website users or by any of the equipment or programming associated with or utilized in the
Contest or by any technical or human error which may occur in the administration of the
Contest. The Sponsor is not responsible for any problems, failures, or technical malfunctions of
any telephone network or lines, computer online systems, servers, providers, computer
equipment, software, e-mail, players, or browsers, on account of technical problems or traffic
congestion on the Internet, at any website, or on account of any combination of the foregoing.
The Sponsor is not responsible for any injury or damage to Contestant or to any computer
related to or resulting from participating or downloading materials in this Contest. Contestant
assumes liability for injuries caused or claimed to be caused by participating in the Contest, or



by the acceptance, possession, use of, or failure to receive any prize. The Sponsor assumes no
responsibility or liability in the event that the Contest cannot be conducted as planned for any
reason, including those reasons beyond the control of the Sponsor, such as infection by
computer virus, bugs, tampering, unauthorized intervention, fraud, technical failures, or
corruption of the administration, security, fairness, integrity, natural disaster, or proper conduct
of this Contest.

7. CODE OF CONDUCT.

The Metasploit CTF infrastructure should be used for the purposes of this Contest and
nothing else. Use of competition infrastructure for behavior outside of these guidelines will
result in disqualification from the Contest and revoked access.

The scoreboard server is not a competition target. Any malicious activity detected on or
aimed at the scoreboard server will result in disqualification from the Contest.

As a condition of participating in the Contest, Contestant agrees to be bound by these Official
Rules and indicates consent as part of the registration process. Contestant further agrees to be
bound by the decisions of the Sponsor, which shall be final and binding in all respects. The
Sponsor reserves the right, in its sole discretion, to disqualify if Contestant : (a) violates the
Official Rules; (b) tampers or attempts to tamper with the Contest or any of the equipment, the
Contest website or Contest programming; (c) acts in an unsportsmanlike or disruptive manner,
or with intent to annoy, abuse, threaten, or harass any other person. CAUTION: ANY
ATTEMPT TO DELIBERATELY UNDERMINE THE LEGITIMATE OPERATION OF THE
CONTEST MAY BE A VIOLATION OF CRIMINAL AND CIVIL LAWS. SHOULD SUCH AN
ATTEMPT BE MADE, THE SPONSOR RESERVES THE RIGHT TO SEEK REMEDIES AND
DAMAGES TO THE FULLEST EXTENT PERMITTED BY LAW, INCLUDING BUT NOT
LIMITED TO CRIMINAL PROSECUTION.

8. PRIVACY.

Contestant agrees that their personal data, especially name and email address may be
processed, stored and otherwise used in the United States for the purposes and within the
context of the Contest and any other purposes outlined in these Official Rules in
accordance with Sponsor’s privacy policy posted at https://www.rapid7.com/privacy-policy

Entrants further agree that the data may also be used by the Sponsor in order to check
Contestant’s identity and their email address to otherwise verify their eligibility to participate
in the Contest.


http://www.rapid7.com/privacy-policy

9. INTELLECTUAL PROPERTY RIGHTS.

All intellectual property, including but not limited to patents, trademarks, trade names, logos,
copyrights, designs, promotional materials, web pages, source code, drawings, illustrations,
slogans, and representations are owned by Sponsor and/or its affiliates. Unauthorized copying
or use of any copyrighted material or any other intellectual property without the express written
consent of Sponsor is strictly prohibited.

10. TERMINATION.

Sponsor reserves the right, in its sole discretion, to terminate the Contest, in whole or in part,
and/or modify, amend, or suspend the Contest, and/or the Official Rules in any way, at any
time, for any reason, without any prior notice to the Contestant.

11. GOVERNING LAW.

The Contest is subject to applicable laws and regulations. The Official Rules are subject to
change without notice in order to comply with any applicable laws or the policy of any other
entity having jurisdiction over the Sponsor and/or the Contest. All issues and questions
concerning the construction, validity, interpretation, and enforceability of the Official Rules or
the rights and obligations as between the Contestant and the Sponsor in connection with the
Contest shall be governed by and construed in accordance with the laws of the Commonwealth
of Massachusetts including procedural provisions without giving effect to any choice of law or
conflict of law rules or provisions that would cause the application of any other jurisdiction's
laws.

12. PRECEDENCE.

In the event of any discrepancy or inconsistency between the terms and conditions of the
Official Rules and disclosures or other statements contained in any Contest-related
materials, the terms and conditions of the Official Rules shall prevail, govern, and control.

13. CONTACT.

For more information, please see the contest website
here: https://metasploitctf.com.



