
Vulnerability assessment built for today’s most 
complex cloud footprints.

Cloud environments are constantly changing and shifting, 
creating unique challenges for vulnerability management. 
Security teams often struggle to maintain an accurate in-
ventory of assets and manage scanning or agent deploy-
ment. Adding to this complexity, is that cloud resources 
are often provisioned without direct involvement from the 
security team—great for DevOps, but creates risk that 
needs to be managed. InsightVM, in conjunction with 
InsightCloudSec by Rapid7 provides visibility into every 
asset that is created and added across multi-cloud en-
vironments, so security teams can automatically assess, 
understand, and remediate risk across the entire cloud 
infrastructure.

By saving precious time and resources trying to track 
down every service and device in dynamic cloud envi-
ronments, IT can refocus attention and expertise on the 
more critical task—solving the root cause of detected 
vulnerabilities and reducing risk. Plus, the curated view in 
InsightVM ensures you have eyes on all assets, instantly 
improving your security posture.  

InsightCloudSec can ensure you have VM visibility across 
your cloud infrastructure, identifying cloud assets that 
have the Insight Agent installed. If the agent is installed, 
InsightCloudSec can ingest vulnerability findings and 
make them actionable using an automation engine to 
drive simplified security operations based on the addi-
tional vulnerability context. InsightVM analysis data in 
InsightCloudSec amplifies the power you get, reducing 
the attack surface through preventative and responsive 
controls and real-time response through automated 
remediation.

InsightVM and InsightCloudSec provide a unified approach 
to automated cloud security, including vulnerability manage-
ment for dynamic cloud environments,that covers the entire 
CI/CD lifecycle and integrates with DevOps workflows. 

“Rapid7 has already  implemented what VRM will look like 
in the future.” —The Forrester Wave™: Vulnerability  Risk 
Management, Q1 2018

Better Together

• Identify risks: Take control with a single pane of 
glass. Quickly improve cloud governance and enable 
automated discovery and vulnerability scanning of 
ephemeral assets in cloud environments, including 
Amazon Web Services, Microsoft Azure, and Google 
Cloud Platform.  

• Prevent risks: Shift cloud security left to improve 
developer productivity and prevent misconfigurations 
and policy violations. A full lifecycle approach to cloud 
security, that combines preventive and reactive, is a 
requirement for all organizations wanting to innovate 
using cloud services without losing control. 

• Achieve continuous security and compliance: Auto-
mate your security and compliance posture against 
your standards and benchmarks, and act quickly on 
threat signals detected by InsightVM. Identify security 
risks in real-time and take automatic, user-defined 
action to prevent or fix problems before they’re ex-
ploited.
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Ephemeral environments–the cloud–and their many compute 
instances can be very difficult to track and often deployed 
without knowledge of the security team. Visibility across 
multiple cloud 

Provides visibility into every asset created and dropped 
across multi-cloud infrastructure. InsightCloudSec can 
ingest vulnerability findings from InsightVM and make 
them actionable using an automation engine.

Identify compute instances that do not have the Insight 
agent across multi-cloud infrastructure and drive simplified 
security operations based on additional vulnerability context.

Reduce the attack surface through preventative controls 
and respond in real-time through automated remediation.

Saves the IT team time enabling them to refocus attention 
and expertise on the more critical task–remediating 
vulnerabilities.

Reduces risk and helps security teams empower innovation.

“InsightCloudSec 
gives us the ability to 

automate governance, 
offer flexibility, and al-
low better insights and 
controls, and enhance 
compliance - all at the 

same time.”

- Dave Duvall, CIO 
at Discovery Inc

Ready to get started?

Support

Reach out to your Customer 
Success Manager today and 

they can connect you with our 
cloud security experts.

Call +1.866.380.8113 or 
visit our Customer Portal 

cloud security experts.

Problem

Rapid7 is trusted by 9,100 customers 

InsightVM + InsightCloudSec integration

Outcomes

Customer Portal


