
Being proactive about security means more than just conducting frequent 
security assessments of your enterprise assets. Staying secure is ultimately 
dependent on proper remediation and risk mitigation. Just one problem: We 
all know that incorporating the remediation lifecycle into IT teams’ existing 
workflows can be a steep, uphill battle. Integrating Rapid7 InsightVM* with 
Atlassian Jira levels the ground by automatically creating tasks when new 
vulnerabilities are discovered and giving operations managers the ability to 
assign tickets to the correct remediation teams. By combining InsightVM’s 
remediation projects with Jira, you now have the ability to report on which 
tickets have been successfully closed and track the progress of various 
remediation initiatives—live.

How it Works

InsightVM assesses the risk posture of the systems within your organization, 
typically through a scan or agent-based assessment. This vulnerability 
data is then processed for each host within the Insight platform. Next, an 
InsightVM remediation project defines the scope of what needs to be fixed, 
by when, and by whom; for example, critical Windows vulnerabilities in your 
east coast datacenter can be assigned to the specific Windows admin 
who owns those systems. Jira profiles allow tickets to be automatically 
created and assigned to the right people based on metadata from assets, 
vulnerabilities, and owners, so that remediators only get instructions relevant 
to them; once tickets are closed, the remediation project is updated to show 
that the vulnerability has been marked fixed, and InsightVM confirms the 
fix on the next scan. The takeaway here? No more chucking thousand-page 
reports over the fence and hoping for resolution.

Streamline Vulnerability 
Remediation Workflows
With Atlassian Jira and Rapid7 InsightVM

INTEGR ATION BRIEF

*All mentions of Rapid7 InsightVM associated with its integration with Atlassian Jira also apply to Rapid7 Nexpose.

Integration Benefits

1. Streamline workflows by utiliz-
ing the native ticketing solution 
leveraged by your IT operations 
team

2. Automatically generate tickets 
within Jira after a InsightVM 
scan is completed

3. Create tickets flexibly, with 
customization of open tickets 
by specific severity thresholds, 
sites, or asset groups

4. Define exactly how much detail 
your security team wants to 
present in tickets based on the 
audience

5. Easily configure integration 
within the InsightVM user 
interface
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https://www.rapid7.com/products/insightvm/


Overview of the Integration Process

• Step 1: Set up a connection between Jira and InsightVM via a  
wizard in the InsightVM UI, defining roles and responsibilities within  
the organization as well as the desired level of detail in the tickets.

• Step 2: Perform a security assessment and get visibility into  
identified vulnerabilities.

• Step 3: Create a remediation project with filters for the systems  
and vulnerabilities that need to be fixed.

• Step 4: The integration automatically creates and assigns tickets  
based on the rules established in Step 1.

• Step 5: Jira updates the remediation project in InsightVM as  
vulnerabilities are fixed and tickets are closed to display fixes as  
“awaiting confirmation.”

• Step 6: InsightVM confirms that the vulnerability is no longer present, 
thus updating the remediation project’s current progress.

What You Need

About Atlassian Jira

JIRA is the tracker for teams 
planning and building great products. 
Thousands of teams choose JIRA  
to capture and organize issues, 
assign work, and follow team 
activity. At your desk or on the go 
with the new mobile interface, JIRA 
helps your team get the job done.

About Rapid7

Rapid7 is advancing security with 
visibility, analytics, and automation 
delivered through our Insight 
cloud. Our solutions simplify the 
complex, allowing security teams 
to work more effectively with 
IT and development to reduce 
vulnerabilities, monitor for malicious 
behavior, investigate and shut down 
attacks, and automate routine tasks. 
7,400 customers rely on Rapid7 
technology, services, and research 
to improve security outcomes and 
securely advance their organizations. 

Support

Please contact Rapid7 for support  
or assistance at +1.866.380.8113, or 
through our Customer Portal.

Customer Portal

Rapid7 InsightVM Jira 6.x with valid access privileges
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