RAPID)) TECHNOLOGY BRIEF

Rapid7 Insight Agent

The universal Insight Agent is lightweight software you can install on any asset—in the cloud or on-premises—to collect data
from across your IT environment. With unified data collection, Security, IT, and DevOps teams can collaborate effectively to
monitor and analyze shared data.
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Rapid7 Insight Platform
InsightVM InsightIDR InsightOps
Vulnerability Management UBA-Powered SIEM Log Management
 Live view into your exposures * System-level visibility * Real-time log centralization
e Asset security for remote workers * Real-time, deceptive detections o Alerts for critical events
« Visibility into ephemeral assets e Endpoint investigation and hunting « Live asset analysis

Small Footprint, Big Insights
WHY USE THE INSIGHT AGENT?

Simple Installation

Install once using universal installers (MS file for
Windows, ZIP for Linux and Mac).

Real-time Monitoring

View endpoint data, including: Detailed asset Average daily network data RAM is limited to
information, Windows registry information, transfer per workstation (10MB) or 200 MB per product.
file version and package information, running per server (100 MB) for InsightOps

processes, authentication information, local and Insight|DR.

security and event logs, and more.

One Agent to Rule Them All

Leverage a single endpoint agent for vulnerability
management, endpoint threat detection, and log

management.
The Insight Agent’s footprint is Average daily network data
kept under 50-100 MB on disk. transfer of 3-5 MB for
InsightVM.

Learn more about the products powered by the Insight Agent:

www.rapid7.com/InsightVM | www.rapid7.com/InsightIDR | www.rapid7.com/InsightOps



http://www.rapid7.com/InsightVM
http://www.rapid7.com/InsightIDR
http://www.rapid7.com/InsightOps

