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Answering the “So what?”

• You’re hearing them. 
• How are they really being used?

User Interface

Analytics

Machine
Learning

Big Data



Example 1: Service Account Abuse





What went into this one alert?

3 major components

Every account’s 
characteristics 
are monitoring 

for classification

Each account’s 
activity is 
baselined 

according to its 
corresponding 
classification

Every remote 
authentication is 

mapped 
between assets 
and compared 
to the baseline



USER ACCOUNT

Share

Direct

Baselining Different Account Types



Baselining Different Account Types

SERVICE ACCOUNT VoIP
Server



DOMAIN ADMIN ACCOUNT

Laptop

PC

Restricted 
Server

Baselining Different Account Types

Joe Admin

Joe Admin

Joe User

Joe User



SERVICE ACCOUNT

Account Characteristics

Korben Dallas

Frank Moses

VoIP

John McClane

Jimmy Tudeski

SSO-service

Butch Coolidge



…

Account Classification



Asset
X

SERVICE ACCOUNT 

VoIP
Server



With all of these together, alert

InsightIDR



Example 2: Remediation priorities





What went into this list of priorities?

3 major components

Every project is a 
series of 

remediation 
solutions with a 

live total Risk 
Reduction

Each solution 
has a live total 
Risk Reduction 

achieved if 
completed

The Risk 
Reduction is the 
combined total 

of each 
vulnerability’s 

Real Risk score



VULNERABILITY

+
Solution

implemented

+
Superseding 
vulnerability 

patched

+
Asset

criticality
changed

1. Traders environment
2. Linux riskiest assets
3. Static bigsite
4. Corporate sales remediations
5. Riskiest ubuntu
6. Assets with medium vulns
7. Assets with expiring certs

Remediation Projects

35,291
13,567
12,654
7,985
4,325
1,509

665

1. Upgrade to latest version of Oracle
2. Configure SMB signing for Windows
3. Upgrade to latest version of Firefox
4. MS16-001: Security update
5. MS16-106: Security update for Windows 7
6. MS15-085: Security update for Internet Exp

Priority #1

10,434
5,437
4,903
2,101
323
224

Traders environment Total: 35,291



VULNERABILITY

+
Solution

implemented

+
Superseding 
vulnerability 

patched

+
Change in

asset
criticality

1. Corporate sales remediations
2. Traders environment
3. Linux riskiest assets
4. Static bigsite
5. Riskiest ubuntu
6. Assets with medium vulns
7. Assets with expiring certs

Remediation Projects

42,316
35,291
13,567
12,654
7,985
4,325
1,509

665

1. Upgrade to latest version of Google Chrome
2. Configure SMB signing for Windows
3. Upgrade to latest version of PHP
4. Upgrade to latest version of Oracle Java
5. MS16-106: Security update for Windows 7
6. MS15-09: Security update for Windows Server 

Priority #1

12,686
15,437
8,943
2,101

732
523 

Corporate sales remediations Total: 35,291
1. Traders environment
2. Linux riskiest assets
3. Static bigsite
4. Corporate sales remediations
5. Riskiest ubuntu
6. Assets with medium vulns
7. Assets with expiring certs

Remediation Projects

35,291
13,567
12,654
7,985
4,325
1,509

665



In Summary

• Analytics ≠ Superpowers

• They are effective when targeted

• 90% of work is beneath the surface



Thank You!


