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IT & Securlty Differing Goals?

« Keep things running

* Precise Instructions

» Use existing ticketing workflow
 Remediation is secondary

Keep things secure

Detailed information

Use whatever tool that works
Remediation is primary
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HELP ME
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HELPYOU )
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Business needs to optimize availability and security
Need the right information to understand how to
prioritize and be efficient

Want to work together, not separately

Remediation takes time and is an ongoing effort



Security’s Current Process is Tough

Teams are Networks are Tools Are Security professionals are
understaffed alive passive and reactive trapped waiting for scans
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Then

Send
Patch Scheduled tickets to Scheduled '
Tuesday Scan IT Scan Fixed

TUESDAY SUNDAY MONDAY SUNDAY MONDAY
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13 DAYS
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nexpose

Transforming vulnerability data into
prioritized answers and actions
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Assets by Last Scan Date - edited
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. Remediation project LA Windows to fix was created successfully. Click here to view your new project..

Assets Aunning Obsolete Operating Systems - edited

Microsoft

8 8 @ @

J

IP Address

10.4.19.33

10.4.19.26

10.4.19.114

10.4.19.120

10.4.19.191

1N 414G 191

@

asset.os «<== [ vendor = "microsoft” ) AND asset.sites IN [ "los angeles - full audit” ]

I Obsolete OS Assets (3,706)
Remaining Assets (53,048)

= %

of assels running absolete 05

(1586 of 1586 selected)

Azget Operating System

dagnr] 3spl-G-u Microsoft Windows T Enterprize Edition SP1
WiKE4-KOREAN Microsoft Windows T Enterprize Edition SP1

WLE-P Microsoft Windows T Enterprize Edition 5P

FLASH1 1-WT-6-U Microsoft Windows T Enterprize Edition SP1
C2-2003-5P2-3P Microsoft Windows Server 2003, Enterprise Edition SP2

P O a b ] s T E kdirrnanft Windows Servar Y2 Fotarnrias Editinn SR

‘ulnerabilities

1506

1468

1468

1467

1429

1 A

Risk Score ;

1.53m

w} 2 uxadmin
SAVECARD - CLOSE
SAVE FILTER
Exploit Count Malware Count
404 32
394 32
392 32
392 32
356 89
TAR F 1]



nex pOSE' Create uxadmin

P
./ Remediation project LA Windows to fix was created successfully. Click here to view Icw new project..
- Assets Running Obsolete Operating Systems - edited SAVECARD - CLOSE
& Microsoft X - 7 asset.os «== [ vendor = "microsoft” ) AMD asset.sites IN [ “los angeles - full audit” ] SAVE FILTER
A
i
o
I Obsolete 05 Assets (3,706)
£ Remaining Assets (53,048)
of assels running obsolete 05
@
'i{:]
s -~ Remediate - (1586 of 1586 selected)
IP Address Aszeet Operating System Vulnerabilitiea Risk Score ;  Exploit Count Malware Count
10.4.16.33 dagnr 3spl-6u Microsoft Windows 7 Emterprise Edition SP1 1506 1.55m At 32
10.4.19.26 WTNEA-KOREAN Microsoft Windows T Enterprise Edition SF1 1468 1.5m 394 32
10.4.19.114 VLGP Microsoft Windows 7 Emterprise Edition SP1 1468 1.5m 302 3z
10.4.18.120 FLASH1 1-W7-6-Li Microsoft Windows 7 Emterprise Edition SP1 1467 1.5m 392 32
10.4.19.19 C2-2003-5P2-3P Microsoft Windows Server 2003, Enterprise Edition 5P2 1429 1.5m 356 849

https://exposure-analytics.insight.rapid7 .com/#/remediation/projects/45fe990... oL
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Remediation Projects (beta)
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Now

Automatic
scan followed
by remediation

Patch

Tuesday Fixed

TUESDAY WEDNESDAY THURSDAY

A 4

3 DAYS
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BFFs Again!

Translate complex requests into
simple and precise tasks

Integrate with existing ticketing
systems to avoid emergency
meetings and back and forth

Understand clearly where
projects stand and how to align
resources

Get home to your family
on time!
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Thank You
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