
UBA + Deception + EDR
Going Beyond Alerts To Uncover Answers with 
InsightIDR

Eric Sun, Solutions Mgr, 
Incident Detection & Response

@exalted



clarity, command, and confidence 

Rapid7 transforms your data and 
uncertainty into answers.
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Closing The Gap…
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IDR: Top Security Team Challenges
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Portal Fatigue

• Jumping 
between 
solutions to 
monitor network

Alert Fatigue

• Too many of the 
wrong alerts, not 
enough context

Incident Investigations

• Lots of tedious 
actions, where to 
prioritize?



Steps in an Internal Attack Chain
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Network Scans
• Once attacker is in, needs to learn more about 

network
• Other machines, ports, vulnerabilities?
• Network scanning tool, e.g. Nmap
• Very difficult to identify by log/network file 

analysis alone

Demo: 
Deception Tech in IDR



Remote File Execution
• Attackers exploit machines using built-in tools 

(e.g. PSExec, PowerShell)
• Detection requires endpoint visibility

Demo



The Foundation for Reliable Detection

1. Good detection requires 
good data collection!

2. Attacker Recon: 
Deception Tech

3. Remote File Execution: 
EDR

4. Lateral Movement: UBA
5. One alert ≠ the full story. 

Context is everything!
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The Foundation for Reliable Detection

• User Behavior Analytics
• Deception Tech
• Endpoint Detection
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Learn More about 
InsightIDR 

at our Demo Stations!

www.rapid7.com/solutions/incident-detection
@rapid7

http://www.rapid7.com/solutions/incident-detection

