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Actionable Research from Penetration Testing Engagements
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Under the Hoodie

Tod Beardsley, Director of Research
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Penetration testing is
routine, but occult.
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UNDER THE HOODIE:

Actionable Research from
Penetration Testing Engagements

RAPID¥)




Vulnerabilities and
Misconfigurations

RAPID))



2/3rds of engagements resulted in
vulnerabilities being exploited.

Vulnerabilities encountered during engagements
Aggregation is across all engagements (n=128)

MNone. Good for them! ® 41(320%)
CSRF / Clickjacking ® 29 (227%)

SMB relaying ® 26 (203%)
XSS ® 24 (188%)

Broadcast name resolution ® 19 (14.8%)

Local privilege escalation ® 9 (70%)

Group Policy Preferences ® 5 (62%)
DOS we— 5 (3.9%)
Memory Cormuption =———— 5 (39%)
SQL| m—@ 5 (3.9%)
Citrix breakout =@ 2 (1.6%)
Locally site-specific Oday =@ 1(0.8%)

Third-party Oday =@ 1(0.8%)
Source: Rapid?
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Internal versus external

Internal engagements, as one might expect, is full of appealing targets.

86 External Engagements |47 revealed at least | 44.2% vulnerability rate
one vulnerabi

27 Internal Engagements | 26 revealed a’b 96.3% vulnerability rate ’

one vulnerability

11 Mixed Engagements 9 revealed at least 82.8% vulnerability rate
one vulnerability

About a third of the sampled engagements had an internal component.
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2/3rds of engagements also uncovered
network and service misconfigurations

Service misconfiguration

‘ Default account access

Lack of network segmentation

‘ Lack of least-privilege principles for accounts

Password reuse

Lack of detection controls

Lack of patch management

‘ Service accounts as Domain Administrators

Misconfigurations leveraged per engagement

Aggregation is across all engagements (n=128)

® 42 (328%)

® 22 (172%)

® 22 (172%)

® 19 (14.3%)

® 19 (14.8%)

® 18 (141%)

® 17 (133%)

® 11(86%)

Outdated / stale firewall rules =—— 6 (4.7%)

® 35 (273%)

Source: Rapid?
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Credentials
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About 80% of internal assessments result in
a credential theft.

Credential capture success rates by engagement scope

Internal assessments clearly result in greater credential capture rates

External (n=86) Internal (n=27) Mixed (n=11)

- Obtained m— 27 (314%) Obtained ® 22 (s15%) Obtained ® 5 (27%)

Mot obtained @ 59 (686%) Mot obtaine = 5 (12.5%) Mot obtaine ] =——_ 3 (27.3%)

Source: Rapid?
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Humans: still pretty bad at passwords.

Ways passwords were discerned

This chart compares the rate across all in-scope assessments on the left (n=124)
and the rate within just successful username captures on the right (n=57)

% Overall ithin Successes
Manual guessing 30 (242%) @ @ 30 (526%)
Disclosed from network challenge-response traffic 17 (13.7%) @ ® 17 (298%)
Other 14 (13%) @ ® 14 (24.6%)
Disclosed from privileged storage 12(97%) @ ® 12 (211%)
Guessable default account 12(9.7%) @ ® 12 (211%)
Guessable, organization specific N (89%) @ ® 11(193%)
Disclosed from storage 10 (81%) @ ® 10 (17.5%)
Disclosed in plaintext 9(73%) @ ® 9 (158%)
Known default account 9(73%) @ ® 9 (158%)
Man-in-the-middle 8 (65%) @ @ 8 (14.0%)
Automated Social Engineering 7(56%) @ ® 7 (123%)

Manual Social Engineering 2 (16%) @ @ 2 (3.5%)

Disclosed from 3rd party password dump 1(0.8%) @® 1(18%)
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Winter2017!
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Detection
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2/3rds of pentesters remained undetected

How quickly were they detected?

Detection rate percentage for engagements where detection evasion was part of SOW (n=114)
Within an hour of starting =@ 5 (4.4%)
Within a day me————@ 21 (18.4%)
Within a week e 10 (8.8%)

Source: Rapid7
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This Is hot good.
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Pentesters are pretty
obvious.




Detection is
everything.
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. e Tons more to learn!

® Fun sidebar stories of pentesting in action

® Differences between industries, company size,
pentest frequency, loads of juicy stats!

® “Ask a Pentester!” with Leon Johnson
UNDER THE HOODIE: ® https://rapid7.com/info/under-the-hoodie
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