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PHISHING ATTACKS ARE BEHIND
93% OF ALL DATA BREACHES!

Phishing attacks are the #1 threat to businesses today, with email and

social engineering being the most common methods of attack.’

You've hired the best employees and put up the right If even one user’s account is compromised, an adversary
defenses, but one thing keeps slipping in the door: phishing can then send a legitimate corporate email to anyone in the
emails. Part of doing business today, unfortunately, is company, which can magnify clicks and the risk of further
dealing with phishing attacks, which can range from breach.

the opportunistic to the targeted attack. Your defense . S
, , , However, a comprehensive anti-phishing program can be
ultimately relies on how effective your users are at I .
_ o - built with just three foundational elements—read on to
detecting phishing emails, links, and attachments. Attackers

. o , . learn more.
know this, which is why they've become quite savvy at
duping users with believable pretext (e.g. sending an email
from “the CEQ”) or a false sense of urgency (e.g. requesting 12018 Verizon Data Breach Investigations Report

v e . 22017 SANS Threat Landscape Survey
a “mission-critical” expense be paid).
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PROACTIVELY BLOCK
MALICIOUS EMAILS

(ESPECIALLY THE OBVIOUS ONES)

\/\/h | |€ it's im pOSSi b|e to Let’s start with a given: Secure email gateways can reduce

_ your exposure to commaoditized, opportunistic phishing
preem ptl\/€|y blOC k d | | campaigns, and can also come with features to help identify
ph 1SN Ng attem ptS it still data leakage and support compliance.
ma |/<€S sense to try 3 ﬁd Next step, involve your users; make it easy for them to

: report a suspected phishing email to your team. If your
prevent the sim ple stuff. users have an easy, seamless way to report a suspicious
emaill or link, they’ll be more likely to do so. Put a
complicated reporting process in front of them, however,
and the chances that they report it will drop to near-zero.

(Ignorance is bliss, remember?)

This is where a phishing reporting and analysis tool can

empower your users to report suspected phishes with a
one-click button from right within their email clients.
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IMPLEMENT USER AWARENESS
TRAINING AND SIMULATIONS

When you combine
ohishing awareness and
training with an easy way
to act on that knowledge,
you empower Users to
become your best security
advocates.

Phishing is a human problem. To make your people more
resilient, ensure that phishing awareness training is in place.
This can be done through a two-step process: (1) user
education, and then (2) simulated testing to assess user
identification and reporting. Campaigns should be sent out
shortly after training, and then periodically throughout the
year—this keeps users on their toes, and gives you enough
data points to measure long-term training effectiveness.

Over time, you'll be able to measure how your users are
faring at phishing identification and reporting. If you send
100 simulated emails, are you getting 25, 50, or 75 percent
more people reporting over time? Ideally you should see
improvement, but if not, that may be a sign you need to
revisit your training program.

With metrics in hand, you can demonstrate training progress
to leadership, which can help validate training efforts and
highlight improvement across the organization.
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DETECT COMPROMISED

USERS

It's inevitable that at
some point, one of your
users will fall for a phish..
if they haven't already. In
order to stop an attacker
from accessing sensitive
data, you need to know
who they duped anc
what happened.

www.rapid7.com

When investigating an incident, it's essential to know each
step an attacker took across your user accounts, endpoints,
and the internal network to ensure that remediation is
thorough and avoid rebreach.

However, even with automated alerting, phishing
investigations take too much manual effort, even if they’re
just to confirm that a suspected phishing email is benign.
That’s where SIEM technology comes in, giving you the
network-wide visibility required to identify compromises
across your environment, right down to the exact users with

stolen credentials or assets with active malware.

Together, SIEM and phishing technology can provide you with
a defense-in-depth approach.
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RHOW-TO

CREATE A DEFENSE-IN-DEPTH
STRATEGY WITH RAPID7

Having the capability to identify
compromised user accounts and
credentials is the biggest challenge
for nearly every company today.
Fusing together user reporting with
modern threat detections can give
you complete end-to-end visibility.
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insightPhishing - 3 1000 Emails Remaining

J Review Queue Email Details
« January 5
o Phishing Indicator Safe Email Preview
iy
& 'Linkedin Updates" 309 PM Heager Metagat
leader Metadata
Hi Brian, please add me to your Linkedin e HTML Email Raw Email
network

Sender: "Linkedin Updates”

2% sample User
<sample@linkedin.com>

m Brian O'Neill

Sender's domain: linkedin.com

Hi Brian, I'd like to join your LinkedIn network.

> Sender’s return domain: linkin.co x
Sophia Bumperstaf

Business Owner as Lifestyle Specialties
DKIM signature: rapid7.com ‘ San Francisco Bay Area
R
Email Origination: 01 click sicoindustries.com / R View profile |
168.245.12.90 / 168.245.12.90

Subject: Hi Brian, please add me to your
Linkedin network

- Body Analysis

5 Links: 3 (1 risky) A

Image Links: none

5 Attachments: 3

Employee reporting is_the most common method for Any of these indicators can be added to a custom phishing
discovering a breach. By using a tool like InsightPhishing, indicator database for your organization so that your team
users can report suspected phishing emails with one can leverage findings from past investigations; the more
click, directly from their inbox. You're provided the email’s you train InsightPhishing, the better it gets. If you identify a
metadata and body content, which InsightPhishing malicious phish, you can use a SIEM solution like InsightIDR
automatically analyzes for suspicious indicators. to scope out affected users, gain additional context, and

Improve your defenses.
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insightIDR @ = ® John Smith

Investigations

< Investigation Details

a .
Suspicious Scheduled Task Detected Add data Assign Notes (5) Export Close investigation
Last Accessed: April 17,2018 10:02 AM
=
/1 ALL Reset = o
=8 Apr 16,18 Suspicious Scheduled Task Created X
o Date range A
(=]
Shadow COpy Removal Looks for scheduled tasks that are attempting to be created and called
from locations that are writable by the user.
Apr10,2018 to| Apr16,2018 Expire on Jan 20, 2018
= Activity from Asset sadams-450-lap matched on indicator shadow copy removal. This
threat: BadRabbit.
Indicators s This indicator belongs to 3 threats
View Evidence
BadRabbit 3ofa
VI OALL (1) A new Ransomware attack, dubbed BadRabbit, compromised
/| Suspicious Scheduled Task Created (5) . systems via a malicious flash update, spread through a network, and
Petya Domain Matched on DNS Query locked up systems. The attacks primarily hit targets in Russia and
/| Petya Domain Matched on DNS Query (3) P the Ukraine. The command control server responsible for delivering
/| Shadow Copy Removal (3) the compromised flash update has been shut down
sadams-450-lap made a DNS query to petya.com. This indicator belongs to 2 threats:
Attack Malware. Created Date: November 10, 2017
/(3 Last updated: November 12,2017
Notable Behaviors ~ View Evidence Regions: Russia, Ukraine
Industries: Media, Transportation
7] ALL (1) Apr12,18 Expiration: March 22,2018
{C} = X Indicator: Indicator 1, Indicator 2, Indicator 3, Indicator 4
/| New Asset Logon (1)
Suspicious Scheduled Task Created DeltaCharlie Attack Malware 20f6
P DHS Threat Alert - Advanced Persistent Threat Activity

A scheduled task was created on sadams-460-lap. This indicator belongs to 3 threats:
Attack Malware, DHS Threat Alert - Advanced Persistent Threat Activity Targeting Ener
Infrastnicture Sectors

InsightIDR applies two layers of analytics to your data to Any malicious URLs can be added to InsightIDR, which will
find attacks: User Behavior Analytics (UBA) to identify then automatically match against future DNS, firewall, web

users exhibiting behaviors indicative of compromise, and proxy, and other user data. If a user accesses that URL in
Attacker Behavior Analytics (ABA) to hunt the underlying the future, InsightIDR will alert you and help you take swift
techniques attackers use time and time again. action.

The key to preventing future compromise lies in translating your investigation findings
into threat intelligence, and feeding that back into your proactive defenses.
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When you're investigating an incident, you can always
search across all of your logs with InsightIDR to identify
other users that interacted with the URL. If an attacker
sends a phishing email to the entire organization, you can
quickly identify the exact users that clicked on it so you
can take appropriate action (e.g. change a password or
deprovision an account).

You'll also have context into notable user and asset
behavior exhibited around the same time.

This could include the installation of new malware,
unusual user account activity, new processes running,
vulnerabilities exploited, and more to better inform
remediation. This level of readily available context allows
you to patch a vulnerability, shut down a process, or lock
out an account to keep confidential assets and data safe.

LEARN MORE

about achieving a true defense-in-depth strategy with
INnsightPhishing and InsightIDR to secure your data and
company from phishing attacks.

rapid7.com/try/anti-phishing
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CONTACT US OR CONNECT WITH US

North America: +866.7.RAPID7 | sales@rapid7.com
EMEA: +44.(0)118.207.9300 | emeasales@rapid7.com
APAC: +65.3159.0080 | apacsales@rapid7.com

¥ twitter.com/rapid7
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