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RiskAssetsRemediation Vulnerabilities

6,5571. Upgrade to the latest version of Google
Chrome 303 408,539 149,797,753102

331
2. 2021-05 Cumulative Update for Windows 10
Version 1803 for x64-based Systems
(KB5003174)

23 20,605 7,769,9470

367
3. 2022-08 Cumulative Update for Windows
Server 2019 for x64-based Systems (KB5016623) 8 12,246 6,216,5886

1,321
4. 2020-02 Cumulative Security Update for
Internet Explorer 10 for Windows Server 2012 for
x64-based systems (KB4537767)

59 7,358 5,038,9090

779
5. 2022-08 Cumulative Update for Windows 10
Version 1607 for x64-based Systems
(KB5016622)

6 11,242 4,581,5167

5286. Uninstall Apple Safari on Windows 6 6,358 3,490,6316

125
7. 2020-08 Security Only Quality Update for
Windows 7 for x64-based Systems (KB4571719) 125 6,500 2,518,3600

665
8. 2022-08 Cumulative Security Update for
Internet Explorer 11 for Windows 7 for x64-based
systems (KB5016618)

45 5,502 2,489,4930

250
9. 2020-02 Security Only Quality Update for
Windows 7 for x64-based Systems (KB4537813) 125 5,875 2,479,2680

630
10. 2022-08 Cumulative Security Update for
Internet Explorer 11 for Windows 7 for x86-based
systems (KB5016618)

55 5,036 2,303,6830

521

11. 2022-08 Cumulative Security Update for
Internet Explorer 11 for Windows Server 2012 R2
for x64-based systems (KB5016618) 47 4,062 2,302,0320

1,17612. Upgrade Microsoft Defender to the latest
version. 319 5,623 2,279,7000

12213. Upgrade to the latest version of Oracle Java 34 5,859 2,254,362311

157
14. 2021-05 Cumulative Update for Windows 10
Version 1803 for x86-based Systems
(KB5003174)

4 5,602 2,242,0520

393
15. 2020-10 Cumulative Update for Windows 10
Version 1709 for x64-based Systems
(KB4580328)

3 4,989 2,198,9730

394
16. 2022-08 Cumulative Update for Windows
Server 2016 for x64-based Systems (KB5016622) 6 5,004 2,166,8756
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RiskAssetsRemediation Vulnerabilities

0
17. 2019-08 Security Only Quality Update for
Windows 7 for x64-based Systems (KB4512486) 116 4,371 2,025,9230

125
18. 2020-03 Security Only Quality Update for
Windows 7 for x64-based Systems (KB4541500) 125 4,875 1,963,2700

0
19. 2020-04 Security Only Quality Update for
Windows 7 for x64-based Systems (KB4550965) 125 4,375 1,906,0920

378
20. 2022-08 Cumulative Update for Windows 10
Version 1607 for x86-based Systems
(KB5016622)

2 4,220 1,776,1044

94
21. 2019-06 Security Only Quality Update for
Windows 7 for x64-based Systems (KB4503269) 100 4,048 1,757,2190

0
22. 2020-09 Security Only Quality Update for
Windows 7 for x64-based Systems (KB4577053) 125 4,875 1,755,5330

023. Configure SMB signing for Windows 700 1,867 1,697,6280

1,181

24. Verify that the latest version of the Microsoft
Malware Protection Engine and definition updates
are being actively downloaded and installed 245 3,455 1,655,8170

449

25. 2022-08 Cumulative Security Update for
Internet Explorer 11 for Windows Server 2008 R2
for x64-based systems (KB5016618) 35 3,694 1,646,1530
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Install latest version of Google Chrome from the Google Chrome page.

1. Upgrade to the latest version of Google Chrome

Remediation Steps

Assets

Name IP Address Site

Vuln Lab10.4.21.1812013-LYNC-FE

Vuln Lab10.4.28.422013-LYNC-FE-P

Vuln Lab10.4.21.1932k8-SQL05-32.vuln.lax.rapid7.com

Vuln Lab10.4.20.142k8-SQL12-32.vuln.lax.rapid7.com

Vuln Lab10.4.17.95ACROBAT11-P

Vuln Lab10.4.30.53DOTNET-MVC-4-P

Vuln Lab10.4.23.69DSGNR10SP1-3-P

Vuln Lab10.4.30.241DSGNR10SP1-6-P

Vuln Lab10.4.26.29DSGNR10SP2-3-P

Vuln Lab10.4.26.89DSGNR10SP2-6-P

Vuln Lab10.4.19.217DSGNR13-6-P

Vuln Lab10.4.24.11DSGNR13SP1-3-P

Vuln Lab10.4.25.32DSGNR13SP1-6-P

Vuln Lab10.4.31.87DYN-4-SP1-U

Vuln Lab10.4.25.125DYN-AX-2012-P

Vuln Lab10.4.25.211DYN-AX-2K9-P

Vuln Lab10.4.24.223DYN-AX-2K9-U

Vuln Lab10.4.21.99DYN-AX2012R2-P

Vuln Lab10.4.19.250EXCHG-2010SP1-P

Vuln Lab10.4.30.155EXCHG2016-A-P

Vuln Lab10.4.17.106EXCHG2K10-SP2-U

Vuln Lab10.4.21.213EXCHG2K7-SP3-P

Vuln Lab10.4.25.107IE10-WIN7-P

Vuln Lab10.4.24.127IE10-WIN7-U

Vuln Lab10.4.21.232IIS6-WEBDAV-ENB

Vuln Lab10.4.28.159ITEST-SINK-1

Vuln Lab10.4.22.247JIRA-U

Vuln Lab10.4.24.2OFC10SP1-3P

Vuln Lab10.4.21.106OFC2013-SP0-6P

Vuln Lab10.4.20.112ORACLEDB11R1-P

Vuln Lab10.4.17.41PG94-WIN7SP1-P

Vuln Lab10.4.19.106PSERV10SP1-P

Vuln Lab10.4.29.103PSERV10SP1-U

Vuln Lab10.4.25.72PSERV10SP2-P

Vuln Lab10.4.27.122PSERV10SP2-U

Vuln Lab10.4.24.115PSERV13-P

Vuln Lab10.4.17.153READER10-P

Vuln Lab10.4.26.138READER9-P

Vuln Lab10.4.30.195SBS15-W12R2-SQL

Vuln Lab10.4.31.79SCCM-W12SCAN

Vuln Lab10.4.25.2SF2013-P

Vuln Lab10.4.30.109SHRPNT07-SP3-U

Vuln Lab10.4.30.7SHRPNT2003-P
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Name IP Address Site

Vuln Lab10.4.21.42SHRPNT2003-U

Vuln Lab10.4.19.52SHRPNT2007-3P

Vuln Lab10.4.28.46SHRPNT2007-3U

Vuln Lab10.4.21.85SHRPNT2007-P

Vuln Lab10.4.30.38SPIDER-W7

Vuln Lab10.4.22.176SQL2012-SHARED

Vuln Lab10.4.19.8TESTMACHINE04.vuln.lax.rapid7.com

Vuln Lab10.4.17.107TESTMACHINE05.vuln.lax.rapid7.com

Vuln Lab10.4.21.88TESTMACHINE06.vuln.lax.rapid7.com

Vuln Lab10.4.25.178VIS2K10-PR-P

Vuln Lab10.4.25.57VIS2K10X86-ST-P

Vuln Lab10.4.30.141VISIO-2K7-PRO-P

Vuln Lab10.4.17.73VISIO2K3-PRO-P

Vuln Lab10.4.24.65VISTA-SP2-32-P

Vuln Lab10.4.25.108VS2010-PATCHED

Vuln Lab10.4.22.185VS2013X-MVC51-P

Vuln Lab10.4.18.169W12-6

Vuln Lab10.4.20.137W12-6

Vuln Lab10.4.25.149W2K8-X64

Vuln Lab10.4.31.157W2K8R2-CIS-NC

Vuln Lab10.4.27.149W7-6-NET46-P

Vuln Lab10.4.31.42W7-6-NET47-P

Vuln Lab10.4.26.76W7-6-P-SHARES

Vuln Lab10.4.17.246W7-6-TP

Vuln Lab10.4.17.22W7-QUICKTIME-P

Vuln Lab10.4.30.82W7SP1-PRO-X64-P

Vuln Lab10.4.21.7W7SP1-PRO-X86-P

Vuln Lab10.4.31.153WIN7-NO-NTLM

Vuln Lab10.4.28.79
WIN7-TESTMACHINE05-clone.vuln.lax.rapid7.com

Vuln Lab10.4.17.192Wvis-6-tu.vuln.lax.rapid7.com

Vuln Lab10.4.18.61XENCLT-W7SP1

Vuln Lab10.4.30.220XENDSK-W08R2SP1

Vuln Lab10.4.29.18XENDSK50-W7X86

Vuln Lab10.4.23.130XP-MULTI-NICS

Vuln Lab10.4.20.244adopt-java.vuln.lax.rapid7.com

Vuln Lab10.4.22.137anycon4-w10.vuln.lax.rapid7.com

Vuln Lab10.4.21.215apac-win7-sp1-x64-u.vuln.lax.rapid7.com

Vuln Lab10.4.17.125ase155-w08-3.vuln.lax.rapid7.com

Vuln Lab10.4.22.115cb-agent-win7.vuln.lax.rapid7.com

Vuln Lab10.4.29.250cis-nist-c.vuln.lax.rapid7.com

Vuln Lab10.4.27.118cis-win81-c.vuln.lax.rapid7.com

Vuln Lab10.4.17.83content-5992-p1.vuln.lax.rapid7.com

Vuln Lab10.4.27.138content-5992-u1.vuln.lax.rapid7.com

Vuln Lab10.4.25.84content-5992-u2.vuln.lax.rapid7.com

Vuln Lab10.4.23.1cuckoo-guest.vuln.lax.rapid7.com

Vuln Lab10.4.19.30data-prot8-w2k8.vuln.lax.rapid7.com

Vuln Lab10.4.21.137db2-11-w12r2.vuln.lax.rapid7.com

Vuln Lab10.4.26.15dhcp-test2.vuln.lax.rapid7.com

Vuln Lab10.4.19.132disa-win7-n.vuln.lax.rapid7.com
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Name IP Address Site

Vuln Lab10.4.30.224dotnet-mvc-2-p.vuln.lax.rapid7.com

Vuln Lab10.4.30.227dotnet-mvc-3-p.vuln.lax.rapid7.com

Vuln Lab10.4.24.161dotnet-mvc-3-u.vuln.lax.rapid7.com

Vuln Lab10.4.19.246dsgnr07sp3-p.vuln.lax.rapid7.com

Vuln Lab10.4.25.242dsgnr10sp1-6-u.vuln.lax.rapid7.com

Vuln Lab10.4.21.170dsgnr10sp2-6-u.vuln.lax.rapid7.com

Vuln Lab10.4.18.21dsgnr13-6-u.vuln.lax.rapid7.com

Vuln Lab10.4.18.66dsgnr13sp1-6-u.vuln.lax.rapid7.com

Vuln Lab10.4.30.43excel-vw-sp2-u.vuln.lax.rapid7.com

Vuln Lab10.4.28.250fim-w7-6.vuln.lax.rapid7.com

Vuln Lab10.4.22.158fim-w8-6-tp.vuln.lax.rapid7.com

Vuln Lab10.4.30.119fim-wxp-6-sp2-tu.vuln.lax.rapid7.com

Vuln Lab10.4.29.106firefox-esr-u.vuln.lax.rapid7.com

Vuln Lab10.4.19.235firewall-08-on.vuln.lax.rapid7.com

Vuln Lab10.4.18.221flash-esv-p.vuln.lax.rapid7.com

Vuln Lab10.4.17.61flash-esv-u.vuln.lax.rapid7.com

Vuln Lab10.4.19.89flash10-w7-6-u.vuln.lax.rapid7.com

Vuln Lab10.4.26.11flash11-w7-6-u.vuln.lax.rapid7.com

Vuln Lab10.4.29.235fmotion-b.vuln.lax.rapid7.com

Vuln Lab10.4.17.42fmotion-firefox-5201-u.vuln.lax.rapid7.com

Vuln Lab10.4.19.26groove-s-2007.vuln.lax.rapid7.com

Vuln Lab10.4.28.17groove-u.vuln.lax.rapid7.com

Vuln Lab10.4.26.174ie10-win7-u.vuln.lax.rapid7.com

Vuln Lab10.4.28.13ie6-x64-p.vuln.lax.rapid7.com

Vuln Lab10.4.26.92ie7-w2k8sp2-p.vuln.lax.rapid7.com

Vuln Lab10.4.29.154ie9-cis-c.vuln.lax.rapid7.com

Vuln Lab10.4.26.5ie9-win7-x64.vuln.lax.rapid7.com

Vuln Lab10.4.28.15iis6-bi-c.vuln.lax.rapid7.com

Vuln Lab10.4.21.54iis7-bi-c.vuln.lax.rapid7.com

Vuln Lab10.4.19.32iis7-cis-c.vuln.lax.rapid7.com

Vuln Lab10.4.23.223infopath10-u.vuln.lax.rapid7.com

Vuln Lab10.4.31.84itest-apse2-i-w2k3-x64.vuln.lax.rapid7.com

Vuln Lab10.4.21.83itest-apse2-u-w2k3-x64.vuln.lax.rapid7.com

Vuln Lab10.4.20.34itest-cac1-i-xp-x64-sp2.vuln.lax.rapid7.com

Vuln Lab10.4.17.250itest-cac1-u-xp-x64-sp2.vuln.lax.rapid7.com

Vuln Lab10.4.19.47itest-euc1-u-xp-x64-sp2.vuln.lax.rapid7.com

Vuln Lab10.4.20.206itest-i-vista-ent-x64.vuln.lax.rapid7.com

Vuln Lab10.4.20.81itest-i-w2k12-x64.vuln.lax.rapid7.com

Vuln Lab10.4.27.126itest-i-w2k8sp2-x64.vuln.lax.rapid7.com

Vuln Lab10.4.20.232itest-i-xp-x86-sp3.vuln.lax.rapid7.com

Vuln Lab10.4.21.115itest-use1-i-w2k3-x64.vuln.lax.rapid7.com

Vuln Lab10.4.26.203itest-use1-u-xp-x64-sp2.vuln.lax.rapid7.com

Vuln Lab10.4.30.160java-ie-7u1-u.vuln.lax.rapid7.com

Vuln Lab10.4.20.139java-jre-7u1.vuln.lax.rapid7.com

Vuln Lab10.4.20.126java-multiple.vuln.lax.rapid7.com

Vuln Lab10.4.29.99java-zulu.vuln.lax.rapid7.com

Vuln Lab10.4.25.201jira-4-4.vuln.lax.rapid7.com

Vuln Lab10.4.25.212leo-vista-32p.vuln.lax.rapid7.com

Vuln Lab10.4.28.232leo-w08-3-tu.vuln.lax.rapid7.com

Vuln Lab10.4.21.218lighty-147-w03.vuln.lax.rapid7.com
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Name IP Address Site

Vuln Lab10.4.22.143many-users.vuln.lax.rapid7.com

Vuln Lab10.4.24.172mgarewal-sxs.vuln.lax.rapid7.com

Vuln Lab10.4.22.42mgarewal-w03-6-snmp.vuln.lax.rapid7.com

Vuln Lab10.4.29.66msft-tools.vuln.lax.rapid7.com

Vuln Lab10.4.24.152
multiple-mozilla-products-u.vuln.lax.rapid7.com

Vuln Lab10.4.31.164nginx-w-144.vuln.lax.rapid7.com

Vuln Lab10.4.27.236nto-spider.vuln.lax.rapid7.com

Vuln Lab10.4.26.43o-weblg-12-2w-p.vuln.lax.rapid7.com

Vuln Lab10.4.25.178o-weblg-12-2w-u.vuln.lax.rapid7.com

Vuln Lab10.4.20.185ofc-10-3-3u.vuln.lax.rapid7.com

Vuln Lab10.4.27.18ofc-10-3-6u.vuln.lax.rapid7.com

Vuln Lab10.4.22.99ofc10sp1-6p.vuln.lax.rapid7.com

Vuln Lab10.4.27.246ofc16-cis-c.vuln.lax.rapid7.com

Vuln Lab10.4.20.85ofc16-cis-n.vuln.lax.rapid7.com

Vuln Lab10.4.19.233ofc2010-2k3-6p.vuln.lax.rapid7.com

Vuln Lab10.4.29.107ofc2010-2k3-6u.vuln.lax.rapid7.com

Vuln Lab10.4.29.190office-2010-3u.vuln.lax.rapid7.com

Vuln Lab10.4.21.75office-2010-sp1.vuln.lax.rapid7.com

Vuln Lab10.4.21.124office-2k3sp3-p.vuln.lax.rapid7.com

Vuln Lab10.4.20.238office-2k3sp3-u.vuln.lax.rapid7.com

Vuln Lab10.4.30.187office-2k7sp2-u.vuln.lax.rapid7.com

Vuln Lab10.4.18.50office2013-6u.vuln.lax.rapid7.com

Vuln Lab10.4.23.234oim-6-wildcards.vuln.lax.rapid7.com

Vuln Lab10.4.28.125openjdk-java.vuln.lax.rapid7.com

Vuln Lab10.4.29.238or11gR2-w2k8-3.vuln.lax.rapid7.com

Vuln Lab10.4.25.128or11gR2-w2k8-u.vuln.lax.rapid7.com

Vuln Lab10.4.29.239or11gr2-w2k8-4.vuln.lax.rapid7.com

Vuln Lab10.4.20.208ora12cR1-w7-2.vuln.lax.rapid7.com

Vuln Lab10.4.17.150ora12cR1-w7-p.vuln.lax.rapid7.com

Vuln Lab10.4.20.235ora12cR1-w7-u.vuln.lax.rapid7.com

Vuln Lab10.4.25.101oracle-java-8p.vuln.lax.rapid7.com

Vuln Lab10.4.21.60orc-weblg-srv-win.vuln.lax.rapid7.com

Vuln Lab10.4.22.77owa2k10sp2-u.vuln.lax.rapid7.com

Vuln Lab10.4.24.153pan-userid-3-i.vuln.lax.rapid7.com

Vuln Lab10.4.20.117pan-userid-4-i.vuln.lax.rapid7.com

Vuln Lab10.4.17.6pan-userid-5-i.vuln.lax.rapid7.com

Vuln Lab10.4.17.6pan-userid-5-i.vuln.lax.rapid7.com

Vuln Lab10.4.19.145qustodio.vuln.lax.rapid7.com

Vuln Lab10.4.25.219reader11-p.vuln.lax.rapid7.com

Vuln Lab10.4.24.79reader8-u.vuln.lax.rapid7.com

Vuln Lab10.4.29.159robot-w2k8-sp1.vuln.lax.rapid7.com

Vuln Lab10.4.25.153robot-w2k8-sp2.vuln.lax.rapid7.com

Vuln Lab10.4.29.138sap-java.vuln.lax.rapid7.com

Vuln Lab10.4.31.71seamonkey-u.vuln.lax.rapid7.com

Vuln Lab10.4.18.67shockwave-p.vuln.lax.rapid7.com

Vuln Lab10.4.17.49shrpnt10-sp1-p.vuln.lax.rapid7.com

Vuln Lab10.4.24.60spider-w2k3.vuln.lax.rapid7.com

Vuln Lab10.4.17.222spider-w2k8.vuln.lax.rapid7.com

Vuln Lab10.4.31.99spider-wv.vuln.lax.rapid7.com
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Vuln Lab10.4.26.158sql2012-bi-c.vuln.lax.rapid7.com

Vuln Lab10.4.31.108sql2012sp2-mlt.vuln.lax.rapid7.com

Vuln Lab10.4.22.168sql2012sp2-p.vuln.lax.rapid7.com

Vuln Lab10.4.28.168sql2k-p.vuln.lax.rapid7.com

Vuln Lab10.4.30.228sql2k-u.vuln.lax.rapid7.com

Vuln Lab10.4.17.184sql2k12-p.vuln.lax.rapid7.com

Vuln Lab10.4.29.253sql2k12-u.vuln.lax.rapid7.com

Vuln Lab10.4.28.7sql2k5sp1x64-p.vuln.lax.rapid7.com

Vuln Lab10.4.30.225sql2k5sp1x64-u.vuln.lax.rapid7.com

Vuln Lab10.4.19.129sql2k5sp4x64-u.vuln.lax.rapid7.com

Vuln Lab10.4.28.87sql2k8-bi-c.vuln.lax.rapid7.com

Vuln Lab10.4.31.248sql2k8r2-cis-nc.vuln.lax.rapid7.com

Vuln Lab10.4.24.90struts-win7.vuln.lax.rapid7.com

Vuln Lab10.4.28.40studio2k3-sp1-u.vuln.lax.rapid7.com

Vuln Lab10.4.17.78superfish-2.vuln.lax.rapid7.com

Vuln Lab10.4.26.118system-test-use1-win7.vuln.lax.rapid7.com

Vuln Lab10.4.20.243thunderbird-p.vuln.lax.rapid7.com

Vuln Lab10.4.30.91thunderbird-u.vuln.lax.rapid7.com

Vuln Lab10.4.29.230tux11gr1-w8-p-2.vuln.lax.rapid7.com

Vuln Lab10.4.17.4vba-sdk-u.vuln.lax.rapid7.com

Vuln Lab10.4.17.209vis2k10-pr-u.vuln.lax.rapid7.com

Vuln Lab10.4.28.150vis2k10x86-st-u.vuln.lax.rapid7.com

Vuln Lab10.4.28.102visio-2k7-pro-u.vuln.lax.rapid7.com

Vuln Lab10.4.23.120visio-vw-2k3-u.vuln.lax.rapid7.com

Vuln Lab10.4.30.26visio-vw-2k7-2u.vuln.lax.rapid7.com

Vuln Lab10.4.25.109visio-vw-2k7-u.vuln.lax.rapid7.com

Vuln Lab10.4.18.136visio2k3-pro-u.vuln.lax.rapid7.com

Vuln Lab10.4.23.243vista-opera-c.vuln.lax.rapid7.com

Vuln Lab10.4.20.248vista-sp2-64-p-clone.vuln.lax.rapid7.com

Vuln Lab10.4.21.52vista-sp2-64-p.vuln.lax.rapid7.com

Vuln Lab10.4.26.171vista-sp2-64-u.vuln.lax.rapid7.com

Vuln Lab10.4.30.205vista-usgcb-nc.vuln.lax.rapid7.com

Vuln Lab10.4.23.32vlc-2-0-3-u.vuln.lax.rapid7.com

Vuln Lab10.4.21.242vlc-p.vuln.lax.rapid7.com

Vuln Lab10.4.25.29vs-2008-gold.vuln.lax.rapid7.com

Vuln Lab10.4.17.206vs2013ex-mvc5-u.vuln.lax.rapid7.com

Vuln Lab10.4.17.179vs2013x-mvc51-u.vuln.lax.rapid7.com

Vuln Lab10.4.27.217vuln-ad.ad.vuln.lax.rapid7.com

Vuln Lab10.4.21.180w03-6-snmp.vuln.lax.rapid7.com

Vuln Lab10.4.17.150w03sp2-6-dns-f.vuln.lax.rapid7.com

Vuln Lab10.4.28.123w08-3-ofcscn10.vuln.lax.rapid7.com

Vuln Lab10.4.31.237w08-6-ibm-jre.vuln.lax.rapid7.com

Vuln Lab10.4.31.168w08-pcanyw-125.vuln.lax.rapid7.com

Vuln Lab10.4.17.222w08r2-wsus.wsus08.vuln.lax.rapid7.com

Vuln Lab10.4.18.60w10-3-1809-u.vuln.lax.rapid7.com

Vuln Lab10.4.30.217
w2k12-websphere-liberty-install-
manager.vuln.lax.rapid7.com

Vuln Lab10.4.31.235w2k3-ent-x64-p.vuln.lax.rapid7.com

Vuln Lab10.4.27.35w2k3or9i-cis-n.vuln.lax.rapid7.com

Vuln Lab10.4.30.197w2k3sp2-x64-u.vuln.lax.rapid7.com
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Name IP Address Site

Vuln Lab10.4.30.240w2k3sp2-x86-p.vuln.lax.rapid7.com

Vuln Lab10.4.23.200w2k3sp2-x86-u.vuln.lax.rapid7.com

Vuln Lab10.4.28.149w2k8-cis-nc.vuln.lax.rapid7.com

Vuln Lab10.4.26.71w2k8-disa-nc.vuln.lax.rapid7.com

Vuln Lab10.4.22.2w2k8-ms08067-vuln.vuln.lax.rapid7.com

Vuln Lab10.4.19.201w2k8-x64-p.vuln.lax.rapid7.com

Vuln Lab10.4.19.66w2k8-x86-p.vuln.lax.rapid7.com

Vuln Lab10.4.20.228w2k8-x86-u.vuln.lax.rapid7.com

Vuln Lab10.4.25.80w2k8or11-cis-nc.vuln.lax.rapid7.com

Vuln Lab10.4.25.79w2k8or11g-cis-c.vuln.lax.rapid7.com

Vuln Lab10.4.20.118w2k8r2-mongodb.vuln.lax.rapid7.com

Vuln Lab10.4.19.73w2k8r2dc-cis-nc.vuln.lax.rapid7.com

Vuln Lab10.4.19.192w2k8sp2-dns.vuln.lax.rapid7.com

Vuln Lab10.4.27.130
w2k8sp2-x64-smb2-signing-
enabled.vuln.lax.rapid7.com

Vuln Lab10.4.23.94
w2k8sp2-x64-smb2-signing-
required.vuln.lax.rapid7.com

Vuln Lab10.4.18.216w2k8sp2-x64-u.vuln.lax.rapid7.com

Vuln Lab10.4.18.94w7-3-net47-p.vuln.lax.rapid7.com

Vuln Lab10.4.20.84w7-6-laps.vuln.lax.rapid7.com

Vuln Lab10.4.19.151w7-6-net46-u.vuln.lax.rapid7.com

Vuln Lab10.4.25.104w7-6-net47-u.vuln.lax.rapid7.com

Vuln Lab10.4.19.205
w7-6-sp1-chrome-multiuser.vuln.lax.rapid7.com

Vuln Lab10.4.17.93w7-6-sp1-logs.vuln.lax.rapid7.com

Vuln Lab10.4.22.145w7-6-sp1-winrm.vuln.lax.rapid7.com

Vuln Lab10.4.22.239w7-6-sql2k8.vuln.lax.rapid7.com

Vuln Lab10.4.18.191w7-7zip-u.vuln.lax.rapid7.com

Vuln Lab10.4.31.2w7-conexant-mictray.vuln.lax.rapid7.com

Vuln Lab10.4.18.239w7-kaspersky-endpoint.vuln.lax.rapid7.com

Vuln Lab10.4.21.205w7-ofc13-32.vuln.lax.rapid7.com

Vuln Lab10.4.22.153w7sp1-pro-x64-d.vuln.lax.rapid7.com

Vuln Lab10.4.23.126
w7sp1-x64-adobe-digitaleditions.vuln.lax.rapid7.com

Vuln Lab10.4.27.39w7sp1-x64-opera-browser.vuln.lax.rapid7.com

Vuln Lab10.4.28.131w81-chrome-extensions.vuln.lax.rapid7.com

Vuln Lab10.4.22.160was-610-win7-p.vuln.lax.rapid7.com

Vuln Lab10.4.29.183
was-700-win7-feature-pack-
install.vuln.lax.rapid7.com

Vuln Lab10.4.24.168was-700-win7-jre.vuln.lax.rapid7.com

Vuln Lab10.4.27.164was-800-w08-jre.vuln.lax.rapid7.com

Vuln Lab10.4.22.95was-900-w08-jre.vuln.lax.rapid7.com

Vuln Lab10.4.21.146webex-w7-1-0-12.vuln.lax.rapid7.com

Vuln Lab10.4.20.255webex-w7-u.vuln.lax.rapid7.com

Vuln Lab10.4.28.1weblogic-10-w7-p.vuln.lax.rapid7.com

Vuln Lab10.4.25.74weblogic-10-w7-u.vuln.lax.rapid7.com

Vuln Lab10.4.26.65win-chrome-p.vuln.lax.rapid7.com

Vuln Lab10.4.21.118win-hpsmh-p.vuln.lax.rapid7.com

Vuln Lab10.4.28.51win2008-disa-n.vuln.lax.rapid7.com

Vuln Lab10.4.17.80win2012-srv-u.vuln.lax.rapid7.com

Vuln Lab10.4.24.139win7-cis-n.vuln.lax.rapid7.com

Vuln Lab10.4.23.11win7-log4j-u.vuln.lax.rapid7.com

Vuln Lab10.4.20.43win7-sp1-x64-u.vuln.lax.rapid7.com
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Name IP Address Site

Vuln Lab10.4.29.254win7-sp1-x86-u.vuln.lax.rapid7.com

Vuln Lab10.4.22.65win8-ent-x86-p

Vuln Lab10.4.30.1win8-ent-x86-p.vuln.lax.rapid7.com

Vuln Lab10.4.30.236winxp-x64-test

Vuln Lab10.4.27.55winxp-x64-test.vuln.lax.rapid7.com

Vuln Lab10.4.30.229wolverines-us-vista-sp0.vuln.lax.rapid7.com

Vuln Lab10.4.29.182word-vw-p.vuln.lax.rapid7.com

Vuln Lab10.4.18.206wss-3sp3-3p.vuln.lax.rapid7.com

Vuln Lab10.4.24.99wss-3sp3-6p.vuln.lax.rapid7.com

Vuln Lab10.4.19.11wxp-6-tp.vuln.lax.rapid7.com

Vuln Lab10.4.28.238xp-chrome-ancient-3-u.vuln.lax.rapid7.com

Vuln Lab10.4.30.210xp-pro-sp2-6-u.vuln.lax.rapid7.com

Vuln Lab10.4.30.212xp-pro-sp3-3-u.vuln.lax.rapid7.com

Vuln Lab10.4.19.184xp-pro-x86-trog.vuln.lax.rapid7.com

Vuln Lab10.4.18.124xp-sp3-winrm.vuln.lax.rapid7.com
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Download and apply the patch from: https://support.microsoft.com/kb/5003174 https://support.microsoft.com/kb/5003174

2. 2021-05 Cumulative Update for Windows 10 Version 1803 for x64-based Systems (KB5003174)

Remediation Steps

Assets

Name IP Address Site

Vuln Lab10.4.22.137anycon4-w10.vuln.lax.rapid7.com

Vuln Lab10.4.29.207bigfix-clt-w10.vuln.lax.rapid7.com

Vuln Lab10.4.18.133cis-mozilla-x64-esr.vuln.lax.rapid7.com

Vuln Lab10.4.28.68fim-robot-w10-pro-x64.vuln.lax.rapid7.com

Vuln Lab10.4.25.22firefox-usr-ins.vuln.lax.rapid7.com

Vuln Lab10.4.29.171iagent1-win10.vuln.lax.rapid7.com

Vuln Lab10.4.18.54iagent3-win10.vuln.lax.rapid7.com

Vuln Lab10.4.22.180iagent4-win10.vuln.lax.rapid7.com

Vuln Lab10.4.21.116itest-i-w10-pro-x64.vuln.lax.rapid7.com

Vuln Lab10.4.21.116itest-u-w10-pro-x64.vuln.lax.rapid7.com

Vuln Lab10.4.17.187jira-8-13.vuln.lax.rapid7.com

Vuln Lab10.4.25.47livemeeting07-p.vuln.lax.rapid7.com

Vuln Lab10.4.19.237ms-intune-w10.vuln.lax.rapid7.com

Vuln Lab10.4.21.67ora12cR2-1-w10.vuln.lax.rapid7.com

Vuln Lab10.4.19.140ora18c-w10-p.vuln.lax.rapid7.com

Vuln Lab10.4.21.45ora19c-w10-p.vuln.lax.rapid7.com

Vuln Lab10.4.22.203ora19c-w10-u.vuln.lax.rapid7.com

Vuln Lab10.4.27.19rsa-archgrc-6-3.vuln.lax.rapid7.com

Vuln Lab10.4.17.8silverlight5-u.vuln.lax.rapid7.com

Vuln Lab10.4.18.71sql2019-win10.vuln.lax.rapid7.com

Vuln Lab10.4.18.182w10-1803-net48u.vuln.lax.rapid7.com

Vuln Lab10.4.25.245w10-6-1803-u.vuln.lax.rapid7.com

Vuln Lab10.4.31.190w10-bi2-c-amna.vuln.lax.rapid7.com
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Download and apply the patch from: https://support.microsoft.com/kb/5016623 https://support.microsoft.com/kb/5016623

3. 2022-08 Cumulative Update for Windows Server 2019 for x64-based Systems (KB5016623)

Remediation Steps

Assets

Name IP Address Site

Rapid7 Insight Agents172.31.89.224EDR-Windows2019

Vuln Lab10.4.17.224ROBOT-VDA-SRVR

Vuln Lab10.4.24.169ROBOT-VDA-SRVR2

Vuln Lab10.4.26.234dc-sfb2019.sfb2019dc.vuln.lax.rapid7.com

Vuln Lab10.4.23.148shrpnt2019-p.shrpnt2019p.local

Vuln Lab10.4.18.6shrpnt2019-u.shrpnt2019u.local

Vuln Lab10.4.19.112sql2017-server2019.vuln.lax.rapid7.com

Vuln Lab10.4.22.157sqlserver-dca-18040.vuln.lax.rapid7.com
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Download and apply the patch from: https://support.microsoft.com/help/4537767 https://support.microsoft.com/help/4537767

4. 2020-02 Cumulative Security Update for Internet Explorer 10 for Windows Server 2012 for x64-
based systems (KB4537767)

Remediation Steps

Assets

Name IP Address Site

Vuln Lab10.4.21.1812013-LYNC-FE

Vuln Lab10.4.21.99DYN-AX2012R2-P

Vuln Lab10.4.26.253EXCHG2013-A-D

Vuln Lab10.4.31.232EXCHG2013-B-D

Vuln Lab10.4.19.189EXCHG2016-A-D

Vuln Lab10.4.30.155EXCHG2016-A-D

Vuln Lab10.4.18.174EXCHG2016-B-D

Vuln Lab10.4.25.106PSERV13-U

Vuln Lab10.4.29.177PSERV13SP1-P

Vuln Lab10.4.19.36PSERV13SP1-U

Vuln Lab10.4.25.2SF2013-P

Vuln Lab10.4.27.151SF2013-SP1-U

Vuln Lab10.4.23.34SF2013-U

Vuln Lab10.4.23.127SHRPNT-2013-U

Vuln Lab10.4.22.176SQL2012-SHARED

Vuln Lab10.4.18.169W12-6

Vuln Lab10.4.20.137W12-6

Vuln Lab10.4.31.243
agent-uuid-no-agent-installed.vuln.lax.rapid7.com

Vuln Lab10.4.27.182agent-uuid-no-regkey.vuln.lax.rapid7.com

Vuln Lab10.4.30.155exchg2016-a-p.vuln.lax.rapid7.com

Vuln Lab10.4.30.155exchg2016-a-p.vuln.lax.rapid7.com

Vuln Lab10.4.29.44ibm-db2-multi-inst-win.vuln.lax.rapid7.com

Vuln Lab10.4.28.118iis8-bi-n.vuln.lax.rapid7.com

Vuln Lab10.4.23.53
itest-i-use1-dnsproxy-w2k12-x64.vuln.lax.rapid7.com

Vuln Lab10.4.20.81itest-i-w2k12-x64.vuln.lax.rapid7.com

Vuln Lab10.4.17.127
itest-use1-collector-w2k12-x64.vuln.lax.rapid7.com

Vuln Lab10.4.28.201mssql-2016-ssl-required.vuln.lax.rapid7.com

Vuln Lab10.4.20.78owa13-p.vuln.lax.rapid7.com

Vuln Lab10.4.21.77owa13-u.vuln.lax.rapid7.com

Vuln Lab10.4.24.96shrpnt13-sp1-u.vuln.lax.rapid7.com

Vuln Lab10.4.17.128sitecore-cms-telerik.vuln.lax.rapid7.com

Vuln Lab10.4.24.235spider-w12.vuln.lax.rapid7.com

Vuln Lab10.4.22.97sql2012sp1ent-p.vuln.lax.rapid7.com

Vuln Lab10.4.29.123sql2014-p.vuln.lax.rapid7.com

Vuln Lab10.4.29.183sql2014-u.vuln.lax.rapid7.com

Vuln Lab10.4.27.115sql2014sp1-p.vuln.lax.rapid7.com

Vuln Lab10.4.21.196sql2014sp1-u.vuln.lax.rapid7.com

Vuln Lab10.4.18.218sql2014sp2-u.vuln.lax.rapid7.com

Vuln Lab10.4.21.89sql2016-cis-c.vuln.lax.rapid7.com

Vuln Lab10.4.19.188sql2016-ent-u.vuln.lax.rapid7.com

Vuln Lab10.4.22.216sql2016-std-u.vuln.lax.rapid7.com

Vuln Lab10.4.27.197sql2017-ent-u.vuln.lax.rapid7.com
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Name IP Address Site

Vuln Lab10.4.24.178tfs13-u.vuln.lax.rapid7.com

Vuln Lab10.4.20.172w12-6-dc.vuln.lax.rapid7.com

Vuln Lab10.4.25.179w12-net46-u.vuln.lax.rapid7.com

Vuln Lab10.4.21.111w12-net47-d.vuln.lax.rapid7.com

Vuln Lab10.4.30.76w12-net47-u.vuln.lax.rapid7.com

Vuln Lab10.4.30.211w12-srv-snmp.vuln.lax.rapid7.com

Vuln Lab10.4.30.126w2012-disa-dcnc.vuln.lax.rapid7.com

Vuln Lab10.4.29.202w2k12-fnd-u.vuln.lax.rapid7.com

Vuln Lab10.4.29.223w2k12-stg-stn-u.vuln.lax.rapid7.com

Vuln Lab10.4.29.218
w2k12-websphere-liberty-8559.vuln.lax.rapid7.com

Vuln Lab10.4.30.217
w2k12-websphere-liberty-install-
manager.vuln.lax.rapid7.com

Vuln Lab10.4.23.230
w2k12-websphere-liberty-zip-
install.vuln.lax.rapid7.com

Vuln Lab10.4.21.186
w2k12-websphere-network-deployment-install-
manager.vuln.lax.rapid7.com

Vuln Lab10.4.22.237was-liberty-p.vuln.lax.rapid7.com

Vuln Lab10.4.22.236was-liberty-u.vuln.lax.rapid7.com

Vuln Lab10.4.28.127win2012-cis-nc.vuln.lax.rapid7.com

Vuln Lab10.4.17.80win2012-srv-u.vuln.lax.rapid7.com
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Download and apply the patch from: https://support.microsoft.com/kb/5016622 https://support.microsoft.com/kb/5016622

5. 2022-08 Cumulative Update for Windows 10 Version 1607 for x64-based Systems (KB5016622)

Remediation Steps

Assets

Name IP Address Site

Vuln Lab10.4.22.184infopath13-6u.vuln.lax.rapid7.com

Vuln Lab10.4.17.238moodle-3-2-w10.vuln.lax.rapid7.com

Vuln Lab10.4.22.110ofc-comp-sp3-d.vuln.lax.rapid7.com

Vuln Lab10.4.27.229ora12cR2-1-w10u.vuln.lax.rapid7.com

Vuln Lab10.4.27.15w10-6-1607-p.vuln.lax.rapid7.com

Vuln Lab10.4.19.251w10-multicreds.vuln.lax.rapid7.com
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Uninstall Apple Safari to protect this computer from vulnerability exploits.

Apple is no longer providing security updates to the Windows version of Safari.

6. Uninstall Apple Safari on Windows

Remediation Steps

Assets

Name IP Address Site

Vuln Lab10.4.26.134cis-win81-n.vuln.lax.rapid7.com

Vuln Lab10.4.22.200safari-u.vuln.lax.rapid7.com

Vuln Lab10.4.17.128visio2013sp1-6p.vuln.lax.rapid7.com

Vuln Lab10.4.21.205w7-ofc13-32.vuln.lax.rapid7.com

Vuln Lab10.4.28.56w81-6-d.vuln.lax.rapid7.com

Vuln Lab10.4.21.47w81-6-p.vuln.lax.rapid7.com
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Download and apply the patch from: https://support.microsoft.com/help/4571719 https://support.microsoft.com/help/4571719

7. 2020-08 Security Only Quality Update for Windows 7 for x64-based Systems (KB4571719)

Remediation Steps

Assets

Name IP Address Site

Vuln Lab10.4.17.95ACROBAT11-P

Vuln Lab10.4.30.241DSGNR10SP1-6-P

Vuln Lab10.4.26.89DSGNR10SP2-6-P

Vuln Lab10.4.19.217DSGNR13-6-P

Vuln Lab10.4.25.32DSGNR13SP1-6-P

Vuln Lab10.4.25.107IE10-WIN7-P

Vuln Lab10.4.24.127IE10-WIN7-U

Vuln Lab10.4.22.136JIRA-4-1

Vuln Lab10.4.19.10JIRA-P

Vuln Lab10.4.21.106OFC2013-SP0-6P

Vuln Lab10.4.25.22OFFICE-2010-6P

Vuln Lab10.4.17.41PG94-WIN7SP1-P

Vuln Lab10.4.17.153READER10-P

Vuln Lab10.4.26.138READER9-P

Vuln Lab10.4.29.71READERDC-P

Vuln Lab10.4.30.38SPIDER-W7

Vuln Lab10.4.19.8TESTMACHINE04.vuln.lax.rapid7.com

Vuln Lab10.4.17.107TESTMACHINE05.vuln.lax.rapid7.com

Vuln Lab10.4.21.88TESTMACHINE06.vuln.lax.rapid7.com

Vuln Lab10.4.22.185VS2013X-MVC51-P

Vuln Lab10.4.27.149W7-6-NET46-P

Vuln Lab10.4.31.42W7-6-NET47-P

Vuln Lab10.4.26.76W7-6-P-SHARES

Vuln Lab10.4.17.246W7-6-TP

Vuln Lab10.4.17.22W7-QUICKTIME-P

Vuln Lab10.4.30.82W7SP1-PRO-X64-P

Vuln Lab10.4.31.153WIN7-NO-NTLM

Vuln Lab10.4.28.79
WIN7-TESTMACHINE05-clone.vuln.lax.rapid7.com

Rapid7 Insight Agents,Simulation Lab - Windows
Workstations

10.0.0.142WIN7S1.akbar.trap

Simulation Lab - Windows
Workstations,Simulation Lab - Disco Only - DO
NOT SCAN,Rapid7 Insight Agents

10.0.0.166WIN7S2.akbar.trap

Rapid7 Insight Agents,Simulation Lab - Windows
Workstations

10.0.0.183WIN7S3.akbar.trap

Vuln Lab10.4.18.61XENCLT-W7SP1

Vuln Lab10.4.31.90acrobatdc-c-p.vuln.lax.rapid7.com

Vuln Lab10.4.20.244adopt-java.vuln.lax.rapid7.com

Vuln Lab10.4.21.215apac-win7-sp1-x64-u.vuln.lax.rapid7.com

Vuln Lab10.4.22.115cb-agent-win7.vuln.lax.rapid7.com

Vuln Lab10.4.23.1cuckoo-guest.vuln.lax.rapid7.com

Vuln Lab10.4.26.15dhcp-test2.vuln.lax.rapid7.com

Vuln Lab10.4.31.26disa-win7-c.vuln.lax.rapid7.com

Vuln Lab10.4.25.242dsgnr10sp1-6-u.vuln.lax.rapid7.com

Vuln Lab10.4.21.170dsgnr10sp2-6-u.vuln.lax.rapid7.com

Vuln Lab10.4.18.66dsgnr13sp1-6-u.vuln.lax.rapid7.com
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Name IP Address Site

Vuln Lab10.4.28.250fim-w7-6.vuln.lax.rapid7.com

Vuln Lab10.4.18.221flash-esv-p.vuln.lax.rapid7.com

Vuln Lab10.4.17.61flash-esv-u.vuln.lax.rapid7.com

Vuln Lab10.4.19.89flash10-w7-6-u.vuln.lax.rapid7.com

Vuln Lab10.4.26.11flash11-w7-6-u.vuln.lax.rapid7.com

Vuln Lab10.4.26.174ie10-win7-u.vuln.lax.rapid7.com

Vuln Lab10.4.29.154ie9-cis-c.vuln.lax.rapid7.com

Vuln Lab10.4.26.5ie9-win7-x64.vuln.lax.rapid7.com

Vuln Lab10.4.29.9
itest-euc1-i-w7sp1-x64-proxy.vuln.lax.rapid7.com

Vuln Lab10.4.26.137itest-euc1-i-w7sp1-x64.vuln.lax.rapid7.com

Vuln Lab10.4.26.102itest-use1-u-w7sp1-x64.vuln.lax.rapid7.com

Vuln Lab10.4.19.236itunes-p.vuln.lax.rapid7.com

Vuln Lab10.4.29.175java-9.vuln.lax.rapid7.com

Vuln Lab10.4.30.160java-ie-7u1-u.vuln.lax.rapid7.com

Vuln Lab10.4.20.139java-jre-7u1.vuln.lax.rapid7.com

Vuln Lab10.4.20.126java-multiple.vuln.lax.rapid7.com

Vuln Lab10.4.29.99java-zulu.vuln.lax.rapid7.com

Vuln Lab10.4.25.201jira-4-4.vuln.lax.rapid7.com

Vuln Lab10.4.24.29kurupira.vuln.lax.rapid7.com

Vuln Lab10.4.27.46kurupira.vuln.lax.rapid7.com

Vuln Lab10.4.24.152
multiple-mozilla-products-u.vuln.lax.rapid7.com

Vuln Lab10.4.27.236nto-spider.vuln.lax.rapid7.com

Vuln Lab10.4.26.43o-weblg-12-2w-p.vuln.lax.rapid7.com

Vuln Lab10.4.25.178o-weblg-12-2w-u.vuln.lax.rapid7.com

Vuln Lab10.4.27.18ofc-10-3-6u.vuln.lax.rapid7.com

Vuln Lab10.4.22.99ofc10sp1-6p.vuln.lax.rapid7.com

Vuln Lab10.4.27.246ofc16-cis-c.vuln.lax.rapid7.com

Vuln Lab10.4.20.85ofc16-cis-n.vuln.lax.rapid7.com

Vuln Lab10.4.18.50office2013-6u.vuln.lax.rapid7.com

Vuln Lab10.4.28.125openjdk-java.vuln.lax.rapid7.com

Vuln Lab10.4.20.208ora12cR1-w7-2.vuln.lax.rapid7.com

Vuln Lab10.4.17.150ora12cR1-w7-p.vuln.lax.rapid7.com

Vuln Lab10.4.20.235ora12cR1-w7-u.vuln.lax.rapid7.com

Vuln Lab10.4.25.101oracle-java-8p.vuln.lax.rapid7.com

Vuln Lab10.4.21.60orc-weblg-srv-win.vuln.lax.rapid7.com

Vuln Lab10.4.24.153pan-userid-3-i.vuln.lax.rapid7.com

Vuln Lab10.4.20.117pan-userid-4-i.vuln.lax.rapid7.com

Vuln Lab10.4.17.6pan-userid-5-i.vuln.lax.rapid7.com

Vuln Lab10.4.17.6pan-userid-5-i.vuln.lax.rapid7.com

Vuln Lab10.4.19.145qustodio.vuln.lax.rapid7.com

Vuln Lab10.4.25.219reader11-p.vuln.lax.rapid7.com

Vuln Lab10.4.22.200safari-u.vuln.lax.rapid7.com

Vuln Lab10.4.29.138sap-java.vuln.lax.rapid7.com

Vuln Lab10.4.31.71seamonkey-u.vuln.lax.rapid7.com

Vuln Lab10.4.24.90struts-win7.vuln.lax.rapid7.com

Vuln Lab10.4.17.78superfish-2.vuln.lax.rapid7.com

Vuln Lab10.4.26.118system-test-use1-win7.vuln.lax.rapid7.com

Vuln Lab10.4.17.82telnet-w7-non-def.vuln.lax.rapid7.com

Vuln Lab10.4.20.243thunderbird-p.vuln.lax.rapid7.com
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Name IP Address Site

Vuln Lab10.4.30.91thunderbird-u.vuln.lax.rapid7.com

Vuln Lab10.4.31.5unaffected-w.vuln.lax.rapid7.com

Vuln Lab10.4.23.32vlc-2-0-3-u.vuln.lax.rapid7.com

Vuln Lab10.4.21.242vlc-p.vuln.lax.rapid7.com

Vuln Lab10.4.17.206vs2013ex-mvc5-u.vuln.lax.rapid7.com

Vuln Lab10.4.17.179vs2013x-mvc51-u.vuln.lax.rapid7.com

Vuln Lab10.4.30.1vs2015-p.vuln.lax.rapid7.com

Vuln Lab10.4.20.84w7-6-laps.vuln.lax.rapid7.com

Vuln Lab10.4.19.151w7-6-net46-u.vuln.lax.rapid7.com

Vuln Lab10.4.25.104w7-6-net47-u.vuln.lax.rapid7.com

Vuln Lab10.4.19.205
w7-6-sp1-chrome-multiuser.vuln.lax.rapid7.com

Vuln Lab10.4.17.93w7-6-sp1-logs.vuln.lax.rapid7.com

Vuln Lab10.4.22.145w7-6-sp1-winrm.vuln.lax.rapid7.com

Vuln Lab10.4.22.239w7-6-sql2k8.vuln.lax.rapid7.com

Vuln Lab10.4.18.191w7-7zip-u.vuln.lax.rapid7.com

Vuln Lab10.4.31.2w7-conexant-mictray.vuln.lax.rapid7.com

Vuln Lab10.4.18.239w7-kaspersky-endpoint.vuln.lax.rapid7.com

Vuln Lab10.4.30.191w7e6-ma-client.vuln.lax.rapid7.com

Vuln Lab10.4.22.192w7or12c-cis-c.vuln.lax.rapid7.com

Vuln Lab10.4.19.194w7sp1-2564.vuln.lax.rapid7.com

Vuln Lab10.4.22.153w7sp1-pro-x64-d.vuln.lax.rapid7.com

Vuln Lab10.4.23.126
w7sp1-x64-adobe-digitaleditions.vuln.lax.rapid7.com

Vuln Lab10.4.27.39w7sp1-x64-opera-browser.vuln.lax.rapid7.com

Vuln Lab10.4.19.191webapp-dis-w7-iis

Vuln Lab10.4.28.1weblogic-10-w7-p.vuln.lax.rapid7.com

Vuln Lab10.4.25.74weblogic-10-w7-u.vuln.lax.rapid7.com

Vuln Lab10.4.26.65win-chrome-p.vuln.lax.rapid7.com

Vuln Lab10.4.19.43
win-chrome-with-extensions-p.vuln.lax.rapid7.com

Vuln Lab10.4.31.108win7-64-test.vuln.lax.rapid7.com

Vuln Lab10.4.25.11win7-disa-c.vuln.lax.rapid7.com

Vuln Lab10.4.20.43win7-sp1-x64-u.vuln.lax.rapid7.com

Vuln Lab10.4.17.219win7sp1-cis-2.vuln.lax.rapid7.com

Vuln Lab10.4.17.144windows-7sp1-epoagent.vuln.lax.rapid7.com

Vuln Lab10.4.29.182word-vw-p.vuln.lax.rapid7.com
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Download and apply the patch from: https://support.microsoft.com/kb/5016618 https://support.microsoft.com/kb/5016618

8. 2022-08 Cumulative Security Update for Internet Explorer 11 for Windows 7 for x64-based
systems (KB5016618)

Remediation Steps

Assets

Name IP Address Site

Vuln Lab10.4.17.95ACROBAT11-P

Vuln Lab10.4.30.241DSGNR10SP1-6-P

Vuln Lab10.4.26.89DSGNR10SP2-6-P

Vuln Lab10.4.19.217DSGNR13-6-P

Vuln Lab10.4.25.32DSGNR13SP1-6-P

Vuln Lab10.4.25.107IE10-WIN7-P

Vuln Lab10.4.22.136JIRA-4-1

Vuln Lab10.4.19.10JIRA-P

Vuln Lab10.4.21.106OFC2013-SP0-6P

Vuln Lab10.4.25.22OFFICE-2010-6P

Vuln Lab10.4.29.71READERDC-P

Vuln Lab10.4.19.8TESTMACHINE04.vuln.lax.rapid7.com

Vuln Lab10.4.17.107TESTMACHINE05.vuln.lax.rapid7.com

Vuln Lab10.4.21.88TESTMACHINE06.vuln.lax.rapid7.com

Vuln Lab10.4.22.185VS2013X-MVC51-P

Vuln Lab10.4.31.42W7-6-NET47-P

Vuln Lab10.4.30.82W7SP1-PRO-X64-P

Vuln Lab10.4.31.153WIN7-NO-NTLM

Vuln Lab10.4.28.79
WIN7-TESTMACHINE05-clone.vuln.lax.rapid7.com

Vuln Lab10.4.31.90acrobatdc-c-p.vuln.lax.rapid7.com

Vuln Lab10.4.21.215apac-win7-sp1-x64-u.vuln.lax.rapid7.com

Vuln Lab10.4.22.115cb-agent-win7.vuln.lax.rapid7.com

Vuln Lab10.4.23.1cuckoo-guest.vuln.lax.rapid7.com

Vuln Lab10.4.25.242dsgnr10sp1-6-u.vuln.lax.rapid7.com

Vuln Lab10.4.21.170dsgnr10sp2-6-u.vuln.lax.rapid7.com

Vuln Lab10.4.19.236itunes-p.vuln.lax.rapid7.com

Vuln Lab10.4.25.201jira-4-4.vuln.lax.rapid7.com

Vuln Lab10.4.22.99ofc10sp1-6p.vuln.lax.rapid7.com

Vuln Lab10.4.20.208ora12cR1-w7-2.vuln.lax.rapid7.com

Vuln Lab10.4.25.101oracle-java-8p.vuln.lax.rapid7.com

Vuln Lab10.4.17.78superfish-2.vuln.lax.rapid7.com

Vuln Lab10.4.17.82telnet-w7-non-def.vuln.lax.rapid7.com

Vuln Lab10.4.20.243thunderbird-p.vuln.lax.rapid7.com

Vuln Lab10.4.17.206vs2013ex-mvc5-u.vuln.lax.rapid7.com

Vuln Lab10.4.17.179vs2013x-mvc51-u.vuln.lax.rapid7.com

Vuln Lab10.4.30.1vs2015-p.vuln.lax.rapid7.com

Vuln Lab10.4.17.93w7-6-sp1-logs.vuln.lax.rapid7.com

Vuln Lab10.4.31.2w7-conexant-mictray.vuln.lax.rapid7.com

Vuln Lab10.4.19.194w7sp1-2564.vuln.lax.rapid7.com

Vuln Lab10.4.22.153w7sp1-pro-x64-d.vuln.lax.rapid7.com

Vuln Lab10.4.23.126
w7sp1-x64-adobe-digitaleditions.vuln.lax.rapid7.com

Vuln Lab10.4.27.39w7sp1-x64-opera-browser.vuln.lax.rapid7.com
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Name IP Address Site

Vuln Lab10.4.31.108win7-64-test.vuln.lax.rapid7.com

Vuln Lab10.4.20.43win7-sp1-x64-u.vuln.lax.rapid7.com

Vuln Lab10.4.17.144windows-7sp1-epoagent.vuln.lax.rapid7.com
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Download and apply the patch from: https://support.microsoft.com/help/4537813 https://support.microsoft.com/help/4537813

9. 2020-02 Security Only Quality Update for Windows 7 for x64-based Systems (KB4537813)

Remediation Steps

Assets

Name IP Address Site

Vuln Lab10.4.17.95ACROBAT11-P

Vuln Lab10.4.30.241DSGNR10SP1-6-P

Vuln Lab10.4.26.89DSGNR10SP2-6-P

Vuln Lab10.4.19.217DSGNR13-6-P

Vuln Lab10.4.25.32DSGNR13SP1-6-P

Vuln Lab10.4.25.107IE10-WIN7-P

Vuln Lab10.4.24.127IE10-WIN7-U

Vuln Lab10.4.22.136JIRA-4-1

Vuln Lab10.4.19.10JIRA-P

Vuln Lab10.4.21.106OFC2013-SP0-6P

Vuln Lab10.4.25.22OFFICE-2010-6P

Vuln Lab10.4.17.41PG94-WIN7SP1-P

Vuln Lab10.4.17.153READER10-P

Vuln Lab10.4.26.138READER9-P

Vuln Lab10.4.29.71READERDC-P

Vuln Lab10.4.30.38SPIDER-W7

Vuln Lab10.4.19.8TESTMACHINE04.vuln.lax.rapid7.com

Vuln Lab10.4.17.107TESTMACHINE05.vuln.lax.rapid7.com

Vuln Lab10.4.21.88TESTMACHINE06.vuln.lax.rapid7.com

Vuln Lab10.4.22.185VS2013X-MVC51-P

Vuln Lab10.4.27.149W7-6-NET46-P

Vuln Lab10.4.31.42W7-6-NET47-P

Vuln Lab10.4.26.76W7-6-P-SHARES

Vuln Lab10.4.17.246W7-6-TP

Vuln Lab10.4.17.22W7-QUICKTIME-P

Vuln Lab10.4.30.82W7SP1-PRO-X64-P

Vuln Lab10.4.31.153WIN7-NO-NTLM

Vuln Lab10.4.28.79
WIN7-TESTMACHINE05-clone.vuln.lax.rapid7.com

Rapid7 Insight Agents,Simulation Lab - Windows
Workstations

10.0.0.142WIN7S1.akbar.trap

Simulation Lab - Windows
Workstations,Simulation Lab - Disco Only - DO
NOT SCAN,Rapid7 Insight Agents

10.0.0.166WIN7S2.akbar.trap

Rapid7 Insight Agents,Simulation Lab - Windows
Workstations

10.0.0.183WIN7S3.akbar.trap

Vuln Lab10.4.18.61XENCLT-W7SP1

Vuln Lab10.4.31.90acrobatdc-c-p.vuln.lax.rapid7.com

Vuln Lab10.4.20.244adopt-java.vuln.lax.rapid7.com

Vuln Lab10.4.21.215apac-win7-sp1-x64-u.vuln.lax.rapid7.com

Vuln Lab10.4.22.115cb-agent-win7.vuln.lax.rapid7.com

Vuln Lab10.4.23.1cuckoo-guest.vuln.lax.rapid7.com

Vuln Lab10.4.26.15dhcp-test2.vuln.lax.rapid7.com

Vuln Lab10.4.31.26disa-win7-c.vuln.lax.rapid7.com

Vuln Lab10.4.25.242dsgnr10sp1-6-u.vuln.lax.rapid7.com

Vuln Lab10.4.21.170dsgnr10sp2-6-u.vuln.lax.rapid7.com

Vuln Lab10.4.18.66dsgnr13sp1-6-u.vuln.lax.rapid7.com
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Name IP Address Site

Vuln Lab10.4.28.250fim-w7-6.vuln.lax.rapid7.com

Vuln Lab10.4.18.221flash-esv-p.vuln.lax.rapid7.com

Vuln Lab10.4.17.61flash-esv-u.vuln.lax.rapid7.com

Vuln Lab10.4.19.89flash10-w7-6-u.vuln.lax.rapid7.com

Vuln Lab10.4.26.11flash11-w7-6-u.vuln.lax.rapid7.com

Vuln Lab10.4.26.174ie10-win7-u.vuln.lax.rapid7.com

Vuln Lab10.4.29.154ie9-cis-c.vuln.lax.rapid7.com

Vuln Lab10.4.26.5ie9-win7-x64.vuln.lax.rapid7.com

Vuln Lab10.4.29.9
itest-euc1-i-w7sp1-x64-proxy.vuln.lax.rapid7.com

Vuln Lab10.4.26.137itest-euc1-i-w7sp1-x64.vuln.lax.rapid7.com

Vuln Lab10.4.26.102itest-use1-u-w7sp1-x64.vuln.lax.rapid7.com

Vuln Lab10.4.19.236itunes-p.vuln.lax.rapid7.com

Vuln Lab10.4.29.175java-9.vuln.lax.rapid7.com

Vuln Lab10.4.30.160java-ie-7u1-u.vuln.lax.rapid7.com

Vuln Lab10.4.20.139java-jre-7u1.vuln.lax.rapid7.com

Vuln Lab10.4.20.126java-multiple.vuln.lax.rapid7.com

Vuln Lab10.4.29.99java-zulu.vuln.lax.rapid7.com

Vuln Lab10.4.25.201jira-4-4.vuln.lax.rapid7.com

Vuln Lab10.4.24.29kurupira.vuln.lax.rapid7.com

Vuln Lab10.4.27.46kurupira.vuln.lax.rapid7.com

Vuln Lab10.4.24.152
multiple-mozilla-products-u.vuln.lax.rapid7.com

Vuln Lab10.4.27.236nto-spider.vuln.lax.rapid7.com

Vuln Lab10.4.26.43o-weblg-12-2w-p.vuln.lax.rapid7.com

Vuln Lab10.4.25.178o-weblg-12-2w-u.vuln.lax.rapid7.com

Vuln Lab10.4.27.18ofc-10-3-6u.vuln.lax.rapid7.com

Vuln Lab10.4.22.99ofc10sp1-6p.vuln.lax.rapid7.com

Vuln Lab10.4.27.246ofc16-cis-c.vuln.lax.rapid7.com

Vuln Lab10.4.20.85ofc16-cis-n.vuln.lax.rapid7.com

Vuln Lab10.4.18.50office2013-6u.vuln.lax.rapid7.com

Vuln Lab10.4.28.125openjdk-java.vuln.lax.rapid7.com

Vuln Lab10.4.20.208ora12cR1-w7-2.vuln.lax.rapid7.com

Vuln Lab10.4.17.150ora12cR1-w7-p.vuln.lax.rapid7.com

Vuln Lab10.4.20.235ora12cR1-w7-u.vuln.lax.rapid7.com

Vuln Lab10.4.25.101oracle-java-8p.vuln.lax.rapid7.com

Vuln Lab10.4.21.60orc-weblg-srv-win.vuln.lax.rapid7.com

Vuln Lab10.4.24.153pan-userid-3-i.vuln.lax.rapid7.com

Vuln Lab10.4.20.117pan-userid-4-i.vuln.lax.rapid7.com

Vuln Lab10.4.17.6pan-userid-5-i.vuln.lax.rapid7.com

Vuln Lab10.4.17.6pan-userid-5-i.vuln.lax.rapid7.com

Vuln Lab10.4.19.145qustodio.vuln.lax.rapid7.com

Vuln Lab10.4.25.219reader11-p.vuln.lax.rapid7.com

Vuln Lab10.4.22.200safari-u.vuln.lax.rapid7.com

Vuln Lab10.4.29.138sap-java.vuln.lax.rapid7.com

Vuln Lab10.4.31.71seamonkey-u.vuln.lax.rapid7.com

Vuln Lab10.4.24.90struts-win7.vuln.lax.rapid7.com

Vuln Lab10.4.17.78superfish-2.vuln.lax.rapid7.com

Vuln Lab10.4.26.118system-test-use1-win7.vuln.lax.rapid7.com

Vuln Lab10.4.17.82telnet-w7-non-def.vuln.lax.rapid7.com

Vuln Lab10.4.20.243thunderbird-p.vuln.lax.rapid7.com
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Name IP Address Site

Vuln Lab10.4.30.91thunderbird-u.vuln.lax.rapid7.com

Vuln Lab10.4.31.5unaffected-w.vuln.lax.rapid7.com

Vuln Lab10.4.23.32vlc-2-0-3-u.vuln.lax.rapid7.com

Vuln Lab10.4.21.242vlc-p.vuln.lax.rapid7.com

Vuln Lab10.4.17.206vs2013ex-mvc5-u.vuln.lax.rapid7.com

Vuln Lab10.4.17.179vs2013x-mvc51-u.vuln.lax.rapid7.com

Vuln Lab10.4.30.1vs2015-p.vuln.lax.rapid7.com

Vuln Lab10.4.20.84w7-6-laps.vuln.lax.rapid7.com

Vuln Lab10.4.19.151w7-6-net46-u.vuln.lax.rapid7.com

Vuln Lab10.4.25.104w7-6-net47-u.vuln.lax.rapid7.com

Vuln Lab10.4.19.205
w7-6-sp1-chrome-multiuser.vuln.lax.rapid7.com

Vuln Lab10.4.17.93w7-6-sp1-logs.vuln.lax.rapid7.com

Vuln Lab10.4.22.145w7-6-sp1-winrm.vuln.lax.rapid7.com

Vuln Lab10.4.22.239w7-6-sql2k8.vuln.lax.rapid7.com

Vuln Lab10.4.18.191w7-7zip-u.vuln.lax.rapid7.com

Vuln Lab10.4.31.2w7-conexant-mictray.vuln.lax.rapid7.com

Vuln Lab10.4.18.239w7-kaspersky-endpoint.vuln.lax.rapid7.com

Vuln Lab10.4.30.191w7e6-ma-client.vuln.lax.rapid7.com

Vuln Lab10.4.22.192w7or12c-cis-c.vuln.lax.rapid7.com

Vuln Lab10.4.19.194w7sp1-2564.vuln.lax.rapid7.com

Vuln Lab10.4.22.153w7sp1-pro-x64-d.vuln.lax.rapid7.com

Vuln Lab10.4.23.126
w7sp1-x64-adobe-digitaleditions.vuln.lax.rapid7.com

Vuln Lab10.4.27.39w7sp1-x64-opera-browser.vuln.lax.rapid7.com

Vuln Lab10.4.19.191webapp-dis-w7-iis

Vuln Lab10.4.28.1weblogic-10-w7-p.vuln.lax.rapid7.com

Vuln Lab10.4.25.74weblogic-10-w7-u.vuln.lax.rapid7.com

Vuln Lab10.4.26.65win-chrome-p.vuln.lax.rapid7.com

Vuln Lab10.4.19.43
win-chrome-with-extensions-p.vuln.lax.rapid7.com

Vuln Lab10.4.31.108win7-64-test.vuln.lax.rapid7.com

Vuln Lab10.4.25.11win7-disa-c.vuln.lax.rapid7.com

Vuln Lab10.4.20.43win7-sp1-x64-u.vuln.lax.rapid7.com

Vuln Lab10.4.17.219win7sp1-cis-2.vuln.lax.rapid7.com

Vuln Lab10.4.17.144windows-7sp1-epoagent.vuln.lax.rapid7.com

Vuln Lab10.4.29.182word-vw-p.vuln.lax.rapid7.com
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Download and apply the patch from: https://support.microsoft.com/kb/5016618 https://support.microsoft.com/kb/5016618

10. 2022-08 Cumulative Security Update for Internet Explorer 11 for Windows 7 for x86-based
systems (KB5016618)

Remediation Steps

Assets

Name IP Address Site

Vuln Lab10.4.30.53DOTNET-MVC-4-P

Vuln Lab10.4.23.69DSGNR10SP1-3-P

Vuln Lab10.4.26.29DSGNR10SP2-3-P

Vuln Lab10.4.24.11DSGNR13SP1-3-P

Vuln Lab10.4.24.2OFC10SP1-3P

Vuln Lab10.4.20.164OFC2013-SP0-3P

Vuln Lab10.4.29.197OFFICE-2010-3P

Vuln Lab10.4.29.193OFFICE2013-3P

Vuln Lab10.4.29.93STUDIO2K3-SP1-P

Vuln Lab10.4.29.94VISIO-2010SP1-P

Vuln Lab10.4.25.108VS2010-PATCHED

Vuln Lab10.4.21.7W7SP1-PRO-X86-P

Vuln Lab10.4.29.190WIN7-SP1-X86-U

Vuln Lab10.4.29.18XENDSK50-W7X86

Vuln Lab10.4.21.107
agent-uuid-no-regkey-nonx86.vuln.lax.rapid7.com

Vuln Lab10.4.18.132air-p.vuln.lax.rapid7.com

Vuln Lab10.4.16.166air271-win7sp1.vuln.lax.rapid7.com

Vuln Lab10.4.17.196air340-win7sp1.vuln.lax.rapid7.com

Vuln Lab10.4.31.27dotnet-mvc-4-u.vuln.lax.rapid7.com

Vuln Lab10.4.29.96dsgnr10sp1-3-u.vuln.lax.rapid7.com

Vuln Lab10.4.26.146dsgnr10sp2-3-u.vuln.lax.rapid7.com

Vuln Lab10.4.20.113dsgnr13sp1-3-u.vuln.lax.rapid7.com

Vuln Lab10.4.20.10firefox-esr-p.vuln.lax.rapid7.com

Vuln Lab10.4.29.106firefox-esr-u.vuln.lax.rapid7.com

Vuln Lab10.4.19.113flash10-w7-3-u.vuln.lax.rapid7.com

Vuln Lab10.4.26.159
itest-apse2-i-w7sp1-pro-x86.vuln.lax.rapid7.com

Vuln Lab10.4.25.49
itest-cace1-i-w7sp1-pro-x86.vuln.lax.rapid7.com

Vuln Lab10.4.21.190
itest-cace1-u-w7sp1-pro-x86.vuln.lax.rapid7.com

Vuln Lab10.4.26.162itest-euc1-i-w7sp1-pro-x86.vuln.lax.rapid7.com

Vuln Lab10.4.20.174itest-use1-i-w7sp1-pro-x86.vuln.lax.rapid7.com

Vuln Lab10.4.21.177
mgarewal-w7sp1-pro-x86-p.vuln.lax.rapid7.com

Vuln Lab10.4.29.66msft-tools.vuln.lax.rapid7.com

Vuln Lab10.4.28.157my55-win7sp1-u.vuln.lax.rapid7.com

Vuln Lab10.4.20.185ofc-10-3-3u.vuln.lax.rapid7.com

Vuln Lab10.4.30.44office2013-3u.vuln.lax.rapid7.com

Vuln Lab10.4.24.91
use1-i-w7sp1-pro-x86-proxy.vuln.lax.rapid7.com

Vuln Lab10.4.17.29visio-vwsp1-u.vuln.lax.rapid7.com

Vuln Lab10.4.28.125vs2010sp1-p.vuln.lax.rapid7.com

Vuln Lab10.4.28.96vs2010sp1-u.vuln.lax.rapid7.com

Vuln Lab10.4.25.186vs2015-32-p.vuln.lax.rapid7.com

Vuln Lab10.4.31.103w7-3-net46-p.vuln.lax.rapid7.com
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Name IP Address Site

Vuln Lab10.4.27.239w7-3-net46-u.vuln.lax.rapid7.com

Vuln Lab10.4.18.94w7-3-net47-p.vuln.lax.rapid7.com

Vuln Lab10.4.18.184w7-3-net47-u.vuln.lax.rapid7.com

Vuln Lab10.4.27.94w7-3-sp1-d.vuln.lax.rapid7.com

Vuln Lab10.4.18.102w7-3-sp1-p.vuln.lax.rapid7.com

Vuln Lab10.4.21.205w7-ofc13-32.vuln.lax.rapid7.com

Vuln Lab10.4.22.160was-610-win7-p.vuln.lax.rapid7.com

Vuln Lab10.4.29.183
was-700-win7-feature-pack-
install.vuln.lax.rapid7.com

Vuln Lab10.4.24.168was-700-win7-jre.vuln.lax.rapid7.com

Vuln Lab10.4.28.196was-700-win7.vuln.lax.rapid7.com

Vuln Lab10.4.30.112webex-p.vuln.lax.rapid7.com

Vuln Lab10.4.23.11win7-log4j-u.vuln.lax.rapid7.com

Vuln Lab10.4.29.254win7-sp1-x86-u.vuln.lax.rapid7.com

Vuln Lab10.4.27.9wshark-2-6-p.vuln.lax.rapid7.com
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Download and apply the patch from: https://support.microsoft.com/kb/5016618 https://support.microsoft.com/kb/5016618

11. 2022-08 Cumulative Security Update for Internet Explorer 11 for Windows Server 2012 R2 for
x64-based systems (KB5016618)

Remediation Steps

Assets

Name IP Address Site

Vuln Lab10.4.20.182013-LYNCEDGE.vuln.lax.rapid7.com

Vuln Lab10.4.29.77OOS2016-U

Vuln Lab10.4.30.29SBS15-W12R2-FS

Vuln Lab10.4.19.222SBS15-W12R2-P

Vuln Lab10.4.30.195SBS15-W12R2-SQL

Vuln Lab10.4.17.77SCCM-W12R2

Vuln Lab10.4.20.229TFS2015-EXP-P

Vuln Lab10.4.27.158TFS2015-EXP-U

Vuln Lab10.4.26.25TFS2015-P

Vuln Lab10.4.25.189TFS2015-U

Vuln Lab10.4.21.175W12R2-U

Vuln Lab10.4.23.240XENDSK713-W12R2

Vuln Lab10.4.29.47XENDSK79X64

Vuln Lab10.4.23.86capclient-w12.vuln.lax.rapid7.com

Vuln Lab10.4.28.244cb-protection.vuln.lax.rapid7.com

Vuln Lab10.4.17.84cf-11-w12r2-p.vuln.lax.rapid7.com

Vuln Lab10.4.26.212conf-w12-6-1-u.vuln.lax.rapid7.com

Vuln Lab10.4.29.29
conf-with-http-server-enabled-u.vuln.lax.rapid7.com

Vuln Lab10.4.28.152d-win12-ms-rn.vuln.lax.rapid7.com

Vuln Lab10.4.21.137db2-11-w12r2.vuln.lax.rapid7.com

Vuln Lab10.4.22.248
iagent5-dcwin12.soarcerrors.vuln.lax.rapid7.com

Simulation Lab - Disco Only - DO NOT
SCAN,Rapid7 Insight Agents

10.0.0.241idrcollector.akbar.trap

Vuln Lab10.4.26.59ihs-8-w12r2-fixes.vuln.lax.rapid7.com

Vuln Lab10.4.28.106ihs-8-w12r2.vuln.lax.rapid7.com

Vuln Lab10.4.25.176ihs-855-w12r2.vuln.lax.rapid7.com

Vuln Lab10.4.27.164ihs-904-w12r2-fixes.vuln.lax.rapid7.com

Vuln Lab10.4.30.36
ihs-im9-with-archive9-w12r2.vuln.lax.rapid7.com

Vuln Lab10.4.17.60iis85-disa-c.vuln.lax.rapid7.com

Vuln Lab10.4.18.24iis85-disa-c.vuln.lax.rapid7.com

Vuln Lab10.4.22.52iis85-disa-n.vuln.lax.rapid7.com

Vuln Lab10.4.31.143mariadb-5-w12.vuln.lax.rapid7.com

Vuln Lab10.4.17.63responder-w12.vuln.lax.rapid7.com

Vuln Lab10.4.27.173sccm16-dc.dcsccm16.vuln.lax.rapid7.com

Vuln Lab10.4.24.241sepm-14.vuln.lax.rapid7.com

Vuln Lab10.4.23.171splunk-724-w12.vuln.lax.rapid7.com

Vuln Lab10.4.24.130sql2017-cis-c.vuln.lax.rapid7.com

Vuln Lab10.4.30.116sql2017-cis-nc.vuln.lax.rapid7.com

Vuln Lab10.4.31.171thycotic-ss.vuln.lax.rapid7.com

Vuln Lab10.4.29.225vs2012-w12r2-u.vuln.lax.rapid7.com

Vuln Lab10.4.26.119w12-sepm14.vuln.lax.rapid7.com

Vuln Lab10.4.24.179w12-sepo14.vuln.lax.rapid7.com

Vuln Lab10.4.31.189w12r2-c-u.vuln.lax.rapid7.com

26 of 76

https://support.microsoft.com/kb/5016618
https://support.microsoft.com/kb/5016618


Name IP Address Site

Vuln Lab10.4.29.170w12r2-ssms-p.vuln.lax.rapid7.com

Vuln Lab10.4.20.170w12r2dc-disa-n.vuln.lax.rapid7.com

Vuln Lab10.4.31.146w2012r2-cis-n.vuln.lax.rapid7.com

Vuln Lab10.4.27.157w2k12-vs.vuln.lax.rapid7.com

Vuln Lab10.4.30.185zoom-user-u.vuln.lax.rapid7.com
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Verify that the latest version of the Microsoft Malware Protection Engine and definition updates are being actively downloaded and
installed for their Microsoft antimalware products. For more information on how to verify the version number for the Microsoft
Malware Protection Engine that your software is currently using, see the section Verifying Update Installation in Microsoft
Knowledge Base Article 2510781 https://support.microsoft.com/kb/2510781

12. Upgrade Microsoft Defender to the latest version.

Remediation Steps

Assets

Name IP Address Site

Vuln Lab10.4.17.95ACROBAT11-P

Vuln Lab10.4.16.177DB2-W2K8R2-C

Vuln Lab10.4.30.53DOTNET-MVC-4-P

Vuln Lab10.4.23.69DSGNR10SP1-3-P

Vuln Lab10.4.30.241DSGNR10SP1-6-P

Vuln Lab10.4.26.29DSGNR10SP2-3-P

Vuln Lab10.4.26.89DSGNR10SP2-6-P

Vuln Lab10.4.19.217DSGNR13-6-P

Vuln Lab10.4.24.11DSGNR13SP1-3-P

Vuln Lab10.4.25.32DSGNR13SP1-6-P

Vuln Lab10.4.21.213EXCHG2K7-SP3-P

Vuln Lab10.4.25.107IE10-WIN7-P

Vuln Lab10.4.24.127IE10-WIN7-U

Vuln Lab10.4.22.136JIRA-4-1

Vuln Lab10.4.19.10JIRA-P

Vuln Lab10.4.22.247JIRA-U

Vuln Lab10.4.24.2OFC10SP1-3P

Vuln Lab10.4.20.164OFC2013-SP0-3P

Vuln Lab10.4.21.106OFC2013-SP0-6P

Vuln Lab10.4.29.197OFFICE-2010-3P

Vuln Lab10.4.25.22OFFICE-2010-6P

Vuln Lab10.4.29.193OFFICE2013-3P

Vuln Lab10.4.20.112ORACLEDB11R1-P

Vuln Lab10.4.17.41PG94-WIN7SP1-P

Vuln Lab10.4.17.153READER10-P

Vuln Lab10.4.26.138READER9-P

Vuln Lab10.4.29.71READERDC-P

Vuln Lab10.4.29.53ROBOT-CTXCC-1

Vuln Lab10.4.26.247ROBOT-CTXCC-2

Vuln Lab10.4.21.89SHRPNT2016-U

Vuln Lab10.4.30.38SPIDER-W7

Vuln Lab10.4.29.93STUDIO2K3-SP1-P

Vuln Lab10.4.19.8TESTMACHINE04.vuln.lax.rapid7.com

Vuln Lab10.4.17.107TESTMACHINE05.vuln.lax.rapid7.com

Vuln Lab10.4.21.88TESTMACHINE06.vuln.lax.rapid7.com

Vuln Lab10.4.31.36USGCB-2010-Vis0.vuln.lax.rapid7.com

Vuln Lab10.4.27.48USGCB-2010-Vis1.vuln.lax.rapid7.com

Vuln Lab10.4.25.178VIS2K10-PR-P

Vuln Lab10.4.25.57VIS2K10X86-ST-P

Vuln Lab10.4.29.94VISIO-2010SP1-P

Vuln Lab10.4.30.141VISIO-2K7-PRO-P
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Name IP Address Site

Vuln Lab10.4.17.73VISIO2K3-PRO-P

Vuln Lab10.4.24.65VISTA-SP2-32-P

Vuln Lab10.4.25.108VS2010-PATCHED

Vuln Lab10.4.22.185VS2013X-MVC51-P

Vuln Lab10.4.27.149W7-6-NET46-P

Vuln Lab10.4.31.42W7-6-NET47-P

Vuln Lab10.4.17.246W7-6-TP

Vuln Lab10.4.17.22W7-QUICKTIME-P

Vuln Lab10.4.25.107W81-6-U

Vuln Lab10.4.20.31WIN10-DISA-N

Vuln Lab10.4.31.153WIN7-NO-NTLM

Vuln Lab10.4.29.190WIN7-SP1-X86-U

Vuln Lab10.4.28.79
WIN7-TESTMACHINE05-clone.vuln.lax.rapid7.com

Rapid7 Insight Agents,Simulation Lab - Windows
Workstations

10.0.0.142WIN7S1.akbar.trap

Simulation Lab - Windows
Workstations,Simulation Lab - Disco Only - DO
NOT SCAN,Rapid7 Insight Agents

10.0.0.166WIN7S2.akbar.trap

Rapid7 Insight Agents,Simulation Lab - Windows
Workstations

10.0.0.183WIN7S3.akbar.trap

Vuln Lab10.4.17.192Wvis-6-tu.vuln.lax.rapid7.com

Vuln Lab10.4.18.61XENCLT-W7SP1

Vuln Lab10.4.29.18XENDSK50-W7X86

Vuln Lab10.4.31.90acrobatdc-c-p.vuln.lax.rapid7.com

Vuln Lab10.4.20.244adopt-java.vuln.lax.rapid7.com

Vuln Lab10.4.21.107
agent-uuid-no-regkey-nonx86.vuln.lax.rapid7.com

Vuln Lab10.4.18.132air-p.vuln.lax.rapid7.com

Vuln Lab10.4.16.166air271-win7sp1.vuln.lax.rapid7.com

Vuln Lab10.4.17.196air340-win7sp1.vuln.lax.rapid7.com

Vuln Lab10.4.21.215apac-win7-sp1-x64-u.vuln.lax.rapid7.com

Vuln Lab10.4.31.194cb-agent-w08.vuln.lax.rapid7.com

Vuln Lab10.4.22.115cb-agent-win7.vuln.lax.rapid7.com

Vuln Lab10.4.18.126cis-mozilla-x32-esr.vuln.lax.rapid7.com

Vuln Lab10.4.18.133cis-mozilla-x64-esr.vuln.lax.rapid7.com

Vuln Lab10.4.27.118cis-win81-c.vuln.lax.rapid7.com

Vuln Lab10.4.26.134cis-win81-n.vuln.lax.rapid7.com

Vuln Lab10.4.17.83content-5992-p1.vuln.lax.rapid7.com

Vuln Lab10.4.27.138content-5992-u1.vuln.lax.rapid7.com

Vuln Lab10.4.25.84content-5992-u2.vuln.lax.rapid7.com

Vuln Lab10.4.23.1cuckoo-guest.vuln.lax.rapid7.com

Vuln Lab10.4.26.234dc-sfb2019.sfb2019dc.vuln.lax.rapid7.com

Vuln Lab10.4.26.15dhcp-test2.vuln.lax.rapid7.com

Vuln Lab10.4.31.120disa-win10-n.vuln.lax.rapid7.com

Vuln Lab10.4.31.26disa-win7-c.vuln.lax.rapid7.com

Vuln Lab10.4.19.132disa-win7-n.vuln.lax.rapid7.com

Vuln Lab10.4.30.227dotnet-mvc-3-p.vuln.lax.rapid7.com

Vuln Lab10.4.24.161dotnet-mvc-3-u.vuln.lax.rapid7.com

Vuln Lab10.4.31.27dotnet-mvc-4-u.vuln.lax.rapid7.com

Vuln Lab10.4.29.96dsgnr10sp1-3-u.vuln.lax.rapid7.com

Vuln Lab10.4.25.242dsgnr10sp1-6-u.vuln.lax.rapid7.com

Vuln Lab10.4.26.146dsgnr10sp2-3-u.vuln.lax.rapid7.com

Vuln Lab10.4.21.170dsgnr10sp2-6-u.vuln.lax.rapid7.com

29 of 76



Name IP Address Site

Vuln Lab10.4.24.159dsgnr13-3-u.vuln.lax.rapid7.com

Vuln Lab10.4.18.21dsgnr13-6-u.vuln.lax.rapid7.com

Vuln Lab10.4.20.113dsgnr13sp1-3-u.vuln.lax.rapid7.com

Vuln Lab10.4.18.66dsgnr13sp1-6-u.vuln.lax.rapid7.com

Vuln Lab10.4.18.205edge20-w10-u.vuln.lax.rapid7.com

Vuln Lab10.4.28.250fim-w7-6.vuln.lax.rapid7.com

Vuln Lab10.4.22.158fim-w8-6-tp.vuln.lax.rapid7.com

Vuln Lab10.4.20.10firefox-esr-p.vuln.lax.rapid7.com

Vuln Lab10.4.29.106firefox-esr-u.vuln.lax.rapid7.com

Vuln Lab10.4.18.221flash-esv-p.vuln.lax.rapid7.com

Vuln Lab10.4.17.61flash-esv-u.vuln.lax.rapid7.com

Vuln Lab10.4.28.113flash-w7-6-p.vuln.lax.rapid7.com

Vuln Lab10.4.19.113flash10-w7-3-u.vuln.lax.rapid7.com

Vuln Lab10.4.19.89flash10-w7-6-u.vuln.lax.rapid7.com

Vuln Lab10.4.26.11flash11-w7-6-u.vuln.lax.rapid7.com

Vuln Lab10.4.29.235fmotion-b.vuln.lax.rapid7.com

Vuln Lab10.4.17.42fmotion-firefox-5201-u.vuln.lax.rapid7.com

Vuln Lab10.4.26.174ie10-win7-u.vuln.lax.rapid7.com

Vuln Lab10.4.24.147ie11-cis-c.vuln.lax.rapid7.com

Vuln Lab10.4.18.172ie11-cis-n.vuln.lax.rapid7.com

Vuln Lab10.4.26.92ie7-w2k8sp2-p.vuln.lax.rapid7.com

Vuln Lab10.4.29.154ie9-cis-c.vuln.lax.rapid7.com

Vuln Lab10.4.26.5ie9-win7-x64.vuln.lax.rapid7.com

Vuln Lab10.4.19.32iis7-cis-c.vuln.lax.rapid7.com

Vuln Lab10.4.22.17iis8-cis-c.vuln.lax.rapid7.com

Vuln Lab10.4.20.100iis8-cis-nc.vuln.lax.rapid7.com

Vuln Lab10.4.23.223infopath10-u.vuln.lax.rapid7.com

Vuln Lab10.4.22.184infopath13-6u.vuln.lax.rapid7.com

Vuln Lab10.4.22.182infopath2k7-u.vuln.lax.rapid7.com

Vuln Lab10.4.26.159
itest-apse2-i-w7sp1-pro-x86.vuln.lax.rapid7.com

Vuln Lab10.4.25.49
itest-cace1-i-w7sp1-pro-x86.vuln.lax.rapid7.com

Vuln Lab10.4.21.190
itest-cace1-u-w7sp1-pro-x86.vuln.lax.rapid7.com

Vuln Lab10.4.26.162itest-euc1-i-w7sp1-pro-x86.vuln.lax.rapid7.com

Vuln Lab10.4.29.9
itest-euc1-i-w7sp1-x64-proxy.vuln.lax.rapid7.com

Vuln Lab10.4.26.137itest-euc1-i-w7sp1-x64.vuln.lax.rapid7.com

Vuln Lab10.4.20.206itest-i-vista-ent-x64.vuln.lax.rapid7.com

Vuln Lab10.4.28.233itest-i-w8-x64.vuln.lax.rapid7.com

Vuln Lab10.4.24.201itest-i-w81-x64.vuln.lax.rapid7.com

Vuln Lab10.4.28.241itest-use1-i-w10-ent-x86.vuln.lax.rapid7.com

Vuln Lab10.4.20.174itest-use1-i-w7sp1-pro-x86.vuln.lax.rapid7.com

Vuln Lab10.4.26.102itest-use1-u-w7sp1-x64.vuln.lax.rapid7.com

Vuln Lab10.4.19.236itunes-p.vuln.lax.rapid7.com

Vuln Lab10.4.29.175java-9.vuln.lax.rapid7.com

Vuln Lab10.4.30.160java-ie-7u1-u.vuln.lax.rapid7.com

Vuln Lab10.4.20.139java-jre-7u1.vuln.lax.rapid7.com

Vuln Lab10.4.20.126java-multiple.vuln.lax.rapid7.com

Vuln Lab10.4.29.99java-zulu.vuln.lax.rapid7.com

Vuln Lab10.4.25.201jira-4-4.vuln.lax.rapid7.com

Vuln Lab10.4.24.29kurupira.vuln.lax.rapid7.com
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Name IP Address Site

Vuln Lab10.4.27.46kurupira.vuln.lax.rapid7.com

Vuln Lab10.4.25.212leo-vista-32p.vuln.lax.rapid7.com

Vuln Lab10.4.25.47livemeeting07-p.vuln.lax.rapid7.com

Vuln Lab10.4.19.21livemeeting07-u.vuln.lax.rapid7.com

Vuln Lab10.4.29.170mgarewal-win8-ent-x86-u.vuln.lax.rapid7.com

Vuln Lab10.4.17.238moodle-3-2-w10.vuln.lax.rapid7.com

Vuln Lab10.4.29.66msft-tools.vuln.lax.rapid7.com

Vuln Lab10.4.24.152
multiple-mozilla-products-u.vuln.lax.rapid7.com

Vuln Lab10.4.28.157my55-win7sp1-u.vuln.lax.rapid7.com

Vuln Lab10.4.31.164nginx-w-144.vuln.lax.rapid7.com

Vuln Lab10.4.27.236nto-spider.vuln.lax.rapid7.com

Vuln Lab10.4.26.43o-weblg-12-2w-p.vuln.lax.rapid7.com

Vuln Lab10.4.25.178o-weblg-12-2w-u.vuln.lax.rapid7.com

Vuln Lab10.4.20.185ofc-10-3-3u.vuln.lax.rapid7.com

Vuln Lab10.4.27.18ofc-10-3-6u.vuln.lax.rapid7.com

Vuln Lab10.4.22.110ofc-comp-sp3-d.vuln.lax.rapid7.com

Vuln Lab10.4.22.116ofc-comp-sp3-u.vuln.lax.rapid7.com

Vuln Lab10.4.22.99ofc10sp1-6p.vuln.lax.rapid7.com

Vuln Lab10.4.17.138ofc16-3-p.vuln.lax.rapid7.com

Vuln Lab10.4.26.18ofc16-3-u.vuln.lax.rapid7.com

Vuln Lab10.4.27.246ofc16-cis-c.vuln.lax.rapid7.com

Vuln Lab10.4.20.85ofc16-cis-n.vuln.lax.rapid7.com

Vuln Lab10.4.31.125ofc16msi-tst.vuln.lax.rapid7.com

Vuln Lab10.4.29.190office-2010-3u.vuln.lax.rapid7.com

Vuln Lab10.4.21.75office-2010-sp1.vuln.lax.rapid7.com

Vuln Lab10.4.30.44office2013-3u.vuln.lax.rapid7.com

Vuln Lab10.4.18.50office2013-6u.vuln.lax.rapid7.com

Vuln Lab10.4.28.125openjdk-java.vuln.lax.rapid7.com

Vuln Lab10.4.20.208ora12cR1-w7-2.vuln.lax.rapid7.com

Vuln Lab10.4.17.150ora12cR1-w7-p.vuln.lax.rapid7.com

Vuln Lab10.4.20.235ora12cR1-w7-u.vuln.lax.rapid7.com

Vuln Lab10.4.21.67ora12cR2-1-w10.vuln.lax.rapid7.com

Vuln Lab10.4.27.229ora12cR2-1-w10u.vuln.lax.rapid7.com

Vuln Lab10.4.25.101oracle-java-8p.vuln.lax.rapid7.com

Vuln Lab10.4.21.60orc-weblg-srv-win.vuln.lax.rapid7.com

Vuln Lab10.4.24.153pan-userid-3-i.vuln.lax.rapid7.com

Vuln Lab10.4.20.117pan-userid-4-i.vuln.lax.rapid7.com

Vuln Lab10.4.17.6pan-userid-5-i.vuln.lax.rapid7.com

Vuln Lab10.4.17.6pan-userid-5-i.vuln.lax.rapid7.com

Vuln Lab10.4.27.7project-2013-u.vuln.lax.rapid7.com

Vuln Lab10.4.19.145qustodio.vuln.lax.rapid7.com

Vuln Lab10.4.25.219reader11-p.vuln.lax.rapid7.com

Vuln Lab10.4.19.255reader11-w10-p.vuln.lax.rapid7.com

Vuln Lab10.4.25.153robot-w2k8-sp2.vuln.lax.rapid7.com

Vuln Lab10.4.26.38robot-w2k8r2.vuln.lax.rapid7.com

Vuln Lab10.4.27.159robot-win-8.vuln.lax.rapid7.com

Vuln Lab10.4.31.1robot-win10-ent.vuln.lax.rapid7.com

Vuln Lab10.4.27.19rsa-archgrc-6-3.vuln.lax.rapid7.com

Vuln Lab10.4.22.200safari-u.vuln.lax.rapid7.com
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Name IP Address Site

Vuln Lab10.4.29.138sap-java.vuln.lax.rapid7.com

Vuln Lab10.4.31.71seamonkey-u.vuln.lax.rapid7.com

Vuln Lab10.4.18.6shrpnt2019-u.shrpnt2019u.local

Vuln Lab10.4.17.8silverlight5-u.vuln.lax.rapid7.com

Vuln Lab10.4.18.115spider-w81.vuln.lax.rapid7.com

Vuln Lab10.4.31.99spider-wv.vuln.lax.rapid7.com

Vuln Lab10.4.19.112sql2017-server2019.vuln.lax.rapid7.com

Vuln Lab10.4.29.50sql2017-w10.vuln.lax.rapid7.com

Vuln Lab10.4.22.157sqlserver-dca-18040.vuln.lax.rapid7.com

Vuln Lab10.4.24.90struts-win7.vuln.lax.rapid7.com

Vuln Lab10.4.28.40studio2k3-sp1-u.vuln.lax.rapid7.com

Vuln Lab10.4.17.78superfish-2.vuln.lax.rapid7.com

Vuln Lab10.4.26.118system-test-use1-win7.vuln.lax.rapid7.com

Vuln Lab10.4.24.139system-test-usw2-win10.vuln.lax.rapid7.com

Vuln Lab10.4.17.82telnet-w7-non-def.vuln.lax.rapid7.com

Vuln Lab10.4.20.243thunderbird-p.vuln.lax.rapid7.com

Vuln Lab10.4.30.91thunderbird-u.vuln.lax.rapid7.com

Vuln Lab10.4.31.5unaffected-w.vuln.lax.rapid7.com

Vuln Lab10.4.24.91
use1-i-w7sp1-pro-x86-proxy.vuln.lax.rapid7.com

Vuln Lab10.4.17.4vba-sdk-u.vuln.lax.rapid7.com

Vuln Lab10.4.17.209vis2k10-pr-u.vuln.lax.rapid7.com

Vuln Lab10.4.28.150vis2k10x86-st-u.vuln.lax.rapid7.com

Vuln Lab10.4.28.102visio-2k7-pro-u.vuln.lax.rapid7.com

Vuln Lab10.4.23.120visio-vw-2k3-u.vuln.lax.rapid7.com

Vuln Lab10.4.25.109visio-vw-2k7-u.vuln.lax.rapid7.com

Vuln Lab10.4.17.29visio-vwsp1-u.vuln.lax.rapid7.com

Vuln Lab10.4.22.126visio2013sp1-3p.vuln.lax.rapid7.com

Vuln Lab10.4.17.128visio2013sp1-6p.vuln.lax.rapid7.com

Vuln Lab10.4.18.136visio2k3-pro-u.vuln.lax.rapid7.com

Vuln Lab10.4.23.243vista-opera-c.vuln.lax.rapid7.com

Vuln Lab10.4.20.248vista-sp2-64-p-clone.vuln.lax.rapid7.com

Vuln Lab10.4.21.52vista-sp2-64-p.vuln.lax.rapid7.com

Vuln Lab10.4.26.171vista-sp2-64-u.vuln.lax.rapid7.com

Vuln Lab10.4.30.205vista-usgcb-nc.vuln.lax.rapid7.com

Vuln Lab10.4.23.32vlc-2-0-3-u.vuln.lax.rapid7.com

Vuln Lab10.4.21.242vlc-p.vuln.lax.rapid7.com

Vuln Lab10.4.25.29vs-2008-gold.vuln.lax.rapid7.com

Vuln Lab10.4.28.125vs2010sp1-p.vuln.lax.rapid7.com

Vuln Lab10.4.28.96vs2010sp1-u.vuln.lax.rapid7.com

Vuln Lab10.4.17.206vs2013ex-mvc5-u.vuln.lax.rapid7.com

Vuln Lab10.4.17.179vs2013x-mvc51-u.vuln.lax.rapid7.com

Vuln Lab10.4.25.186vs2015-32-p.vuln.lax.rapid7.com

Vuln Lab10.4.30.1vs2015-p.vuln.lax.rapid7.com

Vuln Lab10.4.26.52w081-3-tp.vuln.lax.rapid7.com

Vuln Lab10.4.18.182w10-1803-net48u.vuln.lax.rapid7.com

Vuln Lab10.4.18.85w10-3-1703-p.vuln.lax.rapid7.com

Vuln Lab10.4.30.58w10-3-1803-u.vuln.lax.rapid7.com

Vuln Lab10.4.18.60w10-3-1809-u.vuln.lax.rapid7.com

Vuln Lab10.4.19.181w10-3-net46-u.vuln.lax.rapid7.com
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Name IP Address Site

Vuln Lab10.4.22.30w10-3-net47-u.vuln.lax.rapid7.com

Vuln Lab10.4.25.245w10-6-1803-u.vuln.lax.rapid7.com

Vuln Lab10.4.19.203w10-6-1809-u.vuln.lax.rapid7.com

Vuln Lab10.4.20.42w10-6-1903-u.vuln.lax.rapid7.com

Vuln Lab10.4.22.94w10-6-1909-u.vuln.lax.rapid7.com

Vuln Lab10.4.31.190w10-bi2-c-amna.vuln.lax.rapid7.com

Vuln Lab10.4.24.47w10en15-3ltsb-p.vuln.lax.rapid7.com

Vuln Lab10.4.27.62w10en15-3ltsb-u.vuln.lax.rapid7.com

Vuln Lab10.4.30.20w10en15-6ltsb-p.vuln.lax.rapid7.com

Vuln Lab10.4.19.201w2k8-x64-p.vuln.lax.rapid7.com

Vuln Lab10.4.20.118w2k8r2-mongodb.vuln.lax.rapid7.com

Vuln Lab10.4.27.130
w2k8sp2-x64-smb2-signing-
enabled.vuln.lax.rapid7.com

Vuln Lab10.4.23.94
w2k8sp2-x64-smb2-signing-
required.vuln.lax.rapid7.com

Vuln Lab10.4.18.216w2k8sp2-x64-u.vuln.lax.rapid7.com

Vuln Lab10.4.31.103w7-3-net46-p.vuln.lax.rapid7.com

Vuln Lab10.4.27.239w7-3-net46-u.vuln.lax.rapid7.com

Vuln Lab10.4.18.94w7-3-net47-p.vuln.lax.rapid7.com

Vuln Lab10.4.18.184w7-3-net47-u.vuln.lax.rapid7.com

Vuln Lab10.4.27.94w7-3-sp1-d.vuln.lax.rapid7.com

Vuln Lab10.4.18.102w7-3-sp1-p.vuln.lax.rapid7.com

Vuln Lab10.4.20.84w7-6-laps.vuln.lax.rapid7.com

Vuln Lab10.4.19.151w7-6-net46-u.vuln.lax.rapid7.com

Vuln Lab10.4.25.104w7-6-net47-u.vuln.lax.rapid7.com

Vuln Lab10.4.19.205
w7-6-sp1-chrome-multiuser.vuln.lax.rapid7.com

Vuln Lab10.4.17.93w7-6-sp1-logs.vuln.lax.rapid7.com

Vuln Lab10.4.22.145w7-6-sp1-winrm.vuln.lax.rapid7.com

Vuln Lab10.4.22.239w7-6-sql2k8.vuln.lax.rapid7.com

Vuln Lab10.4.18.191w7-7zip-u.vuln.lax.rapid7.com

Vuln Lab10.4.31.2w7-conexant-mictray.vuln.lax.rapid7.com

Vuln Lab10.4.18.239w7-kaspersky-endpoint.vuln.lax.rapid7.com

Vuln Lab10.4.21.205w7-ofc13-32.vuln.lax.rapid7.com

Vuln Lab10.4.30.191w7e6-ma-client.vuln.lax.rapid7.com

Vuln Lab10.4.22.192w7or12c-cis-c.vuln.lax.rapid7.com

Vuln Lab10.4.19.194w7sp1-2564.vuln.lax.rapid7.com

Vuln Lab10.4.22.153w7sp1-pro-x64-d.vuln.lax.rapid7.com

Vuln Lab10.4.23.126
w7sp1-x64-adobe-digitaleditions.vuln.lax.rapid7.com

Vuln Lab10.4.27.39w7sp1-x64-opera-browser.vuln.lax.rapid7.com

Vuln Lab10.4.28.235w81-3-d.vuln.lax.rapid7.com

Vuln Lab10.4.19.72w81-3-net46-p.vuln.lax.rapid7.com

Vuln Lab10.4.17.69w81-3-net46-u.vuln.lax.rapid7.com

Vuln Lab10.4.24.200w81-3-net47-p.vuln.lax.rapid7.com

Vuln Lab10.4.17.99w81-3-net47-u.vuln.lax.rapid7.com

Vuln Lab10.4.31.240w81-3-p.vuln.lax.rapid7.com

Vuln Lab10.4.18.113w81-3-u.vuln.lax.rapid7.com

Vuln Lab10.4.28.56w81-6-d.vuln.lax.rapid7.com

Vuln Lab10.4.25.91w81-6-net45-p.vuln.lax.rapid7.com

Vuln Lab10.4.21.47w81-6-p.vuln.lax.rapid7.com

Vuln Lab10.4.28.204w81-6-u.vuln.lax.rapid7.com

Vuln Lab10.4.28.103w81-chrome-ancient.vuln.lax.rapid7.com
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Name IP Address Site

Vuln Lab10.4.28.131w81-chrome-extensions.vuln.lax.rapid7.com

Vuln Lab10.4.22.160was-610-win7-p.vuln.lax.rapid7.com

Vuln Lab10.4.29.183
was-700-win7-feature-pack-
install.vuln.lax.rapid7.com

Vuln Lab10.4.24.168was-700-win7-jre.vuln.lax.rapid7.com

Vuln Lab10.4.28.196was-700-win7.vuln.lax.rapid7.com

Vuln Lab10.4.19.191webapp-dis-w7-iis

Vuln Lab10.4.30.112webex-p.vuln.lax.rapid7.com

Vuln Lab10.4.21.146webex-w7-1-0-12.vuln.lax.rapid7.com

Vuln Lab10.4.20.255webex-w7-u.vuln.lax.rapid7.com

Vuln Lab10.4.28.1weblogic-10-w7-p.vuln.lax.rapid7.com

Vuln Lab10.4.25.74weblogic-10-w7-u.vuln.lax.rapid7.com

Vuln Lab10.4.26.65win-chrome-p.vuln.lax.rapid7.com

Vuln Lab10.4.19.43
win-chrome-with-extensions-p.vuln.lax.rapid7.com

Vuln Lab10.4.22.143win10-cis-n-static-target.vuln.lax.rapid7.com

Vuln Lab10.4.18.192win10-ent-scan.vuln.lax.rapid7.com

Vuln Lab10.4.22.226
win10-remote-sam-restricted.vuln.lax.rapid7.com

Vuln Lab10.4.31.108win7-64-test.vuln.lax.rapid7.com

Vuln Lab10.4.24.139win7-cis-n.vuln.lax.rapid7.com

Vuln Lab10.4.25.11win7-disa-c.vuln.lax.rapid7.com

Vuln Lab10.4.23.11win7-log4j-u.vuln.lax.rapid7.com

Vuln Lab10.4.20.43win7-sp1-x64-u.vuln.lax.rapid7.com

Vuln Lab10.4.29.254win7-sp1-x86-u.vuln.lax.rapid7.com

Vuln Lab10.4.17.219win7sp1-cis-2.vuln.lax.rapid7.com

Vuln Lab10.4.26.164win8-cis-nc.vuln.lax.rapid7.com

Vuln Lab10.4.20.115win8-emb-pro-u.vuln.lax.rapid7.com

Vuln Lab10.4.30.9win8-ent-x64-p.vuln.lax.rapid7.com

Vuln Lab10.4.21.47win8-ent-x64-u.vuln.lax.rapid7.com

Vuln Lab10.4.17.126win8-ent-x86-d.vuln.lax.rapid7.com

Vuln Lab10.4.22.65win8-ent-x86-p

Vuln Lab10.4.30.1win8-ent-x86-p.vuln.lax.rapid7.com

Vuln Lab10.4.30.229wolverines-us-vista-sp0.vuln.lax.rapid7.com

Vuln Lab10.4.29.182word-vw-p.vuln.lax.rapid7.com

Vuln Lab10.4.20.127wr2-sp1-ent-u.vuln.lax.rapid7.com

Vuln Lab10.4.27.9wshark-2-6-p.vuln.lax.rapid7.com
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Download and apply the upgrade from: https://www.java.com/en/download/manual.jsp
https://www.java.com/en/download/manual.jsp

13. Upgrade to the latest version of Oracle Java

Remediation Steps

Assets

Name IP Address Site

Vuln Lab10.4.31.231W10-TOMCAT7

Vuln Lab10.4.31.243
agent-uuid-no-agent-installed.vuln.lax.rapid7.com

Vuln Lab10.4.27.182agent-uuid-no-regkey.vuln.lax.rapid7.com

Vuln Lab10.4.16.227cf-2018-w12r2-p.vuln.lax.rapid7.com

Vuln Lab10.4.28.68fim-robot-w10-pro-x64.vuln.lax.rapid7.com

Vuln Lab10.4.23.53
itest-i-use1-dnsproxy-w2k12-x64.vuln.lax.rapid7.com

Vuln Lab10.4.29.175java-9.vuln.lax.rapid7.com

Vuln Lab10.4.30.160java-ie-7u1-u.vuln.lax.rapid7.com

Vuln Lab10.4.20.139java-jre-7u1.vuln.lax.rapid7.com

Vuln Lab10.4.20.126java-multiple.vuln.lax.rapid7.com

Vuln Lab10.4.26.43o-weblg-12-2w-p.vuln.lax.rapid7.com

Vuln Lab10.4.25.178o-weblg-12-2w-u.vuln.lax.rapid7.com

Vuln Lab10.4.23.234oim-6-wildcards.vuln.lax.rapid7.com

Vuln Lab10.4.25.101oracle-java-8p.vuln.lax.rapid7.com

Vuln Lab10.4.21.60orc-weblg-srv-win.vuln.lax.rapid7.com

Vuln Lab10.4.29.159robot-w2k8-sp1.vuln.lax.rapid7.com

Vuln Lab10.4.25.153robot-w2k8-sp2.vuln.lax.rapid7.com

Vuln Lab10.4.26.132robot-win-2012.vuln.lax.rapid7.com

Vuln Lab10.4.31.1robot-win10-ent.vuln.lax.rapid7.com

Vuln Lab10.4.27.19rsa-archgrc-6-3.vuln.lax.rapid7.com

Vuln Lab10.4.24.90struts-win7.vuln.lax.rapid7.com

Vuln Lab10.4.29.230tux11gr1-w8-p-2.vuln.lax.rapid7.com

Vuln Lab10.4.29.218
w2k12-websphere-liberty-8559.vuln.lax.rapid7.com

Vuln Lab10.4.30.217
w2k12-websphere-liberty-install-
manager.vuln.lax.rapid7.com

Vuln Lab10.4.23.230
w2k12-websphere-liberty-zip-
install.vuln.lax.rapid7.com

Vuln Lab10.4.21.186
w2k12-websphere-network-deployment-install-
manager.vuln.lax.rapid7.com

Vuln Lab10.4.29.210was-800-w08-interim-fixes.vuln.lax.rapid7.com

Vuln Lab10.4.27.164was-800-w08-jre.vuln.lax.rapid7.com

Vuln Lab10.4.22.237was-liberty-p.vuln.lax.rapid7.com

Vuln Lab10.4.22.236was-liberty-u.vuln.lax.rapid7.com

Vuln Lab10.4.19.191webapp-dis-w7-iis

Vuln Lab10.4.17.219win7sp1-cis-2.vuln.lax.rapid7.com

Vuln Lab10.4.31.98windows-10-x64-epoagent.vuln.lax.rapid7.com

Vuln Lab10.4.17.144windows-7sp1-epoagent.vuln.lax.rapid7.com
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Download and apply the patch from: https://support.microsoft.com/kb/5003174 https://support.microsoft.com/kb/5003174

14. 2021-05 Cumulative Update for Windows 10 Version 1803 for x86-based Systems (KB5003174)

Remediation Steps

Assets

Name IP Address Site

Vuln Lab10.4.18.126cis-mozilla-x32-esr.vuln.lax.rapid7.com

Vuln Lab10.4.28.241itest-use1-i-w10-ent-x86.vuln.lax.rapid7.com

Vuln Lab10.4.24.139system-test-usw2-win10.vuln.lax.rapid7.com

Vuln Lab10.4.30.58w10-3-1803-u.vuln.lax.rapid7.com
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Download and apply the patch from: https://support.microsoft.com/help/4580328 https://support.microsoft.com/help/4580328

15. 2020-10 Cumulative Update for Windows 10 Version 1709 for x64-based Systems (KB4580328)

Remediation Steps

Assets

Name IP Address Site

Vuln Lab10.4.22.182infopath2k7-u.vuln.lax.rapid7.com

Vuln Lab10.4.19.21livemeeting07-u.vuln.lax.rapid7.com

Vuln Lab10.4.22.116ofc-comp-sp3-u.vuln.lax.rapid7.com
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Download and apply the patch from: https://support.microsoft.com/kb/5016622 https://support.microsoft.com/kb/5016622

16. 2022-08 Cumulative Update for Windows Server 2016 for x64-based Systems (KB5016622)

Remediation Steps

Assets

Name IP Address Site

Vuln Lab10.4.17.65DC-WS2016-C-U

Rapid7 Insight Agents172.31.55.131EDR-Windows2016

Vuln Lab10.4.29.53ROBOT-CTXCC-1

Vuln Lab10.4.26.247ROBOT-CTXCC-2

Vuln Lab10.4.21.89SHRPNT2016-U

Vuln Lab10.4.18.251
dc-ws2016-u.ws2016-ad-gui-u.vuln.lax.rapid7.com
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Download and apply the patch from: https://support.microsoft.com/help/4512486 https://support.microsoft.com/help/4512486

17. 2019-08 Security Only Quality Update for Windows 7 for x64-based Systems (KB4512486)

Remediation Steps

Assets

Name IP Address Site

Vuln Lab10.4.17.95ACROBAT11-P

Vuln Lab10.4.30.241DSGNR10SP1-6-P

Vuln Lab10.4.26.89DSGNR10SP2-6-P

Vuln Lab10.4.19.217DSGNR13-6-P

Vuln Lab10.4.25.32DSGNR13SP1-6-P

Vuln Lab10.4.25.107IE10-WIN7-P

Vuln Lab10.4.24.127IE10-WIN7-U

Vuln Lab10.4.19.10JIRA-P

Vuln Lab10.4.25.22OFFICE-2010-6P

Vuln Lab10.4.17.41PG94-WIN7SP1-P

Vuln Lab10.4.17.153READER10-P

Vuln Lab10.4.26.138READER9-P

Vuln Lab10.4.29.71READERDC-P

Vuln Lab10.4.30.38SPIDER-W7

Vuln Lab10.4.19.8TESTMACHINE04.vuln.lax.rapid7.com

Vuln Lab10.4.17.107TESTMACHINE05.vuln.lax.rapid7.com

Vuln Lab10.4.21.88TESTMACHINE06.vuln.lax.rapid7.com

Vuln Lab10.4.22.185VS2013X-MVC51-P

Vuln Lab10.4.27.149W7-6-NET46-P

Vuln Lab10.4.31.42W7-6-NET47-P

Vuln Lab10.4.26.76W7-6-P-SHARES

Vuln Lab10.4.17.246W7-6-TP

Vuln Lab10.4.17.22W7-QUICKTIME-P

Vuln Lab10.4.31.153WIN7-NO-NTLM

Vuln Lab10.4.28.79
WIN7-TESTMACHINE05-clone.vuln.lax.rapid7.com

Rapid7 Insight Agents,Simulation Lab - Windows
Workstations

10.0.0.142WIN7S1.akbar.trap

Simulation Lab - Windows
Workstations,Simulation Lab - Disco Only - DO
NOT SCAN,Rapid7 Insight Agents

10.0.0.166WIN7S2.akbar.trap

Rapid7 Insight Agents,Simulation Lab - Windows
Workstations

10.0.0.183WIN7S3.akbar.trap

Vuln Lab10.4.18.61XENCLT-W7SP1

Vuln Lab10.4.20.244adopt-java.vuln.lax.rapid7.com

Vuln Lab10.4.21.215apac-win7-sp1-x64-u.vuln.lax.rapid7.com

Vuln Lab10.4.23.1cuckoo-guest.vuln.lax.rapid7.com

Vuln Lab10.4.26.15dhcp-test2.vuln.lax.rapid7.com

Vuln Lab10.4.31.26disa-win7-c.vuln.lax.rapid7.com

Vuln Lab10.4.25.242dsgnr10sp1-6-u.vuln.lax.rapid7.com

Vuln Lab10.4.21.170dsgnr10sp2-6-u.vuln.lax.rapid7.com

Vuln Lab10.4.18.66dsgnr13sp1-6-u.vuln.lax.rapid7.com

Vuln Lab10.4.28.250fim-w7-6.vuln.lax.rapid7.com

Vuln Lab10.4.18.221flash-esv-p.vuln.lax.rapid7.com

Vuln Lab10.4.17.61flash-esv-u.vuln.lax.rapid7.com

Vuln Lab10.4.19.89flash10-w7-6-u.vuln.lax.rapid7.com
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Name IP Address Site

Vuln Lab10.4.26.11flash11-w7-6-u.vuln.lax.rapid7.com

Vuln Lab10.4.26.174ie10-win7-u.vuln.lax.rapid7.com

Vuln Lab10.4.29.154ie9-cis-c.vuln.lax.rapid7.com

Vuln Lab10.4.26.5ie9-win7-x64.vuln.lax.rapid7.com

Vuln Lab10.4.29.9
itest-euc1-i-w7sp1-x64-proxy.vuln.lax.rapid7.com

Vuln Lab10.4.26.137itest-euc1-i-w7sp1-x64.vuln.lax.rapid7.com

Vuln Lab10.4.26.102itest-use1-u-w7sp1-x64.vuln.lax.rapid7.com

Vuln Lab10.4.19.236itunes-p.vuln.lax.rapid7.com

Vuln Lab10.4.29.175java-9.vuln.lax.rapid7.com

Vuln Lab10.4.30.160java-ie-7u1-u.vuln.lax.rapid7.com

Vuln Lab10.4.20.139java-jre-7u1.vuln.lax.rapid7.com

Vuln Lab10.4.20.126java-multiple.vuln.lax.rapid7.com

Vuln Lab10.4.29.99java-zulu.vuln.lax.rapid7.com

Vuln Lab10.4.24.29kurupira.vuln.lax.rapid7.com

Vuln Lab10.4.27.46kurupira.vuln.lax.rapid7.com

Vuln Lab10.4.24.152
multiple-mozilla-products-u.vuln.lax.rapid7.com

Vuln Lab10.4.27.236nto-spider.vuln.lax.rapid7.com

Vuln Lab10.4.26.43o-weblg-12-2w-p.vuln.lax.rapid7.com

Vuln Lab10.4.25.178o-weblg-12-2w-u.vuln.lax.rapid7.com

Vuln Lab10.4.27.18ofc-10-3-6u.vuln.lax.rapid7.com

Vuln Lab10.4.27.246ofc16-cis-c.vuln.lax.rapid7.com

Vuln Lab10.4.20.85ofc16-cis-n.vuln.lax.rapid7.com

Vuln Lab10.4.18.50office2013-6u.vuln.lax.rapid7.com

Vuln Lab10.4.28.125openjdk-java.vuln.lax.rapid7.com

Vuln Lab10.4.20.208ora12cR1-w7-2.vuln.lax.rapid7.com

Vuln Lab10.4.17.150ora12cR1-w7-p.vuln.lax.rapid7.com

Vuln Lab10.4.20.235ora12cR1-w7-u.vuln.lax.rapid7.com

Vuln Lab10.4.25.101oracle-java-8p.vuln.lax.rapid7.com

Vuln Lab10.4.21.60orc-weblg-srv-win.vuln.lax.rapid7.com

Vuln Lab10.4.24.153pan-userid-3-i.vuln.lax.rapid7.com

Vuln Lab10.4.20.117pan-userid-4-i.vuln.lax.rapid7.com

Vuln Lab10.4.17.6pan-userid-5-i.vuln.lax.rapid7.com

Vuln Lab10.4.17.6pan-userid-5-i.vuln.lax.rapid7.com

Vuln Lab10.4.19.145qustodio.vuln.lax.rapid7.com

Vuln Lab10.4.25.219reader11-p.vuln.lax.rapid7.com

Vuln Lab10.4.22.200safari-u.vuln.lax.rapid7.com

Vuln Lab10.4.29.138sap-java.vuln.lax.rapid7.com

Vuln Lab10.4.31.71seamonkey-u.vuln.lax.rapid7.com

Vuln Lab10.4.24.90struts-win7.vuln.lax.rapid7.com

Vuln Lab10.4.17.78superfish-2.vuln.lax.rapid7.com

Vuln Lab10.4.26.118system-test-use1-win7.vuln.lax.rapid7.com

Vuln Lab10.4.17.82telnet-w7-non-def.vuln.lax.rapid7.com

Vuln Lab10.4.20.243thunderbird-p.vuln.lax.rapid7.com

Vuln Lab10.4.30.91thunderbird-u.vuln.lax.rapid7.com

Vuln Lab10.4.31.5unaffected-w.vuln.lax.rapid7.com

Vuln Lab10.4.23.32vlc-2-0-3-u.vuln.lax.rapid7.com

Vuln Lab10.4.21.242vlc-p.vuln.lax.rapid7.com

Vuln Lab10.4.17.206vs2013ex-mvc5-u.vuln.lax.rapid7.com

Vuln Lab10.4.17.179vs2013x-mvc51-u.vuln.lax.rapid7.com
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Name IP Address Site

Vuln Lab10.4.20.84w7-6-laps.vuln.lax.rapid7.com

Vuln Lab10.4.19.151w7-6-net46-u.vuln.lax.rapid7.com

Vuln Lab10.4.25.104w7-6-net47-u.vuln.lax.rapid7.com

Vuln Lab10.4.19.205
w7-6-sp1-chrome-multiuser.vuln.lax.rapid7.com

Vuln Lab10.4.22.145w7-6-sp1-winrm.vuln.lax.rapid7.com

Vuln Lab10.4.22.239w7-6-sql2k8.vuln.lax.rapid7.com

Vuln Lab10.4.18.191w7-7zip-u.vuln.lax.rapid7.com

Vuln Lab10.4.31.2w7-conexant-mictray.vuln.lax.rapid7.com

Vuln Lab10.4.18.239w7-kaspersky-endpoint.vuln.lax.rapid7.com

Vuln Lab10.4.30.191w7e6-ma-client.vuln.lax.rapid7.com

Vuln Lab10.4.22.192w7or12c-cis-c.vuln.lax.rapid7.com

Vuln Lab10.4.19.194w7sp1-2564.vuln.lax.rapid7.com

Vuln Lab10.4.22.153w7sp1-pro-x64-d.vuln.lax.rapid7.com

Vuln Lab10.4.23.126
w7sp1-x64-adobe-digitaleditions.vuln.lax.rapid7.com

Vuln Lab10.4.27.39w7sp1-x64-opera-browser.vuln.lax.rapid7.com

Vuln Lab10.4.19.191webapp-dis-w7-iis

Vuln Lab10.4.28.1weblogic-10-w7-p.vuln.lax.rapid7.com

Vuln Lab10.4.25.74weblogic-10-w7-u.vuln.lax.rapid7.com

Vuln Lab10.4.26.65win-chrome-p.vuln.lax.rapid7.com

Vuln Lab10.4.19.43
win-chrome-with-extensions-p.vuln.lax.rapid7.com

Vuln Lab10.4.31.108win7-64-test.vuln.lax.rapid7.com

Vuln Lab10.4.25.11win7-disa-c.vuln.lax.rapid7.com

Vuln Lab10.4.20.43win7-sp1-x64-u.vuln.lax.rapid7.com

Vuln Lab10.4.17.219win7sp1-cis-2.vuln.lax.rapid7.com

Vuln Lab10.4.17.144windows-7sp1-epoagent.vuln.lax.rapid7.com

Vuln Lab10.4.29.182word-vw-p.vuln.lax.rapid7.com
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Download and apply the patch from: https://support.microsoft.com/help/4541500 https://support.microsoft.com/help/4541500

18. 2020-03 Security Only Quality Update for Windows 7 for x64-based Systems (KB4541500)

Remediation Steps

Assets

Name IP Address Site

Vuln Lab10.4.17.95ACROBAT11-P

Vuln Lab10.4.30.241DSGNR10SP1-6-P

Vuln Lab10.4.26.89DSGNR10SP2-6-P

Vuln Lab10.4.19.217DSGNR13-6-P

Vuln Lab10.4.25.32DSGNR13SP1-6-P

Vuln Lab10.4.25.107IE10-WIN7-P

Vuln Lab10.4.24.127IE10-WIN7-U

Vuln Lab10.4.22.136JIRA-4-1

Vuln Lab10.4.19.10JIRA-P

Vuln Lab10.4.21.106OFC2013-SP0-6P

Vuln Lab10.4.25.22OFFICE-2010-6P

Vuln Lab10.4.17.41PG94-WIN7SP1-P

Vuln Lab10.4.17.153READER10-P

Vuln Lab10.4.26.138READER9-P

Vuln Lab10.4.29.71READERDC-P

Vuln Lab10.4.30.38SPIDER-W7

Vuln Lab10.4.19.8TESTMACHINE04.vuln.lax.rapid7.com

Vuln Lab10.4.17.107TESTMACHINE05.vuln.lax.rapid7.com

Vuln Lab10.4.21.88TESTMACHINE06.vuln.lax.rapid7.com

Vuln Lab10.4.22.185VS2013X-MVC51-P

Vuln Lab10.4.27.149W7-6-NET46-P

Vuln Lab10.4.31.42W7-6-NET47-P

Vuln Lab10.4.26.76W7-6-P-SHARES

Vuln Lab10.4.17.246W7-6-TP

Vuln Lab10.4.17.22W7-QUICKTIME-P

Vuln Lab10.4.30.82W7SP1-PRO-X64-P

Vuln Lab10.4.31.153WIN7-NO-NTLM

Vuln Lab10.4.28.79
WIN7-TESTMACHINE05-clone.vuln.lax.rapid7.com

Rapid7 Insight Agents,Simulation Lab - Windows
Workstations

10.0.0.142WIN7S1.akbar.trap

Simulation Lab - Windows
Workstations,Simulation Lab - Disco Only - DO
NOT SCAN,Rapid7 Insight Agents

10.0.0.166WIN7S2.akbar.trap

Rapid7 Insight Agents,Simulation Lab - Windows
Workstations

10.0.0.183WIN7S3.akbar.trap

Vuln Lab10.4.18.61XENCLT-W7SP1

Vuln Lab10.4.31.90acrobatdc-c-p.vuln.lax.rapid7.com

Vuln Lab10.4.20.244adopt-java.vuln.lax.rapid7.com

Vuln Lab10.4.21.215apac-win7-sp1-x64-u.vuln.lax.rapid7.com

Vuln Lab10.4.22.115cb-agent-win7.vuln.lax.rapid7.com

Vuln Lab10.4.23.1cuckoo-guest.vuln.lax.rapid7.com

Vuln Lab10.4.26.15dhcp-test2.vuln.lax.rapid7.com

Vuln Lab10.4.31.26disa-win7-c.vuln.lax.rapid7.com

Vuln Lab10.4.25.242dsgnr10sp1-6-u.vuln.lax.rapid7.com

Vuln Lab10.4.21.170dsgnr10sp2-6-u.vuln.lax.rapid7.com
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Name IP Address Site

Vuln Lab10.4.18.66dsgnr13sp1-6-u.vuln.lax.rapid7.com

Vuln Lab10.4.28.250fim-w7-6.vuln.lax.rapid7.com

Vuln Lab10.4.18.221flash-esv-p.vuln.lax.rapid7.com

Vuln Lab10.4.17.61flash-esv-u.vuln.lax.rapid7.com

Vuln Lab10.4.19.89flash10-w7-6-u.vuln.lax.rapid7.com

Vuln Lab10.4.26.11flash11-w7-6-u.vuln.lax.rapid7.com

Vuln Lab10.4.26.174ie10-win7-u.vuln.lax.rapid7.com

Vuln Lab10.4.29.154ie9-cis-c.vuln.lax.rapid7.com

Vuln Lab10.4.26.5ie9-win7-x64.vuln.lax.rapid7.com

Vuln Lab10.4.29.9
itest-euc1-i-w7sp1-x64-proxy.vuln.lax.rapid7.com

Vuln Lab10.4.26.137itest-euc1-i-w7sp1-x64.vuln.lax.rapid7.com

Vuln Lab10.4.26.102itest-use1-u-w7sp1-x64.vuln.lax.rapid7.com

Vuln Lab10.4.19.236itunes-p.vuln.lax.rapid7.com

Vuln Lab10.4.29.175java-9.vuln.lax.rapid7.com

Vuln Lab10.4.30.160java-ie-7u1-u.vuln.lax.rapid7.com

Vuln Lab10.4.20.139java-jre-7u1.vuln.lax.rapid7.com

Vuln Lab10.4.20.126java-multiple.vuln.lax.rapid7.com

Vuln Lab10.4.29.99java-zulu.vuln.lax.rapid7.com

Vuln Lab10.4.25.201jira-4-4.vuln.lax.rapid7.com

Vuln Lab10.4.24.29kurupira.vuln.lax.rapid7.com

Vuln Lab10.4.27.46kurupira.vuln.lax.rapid7.com

Vuln Lab10.4.24.152
multiple-mozilla-products-u.vuln.lax.rapid7.com

Vuln Lab10.4.27.236nto-spider.vuln.lax.rapid7.com

Vuln Lab10.4.26.43o-weblg-12-2w-p.vuln.lax.rapid7.com

Vuln Lab10.4.25.178o-weblg-12-2w-u.vuln.lax.rapid7.com

Vuln Lab10.4.27.18ofc-10-3-6u.vuln.lax.rapid7.com

Vuln Lab10.4.22.99ofc10sp1-6p.vuln.lax.rapid7.com

Vuln Lab10.4.27.246ofc16-cis-c.vuln.lax.rapid7.com

Vuln Lab10.4.20.85ofc16-cis-n.vuln.lax.rapid7.com

Vuln Lab10.4.18.50office2013-6u.vuln.lax.rapid7.com

Vuln Lab10.4.28.125openjdk-java.vuln.lax.rapid7.com

Vuln Lab10.4.20.208ora12cR1-w7-2.vuln.lax.rapid7.com

Vuln Lab10.4.17.150ora12cR1-w7-p.vuln.lax.rapid7.com

Vuln Lab10.4.20.235ora12cR1-w7-u.vuln.lax.rapid7.com

Vuln Lab10.4.25.101oracle-java-8p.vuln.lax.rapid7.com

Vuln Lab10.4.21.60orc-weblg-srv-win.vuln.lax.rapid7.com

Vuln Lab10.4.24.153pan-userid-3-i.vuln.lax.rapid7.com

Vuln Lab10.4.20.117pan-userid-4-i.vuln.lax.rapid7.com

Vuln Lab10.4.17.6pan-userid-5-i.vuln.lax.rapid7.com

Vuln Lab10.4.17.6pan-userid-5-i.vuln.lax.rapid7.com

Vuln Lab10.4.19.145qustodio.vuln.lax.rapid7.com

Vuln Lab10.4.25.219reader11-p.vuln.lax.rapid7.com

Vuln Lab10.4.22.200safari-u.vuln.lax.rapid7.com

Vuln Lab10.4.29.138sap-java.vuln.lax.rapid7.com

Vuln Lab10.4.31.71seamonkey-u.vuln.lax.rapid7.com

Vuln Lab10.4.24.90struts-win7.vuln.lax.rapid7.com

Vuln Lab10.4.17.78superfish-2.vuln.lax.rapid7.com

Vuln Lab10.4.26.118system-test-use1-win7.vuln.lax.rapid7.com

Vuln Lab10.4.17.82telnet-w7-non-def.vuln.lax.rapid7.com
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Name IP Address Site

Vuln Lab10.4.20.243thunderbird-p.vuln.lax.rapid7.com

Vuln Lab10.4.30.91thunderbird-u.vuln.lax.rapid7.com

Vuln Lab10.4.31.5unaffected-w.vuln.lax.rapid7.com

Vuln Lab10.4.23.32vlc-2-0-3-u.vuln.lax.rapid7.com

Vuln Lab10.4.21.242vlc-p.vuln.lax.rapid7.com

Vuln Lab10.4.17.206vs2013ex-mvc5-u.vuln.lax.rapid7.com

Vuln Lab10.4.17.179vs2013x-mvc51-u.vuln.lax.rapid7.com

Vuln Lab10.4.30.1vs2015-p.vuln.lax.rapid7.com

Vuln Lab10.4.20.84w7-6-laps.vuln.lax.rapid7.com

Vuln Lab10.4.19.151w7-6-net46-u.vuln.lax.rapid7.com

Vuln Lab10.4.25.104w7-6-net47-u.vuln.lax.rapid7.com

Vuln Lab10.4.19.205
w7-6-sp1-chrome-multiuser.vuln.lax.rapid7.com

Vuln Lab10.4.17.93w7-6-sp1-logs.vuln.lax.rapid7.com

Vuln Lab10.4.22.145w7-6-sp1-winrm.vuln.lax.rapid7.com

Vuln Lab10.4.22.239w7-6-sql2k8.vuln.lax.rapid7.com

Vuln Lab10.4.18.191w7-7zip-u.vuln.lax.rapid7.com

Vuln Lab10.4.31.2w7-conexant-mictray.vuln.lax.rapid7.com

Vuln Lab10.4.18.239w7-kaspersky-endpoint.vuln.lax.rapid7.com

Vuln Lab10.4.30.191w7e6-ma-client.vuln.lax.rapid7.com

Vuln Lab10.4.22.192w7or12c-cis-c.vuln.lax.rapid7.com

Vuln Lab10.4.19.194w7sp1-2564.vuln.lax.rapid7.com

Vuln Lab10.4.22.153w7sp1-pro-x64-d.vuln.lax.rapid7.com

Vuln Lab10.4.23.126
w7sp1-x64-adobe-digitaleditions.vuln.lax.rapid7.com

Vuln Lab10.4.27.39w7sp1-x64-opera-browser.vuln.lax.rapid7.com

Vuln Lab10.4.19.191webapp-dis-w7-iis

Vuln Lab10.4.28.1weblogic-10-w7-p.vuln.lax.rapid7.com

Vuln Lab10.4.25.74weblogic-10-w7-u.vuln.lax.rapid7.com

Vuln Lab10.4.26.65win-chrome-p.vuln.lax.rapid7.com

Vuln Lab10.4.19.43
win-chrome-with-extensions-p.vuln.lax.rapid7.com

Vuln Lab10.4.31.108win7-64-test.vuln.lax.rapid7.com

Vuln Lab10.4.25.11win7-disa-c.vuln.lax.rapid7.com

Vuln Lab10.4.20.43win7-sp1-x64-u.vuln.lax.rapid7.com

Vuln Lab10.4.17.219win7sp1-cis-2.vuln.lax.rapid7.com

Vuln Lab10.4.17.144windows-7sp1-epoagent.vuln.lax.rapid7.com

Vuln Lab10.4.29.182word-vw-p.vuln.lax.rapid7.com
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Download and apply the patch from: https://support.microsoft.com/help/4550965 https://support.microsoft.com/help/4550965

19. 2020-04 Security Only Quality Update for Windows 7 for x64-based Systems (KB4550965)

Remediation Steps

Assets

Name IP Address Site

Vuln Lab10.4.17.95ACROBAT11-P

Vuln Lab10.4.30.241DSGNR10SP1-6-P

Vuln Lab10.4.26.89DSGNR10SP2-6-P

Vuln Lab10.4.19.217DSGNR13-6-P

Vuln Lab10.4.25.32DSGNR13SP1-6-P

Vuln Lab10.4.25.107IE10-WIN7-P

Vuln Lab10.4.24.127IE10-WIN7-U

Vuln Lab10.4.22.136JIRA-4-1

Vuln Lab10.4.19.10JIRA-P

Vuln Lab10.4.21.106OFC2013-SP0-6P

Vuln Lab10.4.25.22OFFICE-2010-6P

Vuln Lab10.4.17.41PG94-WIN7SP1-P

Vuln Lab10.4.17.153READER10-P

Vuln Lab10.4.26.138READER9-P

Vuln Lab10.4.29.71READERDC-P

Vuln Lab10.4.30.38SPIDER-W7

Vuln Lab10.4.19.8TESTMACHINE04.vuln.lax.rapid7.com

Vuln Lab10.4.17.107TESTMACHINE05.vuln.lax.rapid7.com

Vuln Lab10.4.21.88TESTMACHINE06.vuln.lax.rapid7.com

Vuln Lab10.4.22.185VS2013X-MVC51-P

Vuln Lab10.4.27.149W7-6-NET46-P

Vuln Lab10.4.31.42W7-6-NET47-P

Vuln Lab10.4.26.76W7-6-P-SHARES

Vuln Lab10.4.17.246W7-6-TP

Vuln Lab10.4.17.22W7-QUICKTIME-P

Vuln Lab10.4.30.82W7SP1-PRO-X64-P

Vuln Lab10.4.31.153WIN7-NO-NTLM

Vuln Lab10.4.28.79
WIN7-TESTMACHINE05-clone.vuln.lax.rapid7.com

Rapid7 Insight Agents,Simulation Lab - Windows
Workstations

10.0.0.142WIN7S1.akbar.trap

Simulation Lab - Windows
Workstations,Simulation Lab - Disco Only - DO
NOT SCAN,Rapid7 Insight Agents

10.0.0.166WIN7S2.akbar.trap

Rapid7 Insight Agents,Simulation Lab - Windows
Workstations

10.0.0.183WIN7S3.akbar.trap

Vuln Lab10.4.18.61XENCLT-W7SP1

Vuln Lab10.4.31.90acrobatdc-c-p.vuln.lax.rapid7.com

Vuln Lab10.4.20.244adopt-java.vuln.lax.rapid7.com

Vuln Lab10.4.21.215apac-win7-sp1-x64-u.vuln.lax.rapid7.com

Vuln Lab10.4.22.115cb-agent-win7.vuln.lax.rapid7.com

Vuln Lab10.4.23.1cuckoo-guest.vuln.lax.rapid7.com

Vuln Lab10.4.26.15dhcp-test2.vuln.lax.rapid7.com

Vuln Lab10.4.31.26disa-win7-c.vuln.lax.rapid7.com

Vuln Lab10.4.25.242dsgnr10sp1-6-u.vuln.lax.rapid7.com

Vuln Lab10.4.21.170dsgnr10sp2-6-u.vuln.lax.rapid7.com
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Name IP Address Site

Vuln Lab10.4.18.66dsgnr13sp1-6-u.vuln.lax.rapid7.com

Vuln Lab10.4.28.250fim-w7-6.vuln.lax.rapid7.com

Vuln Lab10.4.18.221flash-esv-p.vuln.lax.rapid7.com

Vuln Lab10.4.17.61flash-esv-u.vuln.lax.rapid7.com

Vuln Lab10.4.19.89flash10-w7-6-u.vuln.lax.rapid7.com

Vuln Lab10.4.26.11flash11-w7-6-u.vuln.lax.rapid7.com

Vuln Lab10.4.26.174ie10-win7-u.vuln.lax.rapid7.com

Vuln Lab10.4.29.154ie9-cis-c.vuln.lax.rapid7.com

Vuln Lab10.4.26.5ie9-win7-x64.vuln.lax.rapid7.com

Vuln Lab10.4.29.9
itest-euc1-i-w7sp1-x64-proxy.vuln.lax.rapid7.com

Vuln Lab10.4.26.137itest-euc1-i-w7sp1-x64.vuln.lax.rapid7.com

Vuln Lab10.4.26.102itest-use1-u-w7sp1-x64.vuln.lax.rapid7.com

Vuln Lab10.4.19.236itunes-p.vuln.lax.rapid7.com

Vuln Lab10.4.29.175java-9.vuln.lax.rapid7.com

Vuln Lab10.4.30.160java-ie-7u1-u.vuln.lax.rapid7.com

Vuln Lab10.4.20.139java-jre-7u1.vuln.lax.rapid7.com

Vuln Lab10.4.20.126java-multiple.vuln.lax.rapid7.com

Vuln Lab10.4.29.99java-zulu.vuln.lax.rapid7.com

Vuln Lab10.4.25.201jira-4-4.vuln.lax.rapid7.com

Vuln Lab10.4.24.29kurupira.vuln.lax.rapid7.com

Vuln Lab10.4.27.46kurupira.vuln.lax.rapid7.com

Vuln Lab10.4.24.152
multiple-mozilla-products-u.vuln.lax.rapid7.com

Vuln Lab10.4.27.236nto-spider.vuln.lax.rapid7.com

Vuln Lab10.4.26.43o-weblg-12-2w-p.vuln.lax.rapid7.com

Vuln Lab10.4.25.178o-weblg-12-2w-u.vuln.lax.rapid7.com

Vuln Lab10.4.27.18ofc-10-3-6u.vuln.lax.rapid7.com

Vuln Lab10.4.22.99ofc10sp1-6p.vuln.lax.rapid7.com

Vuln Lab10.4.27.246ofc16-cis-c.vuln.lax.rapid7.com

Vuln Lab10.4.20.85ofc16-cis-n.vuln.lax.rapid7.com

Vuln Lab10.4.18.50office2013-6u.vuln.lax.rapid7.com

Vuln Lab10.4.28.125openjdk-java.vuln.lax.rapid7.com

Vuln Lab10.4.20.208ora12cR1-w7-2.vuln.lax.rapid7.com

Vuln Lab10.4.17.150ora12cR1-w7-p.vuln.lax.rapid7.com

Vuln Lab10.4.20.235ora12cR1-w7-u.vuln.lax.rapid7.com

Vuln Lab10.4.25.101oracle-java-8p.vuln.lax.rapid7.com

Vuln Lab10.4.21.60orc-weblg-srv-win.vuln.lax.rapid7.com

Vuln Lab10.4.24.153pan-userid-3-i.vuln.lax.rapid7.com

Vuln Lab10.4.20.117pan-userid-4-i.vuln.lax.rapid7.com

Vuln Lab10.4.17.6pan-userid-5-i.vuln.lax.rapid7.com

Vuln Lab10.4.17.6pan-userid-5-i.vuln.lax.rapid7.com

Vuln Lab10.4.19.145qustodio.vuln.lax.rapid7.com

Vuln Lab10.4.25.219reader11-p.vuln.lax.rapid7.com

Vuln Lab10.4.22.200safari-u.vuln.lax.rapid7.com

Vuln Lab10.4.29.138sap-java.vuln.lax.rapid7.com

Vuln Lab10.4.31.71seamonkey-u.vuln.lax.rapid7.com

Vuln Lab10.4.24.90struts-win7.vuln.lax.rapid7.com

Vuln Lab10.4.17.78superfish-2.vuln.lax.rapid7.com

Vuln Lab10.4.26.118system-test-use1-win7.vuln.lax.rapid7.com

Vuln Lab10.4.17.82telnet-w7-non-def.vuln.lax.rapid7.com
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Name IP Address Site

Vuln Lab10.4.20.243thunderbird-p.vuln.lax.rapid7.com

Vuln Lab10.4.30.91thunderbird-u.vuln.lax.rapid7.com

Vuln Lab10.4.31.5unaffected-w.vuln.lax.rapid7.com

Vuln Lab10.4.23.32vlc-2-0-3-u.vuln.lax.rapid7.com

Vuln Lab10.4.21.242vlc-p.vuln.lax.rapid7.com

Vuln Lab10.4.17.206vs2013ex-mvc5-u.vuln.lax.rapid7.com

Vuln Lab10.4.17.179vs2013x-mvc51-u.vuln.lax.rapid7.com

Vuln Lab10.4.30.1vs2015-p.vuln.lax.rapid7.com

Vuln Lab10.4.20.84w7-6-laps.vuln.lax.rapid7.com

Vuln Lab10.4.19.151w7-6-net46-u.vuln.lax.rapid7.com

Vuln Lab10.4.25.104w7-6-net47-u.vuln.lax.rapid7.com

Vuln Lab10.4.19.205
w7-6-sp1-chrome-multiuser.vuln.lax.rapid7.com

Vuln Lab10.4.17.93w7-6-sp1-logs.vuln.lax.rapid7.com

Vuln Lab10.4.22.145w7-6-sp1-winrm.vuln.lax.rapid7.com

Vuln Lab10.4.22.239w7-6-sql2k8.vuln.lax.rapid7.com

Vuln Lab10.4.18.191w7-7zip-u.vuln.lax.rapid7.com

Vuln Lab10.4.31.2w7-conexant-mictray.vuln.lax.rapid7.com

Vuln Lab10.4.18.239w7-kaspersky-endpoint.vuln.lax.rapid7.com

Vuln Lab10.4.30.191w7e6-ma-client.vuln.lax.rapid7.com

Vuln Lab10.4.22.192w7or12c-cis-c.vuln.lax.rapid7.com

Vuln Lab10.4.19.194w7sp1-2564.vuln.lax.rapid7.com

Vuln Lab10.4.22.153w7sp1-pro-x64-d.vuln.lax.rapid7.com

Vuln Lab10.4.23.126
w7sp1-x64-adobe-digitaleditions.vuln.lax.rapid7.com

Vuln Lab10.4.27.39w7sp1-x64-opera-browser.vuln.lax.rapid7.com

Vuln Lab10.4.19.191webapp-dis-w7-iis

Vuln Lab10.4.28.1weblogic-10-w7-p.vuln.lax.rapid7.com

Vuln Lab10.4.25.74weblogic-10-w7-u.vuln.lax.rapid7.com

Vuln Lab10.4.26.65win-chrome-p.vuln.lax.rapid7.com

Vuln Lab10.4.19.43
win-chrome-with-extensions-p.vuln.lax.rapid7.com

Vuln Lab10.4.31.108win7-64-test.vuln.lax.rapid7.com

Vuln Lab10.4.25.11win7-disa-c.vuln.lax.rapid7.com

Vuln Lab10.4.20.43win7-sp1-x64-u.vuln.lax.rapid7.com

Vuln Lab10.4.17.219win7sp1-cis-2.vuln.lax.rapid7.com

Vuln Lab10.4.17.144windows-7sp1-epoagent.vuln.lax.rapid7.com

Vuln Lab10.4.29.182word-vw-p.vuln.lax.rapid7.com
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Download and apply the patch from: https://support.microsoft.com/kb/5016622 https://support.microsoft.com/kb/5016622

20. 2022-08 Cumulative Update for Windows 10 Version 1607 for x86-based Systems (KB5016622)

Remediation Steps

Assets

Name IP Address Site

Vuln Lab10.4.19.181w10-3-net46-u.vuln.lax.rapid7.com

Vuln Lab10.4.22.30w10-3-net47-u.vuln.lax.rapid7.com
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Download and apply the patch from: http://support.microsoft.com/help/4503269 http://support.microsoft.com/help/4503269

21. 2019-06 Security Only Quality Update for Windows 7 for x64-based Systems (KB4503269)

Remediation Steps

Assets

Name IP Address Site

Vuln Lab10.4.17.95ACROBAT11-P

Vuln Lab10.4.19.217DSGNR13-6-P

Vuln Lab10.4.24.127IE10-WIN7-U

Vuln Lab10.4.29.71READERDC-P

Vuln Lab10.4.30.38SPIDER-W7

Vuln Lab10.4.19.8TESTMACHINE04.vuln.lax.rapid7.com

Vuln Lab10.4.17.107TESTMACHINE05.vuln.lax.rapid7.com

Vuln Lab10.4.21.88TESTMACHINE06.vuln.lax.rapid7.com

Vuln Lab10.4.26.76W7-6-P-SHARES

Vuln Lab10.4.17.246W7-6-TP

Vuln Lab10.4.31.153WIN7-NO-NTLM

Vuln Lab10.4.28.79
WIN7-TESTMACHINE05-clone.vuln.lax.rapid7.com

Rapid7 Insight Agents,Simulation Lab - Windows
Workstations

10.0.0.142WIN7S1.akbar.trap

Simulation Lab - Windows
Workstations,Simulation Lab - Disco Only - DO
NOT SCAN,Rapid7 Insight Agents

10.0.0.166WIN7S2.akbar.trap

Rapid7 Insight Agents,Simulation Lab - Windows
Workstations

10.0.0.183WIN7S3.akbar.trap

Vuln Lab10.4.18.61XENCLT-W7SP1

Vuln Lab10.4.20.244adopt-java.vuln.lax.rapid7.com

Vuln Lab10.4.21.215apac-win7-sp1-x64-u.vuln.lax.rapid7.com

Vuln Lab10.4.23.1cuckoo-guest.vuln.lax.rapid7.com

Vuln Lab10.4.26.15dhcp-test2.vuln.lax.rapid7.com

Vuln Lab10.4.31.26disa-win7-c.vuln.lax.rapid7.com

Vuln Lab10.4.25.242dsgnr10sp1-6-u.vuln.lax.rapid7.com

Vuln Lab10.4.21.170dsgnr10sp2-6-u.vuln.lax.rapid7.com

Vuln Lab10.4.18.66dsgnr13sp1-6-u.vuln.lax.rapid7.com

Vuln Lab10.4.28.250fim-w7-6.vuln.lax.rapid7.com

Vuln Lab10.4.18.221flash-esv-p.vuln.lax.rapid7.com

Vuln Lab10.4.17.61flash-esv-u.vuln.lax.rapid7.com

Vuln Lab10.4.19.89flash10-w7-6-u.vuln.lax.rapid7.com

Vuln Lab10.4.26.11flash11-w7-6-u.vuln.lax.rapid7.com

Vuln Lab10.4.26.174ie10-win7-u.vuln.lax.rapid7.com

Vuln Lab10.4.29.154ie9-cis-c.vuln.lax.rapid7.com

Vuln Lab10.4.26.5ie9-win7-x64.vuln.lax.rapid7.com

Vuln Lab10.4.29.9
itest-euc1-i-w7sp1-x64-proxy.vuln.lax.rapid7.com

Vuln Lab10.4.26.137itest-euc1-i-w7sp1-x64.vuln.lax.rapid7.com

Vuln Lab10.4.26.102itest-use1-u-w7sp1-x64.vuln.lax.rapid7.com

Vuln Lab10.4.19.236itunes-p.vuln.lax.rapid7.com

Vuln Lab10.4.29.175java-9.vuln.lax.rapid7.com

Vuln Lab10.4.30.160java-ie-7u1-u.vuln.lax.rapid7.com

Vuln Lab10.4.20.139java-jre-7u1.vuln.lax.rapid7.com

Vuln Lab10.4.20.126java-multiple.vuln.lax.rapid7.com

Vuln Lab10.4.29.99java-zulu.vuln.lax.rapid7.com
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Name IP Address Site

Vuln Lab10.4.24.29kurupira.vuln.lax.rapid7.com

Vuln Lab10.4.27.46kurupira.vuln.lax.rapid7.com

Vuln Lab10.4.24.152
multiple-mozilla-products-u.vuln.lax.rapid7.com

Vuln Lab10.4.27.236nto-spider.vuln.lax.rapid7.com

Vuln Lab10.4.26.43o-weblg-12-2w-p.vuln.lax.rapid7.com

Vuln Lab10.4.25.178o-weblg-12-2w-u.vuln.lax.rapid7.com

Vuln Lab10.4.27.18ofc-10-3-6u.vuln.lax.rapid7.com

Vuln Lab10.4.27.246ofc16-cis-c.vuln.lax.rapid7.com

Vuln Lab10.4.20.85ofc16-cis-n.vuln.lax.rapid7.com

Vuln Lab10.4.18.50office2013-6u.vuln.lax.rapid7.com

Vuln Lab10.4.28.125openjdk-java.vuln.lax.rapid7.com

Vuln Lab10.4.20.208ora12cR1-w7-2.vuln.lax.rapid7.com

Vuln Lab10.4.17.150ora12cR1-w7-p.vuln.lax.rapid7.com

Vuln Lab10.4.20.235ora12cR1-w7-u.vuln.lax.rapid7.com

Vuln Lab10.4.25.101oracle-java-8p.vuln.lax.rapid7.com

Vuln Lab10.4.21.60orc-weblg-srv-win.vuln.lax.rapid7.com

Vuln Lab10.4.24.153pan-userid-3-i.vuln.lax.rapid7.com

Vuln Lab10.4.20.117pan-userid-4-i.vuln.lax.rapid7.com

Vuln Lab10.4.17.6pan-userid-5-i.vuln.lax.rapid7.com

Vuln Lab10.4.17.6pan-userid-5-i.vuln.lax.rapid7.com

Vuln Lab10.4.19.145qustodio.vuln.lax.rapid7.com

Vuln Lab10.4.25.219reader11-p.vuln.lax.rapid7.com

Vuln Lab10.4.22.200safari-u.vuln.lax.rapid7.com

Vuln Lab10.4.29.138sap-java.vuln.lax.rapid7.com

Vuln Lab10.4.31.71seamonkey-u.vuln.lax.rapid7.com

Vuln Lab10.4.24.90struts-win7.vuln.lax.rapid7.com

Vuln Lab10.4.17.78superfish-2.vuln.lax.rapid7.com

Vuln Lab10.4.26.118system-test-use1-win7.vuln.lax.rapid7.com

Vuln Lab10.4.17.82telnet-w7-non-def.vuln.lax.rapid7.com

Vuln Lab10.4.31.5unaffected-w.vuln.lax.rapid7.com

Vuln Lab10.4.23.32vlc-2-0-3-u.vuln.lax.rapid7.com

Vuln Lab10.4.21.242vlc-p.vuln.lax.rapid7.com

Vuln Lab10.4.17.206vs2013ex-mvc5-u.vuln.lax.rapid7.com

Vuln Lab10.4.17.179vs2013x-mvc51-u.vuln.lax.rapid7.com

Vuln Lab10.4.20.84w7-6-laps.vuln.lax.rapid7.com

Vuln Lab10.4.19.151w7-6-net46-u.vuln.lax.rapid7.com

Vuln Lab10.4.25.104w7-6-net47-u.vuln.lax.rapid7.com

Vuln Lab10.4.19.205
w7-6-sp1-chrome-multiuser.vuln.lax.rapid7.com

Vuln Lab10.4.22.145w7-6-sp1-winrm.vuln.lax.rapid7.com

Vuln Lab10.4.22.239w7-6-sql2k8.vuln.lax.rapid7.com

Vuln Lab10.4.18.191w7-7zip-u.vuln.lax.rapid7.com

Vuln Lab10.4.31.2w7-conexant-mictray.vuln.lax.rapid7.com

Vuln Lab10.4.18.239w7-kaspersky-endpoint.vuln.lax.rapid7.com

Vuln Lab10.4.30.191w7e6-ma-client.vuln.lax.rapid7.com

Vuln Lab10.4.22.192w7or12c-cis-c.vuln.lax.rapid7.com

Vuln Lab10.4.19.194w7sp1-2564.vuln.lax.rapid7.com

Vuln Lab10.4.23.126
w7sp1-x64-adobe-digitaleditions.vuln.lax.rapid7.com

Vuln Lab10.4.27.39w7sp1-x64-opera-browser.vuln.lax.rapid7.com

Vuln Lab10.4.19.191webapp-dis-w7-iis
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Name IP Address Site

Vuln Lab10.4.28.1weblogic-10-w7-p.vuln.lax.rapid7.com

Vuln Lab10.4.25.74weblogic-10-w7-u.vuln.lax.rapid7.com

Vuln Lab10.4.26.65win-chrome-p.vuln.lax.rapid7.com

Vuln Lab10.4.19.43
win-chrome-with-extensions-p.vuln.lax.rapid7.com

Vuln Lab10.4.31.108win7-64-test.vuln.lax.rapid7.com

Vuln Lab10.4.25.11win7-disa-c.vuln.lax.rapid7.com

Vuln Lab10.4.20.43win7-sp1-x64-u.vuln.lax.rapid7.com

Vuln Lab10.4.17.219win7sp1-cis-2.vuln.lax.rapid7.com

Vuln Lab10.4.17.144windows-7sp1-epoagent.vuln.lax.rapid7.com

Vuln Lab10.4.29.182word-vw-p.vuln.lax.rapid7.com
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Download and apply the patch from: https://support.microsoft.com/help/4577053 https://support.microsoft.com/help/4577053

22. 2020-09 Security Only Quality Update for Windows 7 for x64-based Systems (KB4577053)

Remediation Steps

Assets

Name IP Address Site

Vuln Lab10.4.17.95ACROBAT11-P

Vuln Lab10.4.30.241DSGNR10SP1-6-P

Vuln Lab10.4.26.89DSGNR10SP2-6-P

Vuln Lab10.4.19.217DSGNR13-6-P

Vuln Lab10.4.25.32DSGNR13SP1-6-P

Vuln Lab10.4.25.107IE10-WIN7-P

Vuln Lab10.4.24.127IE10-WIN7-U

Vuln Lab10.4.22.136JIRA-4-1

Vuln Lab10.4.19.10JIRA-P

Vuln Lab10.4.21.106OFC2013-SP0-6P

Vuln Lab10.4.25.22OFFICE-2010-6P

Vuln Lab10.4.17.41PG94-WIN7SP1-P

Vuln Lab10.4.17.153READER10-P

Vuln Lab10.4.26.138READER9-P

Vuln Lab10.4.29.71READERDC-P

Vuln Lab10.4.30.38SPIDER-W7

Vuln Lab10.4.19.8TESTMACHINE04.vuln.lax.rapid7.com

Vuln Lab10.4.17.107TESTMACHINE05.vuln.lax.rapid7.com

Vuln Lab10.4.21.88TESTMACHINE06.vuln.lax.rapid7.com

Vuln Lab10.4.22.185VS2013X-MVC51-P

Vuln Lab10.4.27.149W7-6-NET46-P

Vuln Lab10.4.31.42W7-6-NET47-P

Vuln Lab10.4.26.76W7-6-P-SHARES

Vuln Lab10.4.17.246W7-6-TP

Vuln Lab10.4.17.22W7-QUICKTIME-P

Vuln Lab10.4.30.82W7SP1-PRO-X64-P

Vuln Lab10.4.31.153WIN7-NO-NTLM

Vuln Lab10.4.28.79
WIN7-TESTMACHINE05-clone.vuln.lax.rapid7.com

Rapid7 Insight Agents,Simulation Lab - Windows
Workstations

10.0.0.142WIN7S1.akbar.trap

Simulation Lab - Windows
Workstations,Simulation Lab - Disco Only - DO
NOT SCAN,Rapid7 Insight Agents

10.0.0.166WIN7S2.akbar.trap

Rapid7 Insight Agents,Simulation Lab - Windows
Workstations

10.0.0.183WIN7S3.akbar.trap

Vuln Lab10.4.18.61XENCLT-W7SP1

Vuln Lab10.4.31.90acrobatdc-c-p.vuln.lax.rapid7.com

Vuln Lab10.4.20.244adopt-java.vuln.lax.rapid7.com

Vuln Lab10.4.21.215apac-win7-sp1-x64-u.vuln.lax.rapid7.com

Vuln Lab10.4.22.115cb-agent-win7.vuln.lax.rapid7.com

Vuln Lab10.4.23.1cuckoo-guest.vuln.lax.rapid7.com

Vuln Lab10.4.26.15dhcp-test2.vuln.lax.rapid7.com

Vuln Lab10.4.31.26disa-win7-c.vuln.lax.rapid7.com

Vuln Lab10.4.25.242dsgnr10sp1-6-u.vuln.lax.rapid7.com

Vuln Lab10.4.21.170dsgnr10sp2-6-u.vuln.lax.rapid7.com
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Name IP Address Site

Vuln Lab10.4.18.66dsgnr13sp1-6-u.vuln.lax.rapid7.com

Vuln Lab10.4.28.250fim-w7-6.vuln.lax.rapid7.com

Vuln Lab10.4.18.221flash-esv-p.vuln.lax.rapid7.com

Vuln Lab10.4.17.61flash-esv-u.vuln.lax.rapid7.com

Vuln Lab10.4.19.89flash10-w7-6-u.vuln.lax.rapid7.com

Vuln Lab10.4.26.11flash11-w7-6-u.vuln.lax.rapid7.com

Vuln Lab10.4.26.174ie10-win7-u.vuln.lax.rapid7.com

Vuln Lab10.4.29.154ie9-cis-c.vuln.lax.rapid7.com

Vuln Lab10.4.26.5ie9-win7-x64.vuln.lax.rapid7.com

Vuln Lab10.4.29.9
itest-euc1-i-w7sp1-x64-proxy.vuln.lax.rapid7.com

Vuln Lab10.4.26.137itest-euc1-i-w7sp1-x64.vuln.lax.rapid7.com

Vuln Lab10.4.26.102itest-use1-u-w7sp1-x64.vuln.lax.rapid7.com

Vuln Lab10.4.19.236itunes-p.vuln.lax.rapid7.com

Vuln Lab10.4.29.175java-9.vuln.lax.rapid7.com

Vuln Lab10.4.30.160java-ie-7u1-u.vuln.lax.rapid7.com

Vuln Lab10.4.20.139java-jre-7u1.vuln.lax.rapid7.com

Vuln Lab10.4.20.126java-multiple.vuln.lax.rapid7.com

Vuln Lab10.4.29.99java-zulu.vuln.lax.rapid7.com

Vuln Lab10.4.25.201jira-4-4.vuln.lax.rapid7.com

Vuln Lab10.4.24.29kurupira.vuln.lax.rapid7.com

Vuln Lab10.4.27.46kurupira.vuln.lax.rapid7.com

Vuln Lab10.4.24.152
multiple-mozilla-products-u.vuln.lax.rapid7.com

Vuln Lab10.4.27.236nto-spider.vuln.lax.rapid7.com

Vuln Lab10.4.26.43o-weblg-12-2w-p.vuln.lax.rapid7.com

Vuln Lab10.4.25.178o-weblg-12-2w-u.vuln.lax.rapid7.com

Vuln Lab10.4.27.18ofc-10-3-6u.vuln.lax.rapid7.com

Vuln Lab10.4.22.99ofc10sp1-6p.vuln.lax.rapid7.com

Vuln Lab10.4.27.246ofc16-cis-c.vuln.lax.rapid7.com

Vuln Lab10.4.20.85ofc16-cis-n.vuln.lax.rapid7.com

Vuln Lab10.4.18.50office2013-6u.vuln.lax.rapid7.com

Vuln Lab10.4.28.125openjdk-java.vuln.lax.rapid7.com

Vuln Lab10.4.20.208ora12cR1-w7-2.vuln.lax.rapid7.com

Vuln Lab10.4.17.150ora12cR1-w7-p.vuln.lax.rapid7.com

Vuln Lab10.4.20.235ora12cR1-w7-u.vuln.lax.rapid7.com

Vuln Lab10.4.25.101oracle-java-8p.vuln.lax.rapid7.com

Vuln Lab10.4.21.60orc-weblg-srv-win.vuln.lax.rapid7.com

Vuln Lab10.4.24.153pan-userid-3-i.vuln.lax.rapid7.com

Vuln Lab10.4.20.117pan-userid-4-i.vuln.lax.rapid7.com

Vuln Lab10.4.17.6pan-userid-5-i.vuln.lax.rapid7.com

Vuln Lab10.4.17.6pan-userid-5-i.vuln.lax.rapid7.com

Vuln Lab10.4.19.145qustodio.vuln.lax.rapid7.com

Vuln Lab10.4.25.219reader11-p.vuln.lax.rapid7.com

Vuln Lab10.4.22.200safari-u.vuln.lax.rapid7.com

Vuln Lab10.4.29.138sap-java.vuln.lax.rapid7.com

Vuln Lab10.4.31.71seamonkey-u.vuln.lax.rapid7.com

Vuln Lab10.4.24.90struts-win7.vuln.lax.rapid7.com

Vuln Lab10.4.17.78superfish-2.vuln.lax.rapid7.com

Vuln Lab10.4.26.118system-test-use1-win7.vuln.lax.rapid7.com

Vuln Lab10.4.17.82telnet-w7-non-def.vuln.lax.rapid7.com
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Vuln Lab10.4.20.243thunderbird-p.vuln.lax.rapid7.com

Vuln Lab10.4.30.91thunderbird-u.vuln.lax.rapid7.com

Vuln Lab10.4.31.5unaffected-w.vuln.lax.rapid7.com

Vuln Lab10.4.23.32vlc-2-0-3-u.vuln.lax.rapid7.com

Vuln Lab10.4.21.242vlc-p.vuln.lax.rapid7.com

Vuln Lab10.4.17.206vs2013ex-mvc5-u.vuln.lax.rapid7.com

Vuln Lab10.4.17.179vs2013x-mvc51-u.vuln.lax.rapid7.com

Vuln Lab10.4.30.1vs2015-p.vuln.lax.rapid7.com

Vuln Lab10.4.20.84w7-6-laps.vuln.lax.rapid7.com

Vuln Lab10.4.19.151w7-6-net46-u.vuln.lax.rapid7.com

Vuln Lab10.4.25.104w7-6-net47-u.vuln.lax.rapid7.com

Vuln Lab10.4.19.205
w7-6-sp1-chrome-multiuser.vuln.lax.rapid7.com

Vuln Lab10.4.17.93w7-6-sp1-logs.vuln.lax.rapid7.com

Vuln Lab10.4.22.145w7-6-sp1-winrm.vuln.lax.rapid7.com

Vuln Lab10.4.22.239w7-6-sql2k8.vuln.lax.rapid7.com

Vuln Lab10.4.18.191w7-7zip-u.vuln.lax.rapid7.com

Vuln Lab10.4.31.2w7-conexant-mictray.vuln.lax.rapid7.com

Vuln Lab10.4.18.239w7-kaspersky-endpoint.vuln.lax.rapid7.com

Vuln Lab10.4.30.191w7e6-ma-client.vuln.lax.rapid7.com

Vuln Lab10.4.22.192w7or12c-cis-c.vuln.lax.rapid7.com

Vuln Lab10.4.19.194w7sp1-2564.vuln.lax.rapid7.com

Vuln Lab10.4.22.153w7sp1-pro-x64-d.vuln.lax.rapid7.com

Vuln Lab10.4.23.126
w7sp1-x64-adobe-digitaleditions.vuln.lax.rapid7.com

Vuln Lab10.4.27.39w7sp1-x64-opera-browser.vuln.lax.rapid7.com

Vuln Lab10.4.19.191webapp-dis-w7-iis

Vuln Lab10.4.28.1weblogic-10-w7-p.vuln.lax.rapid7.com

Vuln Lab10.4.25.74weblogic-10-w7-u.vuln.lax.rapid7.com

Vuln Lab10.4.26.65win-chrome-p.vuln.lax.rapid7.com

Vuln Lab10.4.19.43
win-chrome-with-extensions-p.vuln.lax.rapid7.com

Vuln Lab10.4.31.108win7-64-test.vuln.lax.rapid7.com

Vuln Lab10.4.25.11win7-disa-c.vuln.lax.rapid7.com

Vuln Lab10.4.20.43win7-sp1-x64-u.vuln.lax.rapid7.com

Vuln Lab10.4.17.219win7sp1-cis-2.vuln.lax.rapid7.com

Vuln Lab10.4.17.144windows-7sp1-epoagent.vuln.lax.rapid7.com

Vuln Lab10.4.29.182word-vw-p.vuln.lax.rapid7.com
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Configure the system to enable or require SMB signing as appropriate. The method and effect of doing this is system specific so
please see this Microsoft article for details. Note: ensure that SMB signing configuration is done for incoming connections
(Server).

23. Configure SMB signing for Windows

Remediation Steps

Assets

Name IP Address Site

Vuln Lab10.4.23.182010-LYNC-SE

Vuln Lab10.4.24.922010-LYNC-SE-P.vuln.lax.rapid7.com

Vuln Lab10.4.21.1812013-LYNC-FE

Vuln Lab10.4.28.422013-LYNC-FE-P

Vuln Lab10.4.20.182013-LYNCEDGE.vuln.lax.rapid7.com

Vuln Lab10.4.21.1932k8-SQL05-32.vuln.lax.rapid7.com

Vuln Lab10.4.20.142k8-SQL12-32.vuln.lax.rapid7.com

Vuln Lab10.4.17.205BI-NEO4J-W

Vuln Lab10.4.30.145BIGFIX-SRV

Vuln Lab10.4.31.106CapWin7.vuln.lax.rapid7.com

Vuln Lab10.4.30.53DOTNET-MVC-4-P

Vuln Lab10.4.30.241DSGNR10SP1-6-P

Vuln Lab10.4.26.29DSGNR10SP2-3-P

Vuln Lab10.4.26.89DSGNR10SP2-6-P

Vuln Lab10.4.19.217DSGNR13-6-P

Vuln Lab10.4.25.32DSGNR13SP1-6-P

Vuln Lab10.4.26.60DYN-AX-2012-U

Vuln Lab10.4.24.223DYN-AX-2K9-U

Vuln Lab10.4.21.99DYN-AX2012R2-P

Vuln Lab10.4.19.189EXCHG2016-A-D

Vuln Lab10.4.26.238HORIZON-CS-W19

Vuln Lab10.4.24.127IE10-WIN7-U

Vuln Lab10.4.22.136JIRA-4-1

Vuln Lab10.4.19.10JIRA-P

Vuln Lab10.4.22.247JIRA-U

Vuln Lab10.4.24.2OFC10SP1-3P

Vuln Lab10.4.21.106OFC2013-SP0-6P

Vuln Lab10.4.29.197OFFICE-2010-3P

Vuln Lab10.4.29.77OOS2016-U

Vuln Lab10.4.25.72PSERV10SP2-P

Vuln Lab10.4.27.122PSERV10SP2-U

Vuln Lab10.4.24.115PSERV13-P

Vuln Lab10.4.25.106PSERV13-U

Vuln Lab10.4.29.177PSERV13SP1-P

Vuln Lab10.4.19.36PSERV13SP1-U

Vuln Lab10.4.17.153READER10-P

Vuln Lab10.4.29.53ROBOT-CTXCC-1

Vuln Lab10.4.26.247ROBOT-CTXCC-2

Vuln Lab10.4.17.224ROBOT-VDA-SRVR

Vuln Lab10.4.24.169ROBOT-VDA-SRVR2

Vuln Lab10.4.28.140ROBOT-W2012-R2

Vuln Lab10.4.19.222SBS15-W12R2-P
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Name IP Address Site

Vuln Lab10.4.18.69SCCM-VM

Vuln Lab10.4.25.2SF2013-P

Vuln Lab10.4.26.87SF2013-SP1-P

Vuln Lab10.4.27.151SF2013-SP1-U

Vuln Lab10.4.23.34SF2013-U

Vuln Lab10.4.23.127SHRPNT-2013-U

Vuln Lab10.4.25.12SHRPNT-F-U

Vuln Lab10.4.30.109SHRPNT07-SP3-U

Vuln Lab10.4.21.181SHRPNT10-SP2-P

Vuln Lab10.4.20.151SHRPNT10-SP2-U

Vuln Lab10.4.30.7SHRPNT2003-P

Vuln Lab10.4.21.42SHRPNT2003-U

Vuln Lab10.4.24.182SHRPNT2007-U

Vuln Lab10.4.30.38SPIDER-W7

Vuln Lab10.4.18.82SQL2012-BI-C

Vuln Lab10.4.30.49SQL2012-CLUSTER

Vuln Lab10.4.30.48SQL2012-NODE1

Vuln Lab10.4.30.68SQL2012-NODE1

Vuln Lab10.4.22.176SQL2012-SHARED

Vuln Lab10.4.19.8TESTMACHINE04.vuln.lax.rapid7.com

Vuln Lab10.4.21.88TESTMACHINE06.vuln.lax.rapid7.com

Vuln Lab10.4.20.229TFS2015-EXP-P

Vuln Lab10.4.27.158TFS2015-EXP-U

Vuln Lab10.4.26.25TFS2015-P

Vuln Lab10.4.25.189TFS2015-U

Vuln Lab10.4.22.83TFS2017-P

Vuln Lab10.4.22.139TFS2017-U

Vuln Lab10.4.31.118TFS2018-P

Vuln Lab10.4.18.231TFS2018-U

Vuln Lab10.4.31.36USGCB-2010-Vis0.vuln.lax.rapid7.com

Vuln Lab10.4.27.48USGCB-2010-Vis1.vuln.lax.rapid7.com

Vuln Lab10.4.25.178VIS2K10-PR-P

Vuln Lab10.4.25.57VIS2K10X86-ST-P

Vuln Lab10.4.25.108VS2010-PATCHED

Vuln Lab10.4.22.185VS2013X-MVC51-P

Vuln Lab10.4.31.83W10-8-fu-test.vuln.lax.rapid7.com

Vuln Lab10.4.31.231W10-TOMCAT7

Vuln Lab10.4.18.169W12-6

Vuln Lab10.4.20.137W12-6

Vuln Lab10.4.29.228W12R2-MONGODB

Vuln Lab10.4.24.250W12R2-P

Vuln Lab10.4.21.175W12R2-U

Vuln Lab10.4.31.157W2K8R2-CIS-NC

Vuln Lab10.4.28.195W2K8R2-DISA-NC

Vuln Lab10.4.18.90W2K8R2DC-CIS-NC

Vuln Lab10.4.27.149W7-6-NET46-P

Vuln Lab10.4.31.42W7-6-NET47-P

Vuln Lab10.4.26.76W7-6-P-SHARES

Vuln Lab10.4.17.246W7-6-TP

Vuln Lab10.4.17.22W7-QUICKTIME-P
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Vuln Lab10.4.30.82W7SP1-PRO-X64-P

Vuln Lab10.4.25.107W81-6-U

Vuln Lab10.4.18.122WEBAPP-DISCOVER

Vuln Lab10.4.17.149WEBAPP-LOUNGE

Vuln Lab10.4.17.243WIN-2012C

Vuln Lab10.4.21.156WIN-7

Vuln Lab10.4.20.27WIN-Console.vuln.lax.rapid7.com

Vuln Lab10.4.22.186WIN-ENGINE

Vuln Lab10.4.26.250WIN-UCGJ.vuln.lax.rapid7.com

Vuln Lab10.4.26.142WIN08-NO-NTLM

Vuln Lab10.4.20.31WIN10-DISA-N

Vuln Lab10.4.23.66WIN10-RTM-X64

Vuln Lab10.4.29.190WIN7-SP1-X86-U

Simulation Lab - Windows
Workstations,Simulation Lab - Disco Only - DO
NOT SCAN,Rapid7 Insight Agents

10.0.0.166WIN7S2.akbar.trap

Vuln Lab10.4.31.249WXP-3-WMI

Vuln Lab10.4.18.61XENCLT-W7SP1

Vuln Lab10.4.31.71XENDSK50-W7X64

Vuln Lab10.4.29.18XENDSK50-W7X86

Vuln Lab10.4.23.240XENDSK713-W12R2

Vuln Lab10.4.29.47XENDSK79X64

Vuln Lab10.4.23.130XP-MULTI-NICS

Vuln Lab10.4.31.90acrobatdc-c-p.vuln.lax.rapid7.com

Vuln Lab10.4.20.244adopt-java.vuln.lax.rapid7.com

Vuln Lab10.4.31.243
agent-uuid-no-agent-installed.vuln.lax.rapid7.com

Vuln Lab10.4.21.107
agent-uuid-no-regkey-nonx86.vuln.lax.rapid7.com

Vuln Lab10.4.27.182agent-uuid-no-regkey.vuln.lax.rapid7.com

Vuln Lab10.4.18.132air-p.vuln.lax.rapid7.com

Vuln Lab10.4.16.166air271-win7sp1.vuln.lax.rapid7.com

Vuln Lab10.4.17.196air340-win7sp1.vuln.lax.rapid7.com

Vuln Lab10.4.22.137anycon4-w10.vuln.lax.rapid7.com

Vuln Lab10.4.21.215apac-win7-sp1-x64-u.vuln.lax.rapid7.com

Vuln Lab10.4.17.125ase155-w08-3.vuln.lax.rapid7.com

Vuln Lab10.4.18.160ase160-w08r2.vuln.lax.rapid7.com

Vuln Lab10.4.23.241batchpatch-2.vuln.lax.rapid7.com

Vuln Lab10.4.21.91bi-sqlsrv2012-n.vuln.lax.rapid7.com

Vuln Lab10.4.18.70bigfix-dc.bigfixr7.vuln.lax.rapid7.com

Vuln Lab10.4.24.194bigfix-sql.vuln.lax.rapid7.com

Vuln Lab10.4.23.86capclient-w12.vuln.lax.rapid7.com

Vuln Lab10.4.31.194cb-agent-w08.vuln.lax.rapid7.com

Vuln Lab10.4.26.180cb-agent-w12.vuln.lax.rapid7.com

Vuln Lab10.4.22.115cb-agent-win7.vuln.lax.rapid7.com

Vuln Lab10.4.22.19cb-komand-w12.vuln.lax.rapid7.com

Vuln Lab10.4.17.84cf-11-w12r2-p.vuln.lax.rapid7.com

Vuln Lab10.4.16.227cf-2018-w12r2-p.vuln.lax.rapid7.com

Vuln Lab10.4.18.126cis-mozilla-x32-esr.vuln.lax.rapid7.com

Vuln Lab10.4.29.250cis-nist-c.vuln.lax.rapid7.com

Vuln Lab10.4.26.134cis-win81-n.vuln.lax.rapid7.com

Vuln Lab10.4.19.19clt-epo-win12.vuln.lax.rapid7.com
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Vuln Lab10.4.17.174collector-ws2019-x64.vuln.lax.rapid7.com

Vuln Lab10.4.26.212conf-w12-6-1-u.vuln.lax.rapid7.com

Vuln Lab10.4.29.29
conf-with-http-server-enabled-u.vuln.lax.rapid7.com

Vuln Lab10.4.17.83content-5992-p1.vuln.lax.rapid7.com

Vuln Lab10.4.25.84content-5992-u2.vuln.lax.rapid7.com

Vuln Lab10.4.24.177cp-agent-win12.vuln.lax.rapid7.com

Rapid7 Insight Agents,Vuln Lab10.4.24.38cs-agent-w12.vuln.lax.rapid7.com

Vuln Lab10.4.22.68csm-10-0.vuln.lax.rapid7.com

Vuln Lab10.4.23.1cuckoo-guest.vuln.lax.rapid7.com

Vuln Lab10.4.28.152d-win12-ms-rn.vuln.lax.rapid7.com

Vuln Lab10.4.21.137db2-11-w12r2.vuln.lax.rapid7.com

Vuln Lab10.4.26.3db2-w2k8r2-c.vuln.lax.rapid7.com

Vuln Lab10.4.23.206def2k8r2-p.vuln.lax.rapid7.com

Vuln Lab10.4.17.30def2k8r2-u.vuln.lax.rapid7.com

Vuln Lab10.4.26.15dhcp-test2.vuln.lax.rapid7.com

Vuln Lab10.4.31.120disa-win10-n.vuln.lax.rapid7.com

Vuln Lab10.4.19.132disa-win7-n.vuln.lax.rapid7.com

Vuln Lab10.4.20.241disa-ws2016-c.vuln.lax.rapid7.com

Vuln Lab10.4.17.52disa-ws2016-c2.vuln.lax.rapid7.com

Vuln Lab10.4.24.20disa-ws2016-n2.vuln.lax.rapid7.com

Vuln Lab10.4.19.82disa-ws2019-nc.vuln.lax.rapid7.com

Vuln Lab10.4.28.10docker-ce-w10-u.vuln.lax.rapid7.com

Vuln Lab10.4.22.9docker-ee-ws2016-u.vuln.lax.rapid7.com

Vuln Lab10.4.18.239docker-w10-u.vuln.lax.rapid7.com

Vuln Lab10.4.30.224dotnet-mvc-2-p.vuln.lax.rapid7.com

Vuln Lab10.4.27.238dotnet-mvc-2-u.vuln.lax.rapid7.com

Vuln Lab10.4.30.227dotnet-mvc-3-p.vuln.lax.rapid7.com

Vuln Lab10.4.24.161dotnet-mvc-3-u.vuln.lax.rapid7.com

Vuln Lab10.4.31.27dotnet-mvc-4-u.vuln.lax.rapid7.com

Vuln Lab10.4.19.246dsgnr07sp3-p.vuln.lax.rapid7.com

Vuln Lab10.4.29.96dsgnr10sp1-3-u.vuln.lax.rapid7.com

Vuln Lab10.4.25.242dsgnr10sp1-6-u.vuln.lax.rapid7.com

Vuln Lab10.4.26.146dsgnr10sp2-3-u.vuln.lax.rapid7.com

Vuln Lab10.4.21.170dsgnr10sp2-6-u.vuln.lax.rapid7.com

Vuln Lab10.4.24.159dsgnr13-3-u.vuln.lax.rapid7.com

Vuln Lab10.4.18.21dsgnr13-6-u.vuln.lax.rapid7.com

Vuln Lab10.4.20.113dsgnr13sp1-3-u.vuln.lax.rapid7.com

Vuln Lab10.4.18.66dsgnr13sp1-6-u.vuln.lax.rapid7.com

Vuln Lab10.4.29.130ePO-5-10.vuln.lax.rapid7.com

Vuln Lab10.4.18.205edge20-w10-u.vuln.lax.rapid7.com

Vuln Lab10.4.18.146ens-1070-win.vuln.lax.rapid7.com

Vuln Lab10.4.27.152ep-win12.vuln.lax.rapid7.com

Vuln Lab10.4.30.43excel-vw-sp2-u.vuln.lax.rapid7.com

Vuln Lab10.4.21.55exchg2010sp3-d.vuln.lax.rapid7.com

Vuln Lab10.4.30.155exchg2016-a-p.vuln.lax.rapid7.com

Vuln Lab10.4.28.68fim-robot-w10-pro-x64.vuln.lax.rapid7.com

Vuln Lab10.4.28.250fim-w7-6.vuln.lax.rapid7.com

Vuln Lab10.4.22.158fim-w8-6-tp.vuln.lax.rapid7.com

Vuln Lab10.4.30.119fim-wxp-6-sp2-tu.vuln.lax.rapid7.com
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Vuln Lab10.4.20.10firefox-esr-p.vuln.lax.rapid7.com

Vuln Lab10.4.29.106firefox-esr-u.vuln.lax.rapid7.com

Vuln Lab10.4.25.22firefox-usr-ins.vuln.lax.rapid7.com

Vuln Lab10.4.18.221flash-esv-p.vuln.lax.rapid7.com

Vuln Lab10.4.17.61flash-esv-u.vuln.lax.rapid7.com

Vuln Lab10.4.28.113flash-w7-6-p.vuln.lax.rapid7.com

Vuln Lab10.4.19.113flash10-w7-3-u.vuln.lax.rapid7.com

Vuln Lab10.4.19.89flash10-w7-6-u.vuln.lax.rapid7.com

Vuln Lab10.4.26.11flash11-w7-6-u.vuln.lax.rapid7.com

Vuln Lab10.4.23.196flash22-w10-u.vuln.lax.rapid7.com

Vuln Lab10.4.29.235fmotion-b.vuln.lax.rapid7.com

Vuln Lab10.4.17.42fmotion-firefox-5201-u.vuln.lax.rapid7.com

Vuln Lab10.4.24.39ftest-w10-pro-x64.vuln.lax.rapid7.com

Vuln Lab10.4.19.26groove-s-2007.vuln.lax.rapid7.com

Vuln Lab10.4.19.95host-w08-clone.vuln.lax.rapid7.com

Vuln Lab10.4.23.90hpc2008-u.vuln.lax.rapid7.com

Vuln Lab10.4.30.2hpc2008r2-p.vuln.lax.rapid7.com

Vuln Lab10.4.25.100hpc2008r2-u.vuln.lax.rapid7.com

Vuln Lab10.4.18.54iagent3-win10.vuln.lax.rapid7.com

Vuln Lab10.4.22.180iagent4-win10.vuln.lax.rapid7.com

Vuln Lab10.4.29.44ibm-db2-multi-inst-win.vuln.lax.rapid7.com

Vuln Lab10.4.26.174ie10-win7-u.vuln.lax.rapid7.com

Vuln Lab10.4.24.147ie11-cis-c.vuln.lax.rapid7.com

Vuln Lab10.4.18.172ie11-cis-n.vuln.lax.rapid7.com

Vuln Lab10.4.26.92ie7-w2k8sp2-p.vuln.lax.rapid7.com

Vuln Lab10.4.29.154ie9-cis-c.vuln.lax.rapid7.com

Vuln Lab10.4.26.5ie9-win7-x64.vuln.lax.rapid7.com

Vuln Lab10.4.26.59ihs-8-w12r2-fixes.vuln.lax.rapid7.com

Vuln Lab10.4.28.106ihs-8-w12r2.vuln.lax.rapid7.com

Vuln Lab10.4.25.176ihs-855-w12r2.vuln.lax.rapid7.com

Vuln Lab10.4.27.164ihs-904-w12r2-fixes.vuln.lax.rapid7.com

Vuln Lab10.4.30.36
ihs-im9-with-archive9-w12r2.vuln.lax.rapid7.com

Vuln Lab10.4.17.138iis-insecure.vuln.lax.rapid7.com

Vuln Lab10.4.28.118iis8-bi-n.vuln.lax.rapid7.com

Vuln Lab10.4.22.17iis8-cis-c.vuln.lax.rapid7.com

Vuln Lab10.4.20.100iis8-cis-nc.vuln.lax.rapid7.com

Vuln Lab10.4.17.60iis85-disa-c.vuln.lax.rapid7.com

Vuln Lab10.4.18.24iis85-disa-c.vuln.lax.rapid7.com

Vuln Lab10.4.19.149im-1903-ws2016.vuln.lax.rapid7.com

Vuln Lab10.4.19.65im-3-3-ws2016.vuln.lax.rapid7.com

Vuln Lab10.4.23.223infopath10-u.vuln.lax.rapid7.com

Vuln Lab10.4.23.63infopath13-6p.vuln.lax.rapid7.com

Vuln Lab10.4.22.184infopath13-6u.vuln.lax.rapid7.com

Vuln Lab10.4.22.182infopath2k7-u.vuln.lax.rapid7.com

Vuln Lab10.4.31.84itest-apse2-i-w2k3-x64.vuln.lax.rapid7.com

Vuln Lab10.4.26.159
itest-apse2-i-w7sp1-pro-x86.vuln.lax.rapid7.com

Vuln Lab10.4.21.83itest-apse2-u-w2k3-x64.vuln.lax.rapid7.com

Vuln Lab10.4.20.34itest-cac1-i-xp-x64-sp2.vuln.lax.rapid7.com

Vuln Lab10.4.17.250itest-cac1-u-xp-x64-sp2.vuln.lax.rapid7.com
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Vuln Lab10.4.25.49
itest-cace1-i-w7sp1-pro-x86.vuln.lax.rapid7.com

Vuln Lab10.4.21.190
itest-cace1-u-w7sp1-pro-x86.vuln.lax.rapid7.com

Vuln Lab10.4.26.162itest-euc1-i-w7sp1-pro-x86.vuln.lax.rapid7.com

Vuln Lab10.4.29.9
itest-euc1-i-w7sp1-x64-proxy.vuln.lax.rapid7.com

Vuln Lab10.4.26.137itest-euc1-i-w7sp1-x64.vuln.lax.rapid7.com

Vuln Lab10.4.19.47itest-euc1-u-xp-x64-sp2.vuln.lax.rapid7.com

Vuln Lab10.4.20.206itest-i-vista-ent-x64.vuln.lax.rapid7.com

Vuln Lab10.4.21.116itest-i-w10-pro-x64.vuln.lax.rapid7.com

Vuln Lab10.4.27.126itest-i-w2k8sp2-x64.vuln.lax.rapid7.com

Vuln Lab10.4.28.233itest-i-w8-x64.vuln.lax.rapid7.com

Vuln Lab10.4.24.201itest-i-w81-x64.vuln.lax.rapid7.com

Vuln Lab10.4.20.232itest-i-xp-x86-sp3.vuln.lax.rapid7.com

Vuln Lab10.4.17.127
itest-use1-collector-w2k12-x64.vuln.lax.rapid7.com

Vuln Lab10.4.21.115itest-use1-i-w2k3-x64.vuln.lax.rapid7.com

Vuln Lab10.4.20.174itest-use1-i-w7sp1-pro-x86.vuln.lax.rapid7.com

Vuln Lab10.4.26.203itest-use1-u-xp-x64-sp2.vuln.lax.rapid7.com

Vuln Lab10.4.19.236itunes-p.vuln.lax.rapid7.com

Vuln Lab10.4.22.183ivm-console-test.vuln.lax.rapid7.com

Vuln Lab10.4.29.175java-9.vuln.lax.rapid7.com

Vuln Lab10.4.20.139java-jre-7u1.vuln.lax.rapid7.com

Vuln Lab10.4.20.126java-multiple.vuln.lax.rapid7.com

Vuln Lab10.4.29.99java-zulu.vuln.lax.rapid7.com

Vuln Lab10.4.25.201jira-4-4.vuln.lax.rapid7.com

Vuln Lab10.4.17.187jira-8-13.vuln.lax.rapid7.com

Vuln Lab10.4.17.9k8s-ws2016.vuln.lax.rapid7.com

Vuln Lab10.4.24.29kurupira.vuln.lax.rapid7.com

Vuln Lab10.4.27.46kurupira.vuln.lax.rapid7.com

Vuln Lab10.4.25.212leo-vista-32p.vuln.lax.rapid7.com

Vuln Lab10.4.28.232leo-w08-3-tu.vuln.lax.rapid7.com

Vuln Lab10.4.29.211leo-win2012-srv-p.vuln.lax.rapid7.com

Vuln Lab10.4.21.218lighty-147-w03.vuln.lax.rapid7.com

Vuln Lab10.4.25.47livemeeting07-p.vuln.lax.rapid7.com

Vuln Lab10.4.19.21livemeeting07-u.vuln.lax.rapid7.com

Vuln Lab10.4.24.144manage-engine.vuln.lax.rapid7.com

Vuln Lab10.4.22.143many-users.vuln.lax.rapid7.com

Vuln Lab10.4.31.143mariadb-5-w12.vuln.lax.rapid7.com

Vuln Lab10.4.17.180mbsadiff.vuln.lax.rapid7.com

Vuln Lab10.4.25.158mg-sfb2016-client.vuln.lax.rapid7.com

Vuln Lab10.4.24.172mgarewal-sxs.vuln.lax.rapid7.com

Vuln Lab10.4.22.42mgarewal-w03-6-snmp.vuln.lax.rapid7.com

Vuln Lab10.4.21.177
mgarewal-w7sp1-pro-x86-p.vuln.lax.rapid7.com

Vuln Lab10.4.29.170mgarewal-win8-ent-x86-u.vuln.lax.rapid7.com

Vuln Lab10.4.17.238moodle-3-2-w10.vuln.lax.rapid7.com

Vuln Lab10.4.19.237ms-intune-w10.vuln.lax.rapid7.com

Vuln Lab10.4.29.66msft-tools.vuln.lax.rapid7.com

Vuln Lab10.4.28.201mssql-2016-ssl-required.vuln.lax.rapid7.com

Vuln Lab10.4.21.61msxml-4-p.vuln.lax.rapid7.com

Vuln Lab10.4.30.137msxml-4-u.vuln.lax.rapid7.com
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Vuln Lab10.4.24.152
multiple-mozilla-products-u.vuln.lax.rapid7.com

Vuln Lab10.4.28.157my55-win7sp1-u.vuln.lax.rapid7.com

Vuln Lab10.4.26.58nginx-php-w10.vuln.lax.rapid7.com

Vuln Lab10.4.31.164nginx-w-144.vuln.lax.rapid7.com

Vuln Lab10.4.26.43o-weblg-12-2w-p.vuln.lax.rapid7.com

Vuln Lab10.4.25.178o-weblg-12-2w-u.vuln.lax.rapid7.com

Vuln Lab10.4.20.185ofc-10-3-3u.vuln.lax.rapid7.com

Vuln Lab10.4.27.18ofc-10-3-6u.vuln.lax.rapid7.com

Vuln Lab10.4.22.110ofc-comp-sp3-d.vuln.lax.rapid7.com

Vuln Lab10.4.17.223ofc-comp-sp3-p.vuln.lax.rapid7.com

Vuln Lab10.4.22.116ofc-comp-sp3-u.vuln.lax.rapid7.com

Vuln Lab10.4.22.99ofc10sp1-6p.vuln.lax.rapid7.com

Vuln Lab10.4.17.138ofc16-3-p.vuln.lax.rapid7.com

Vuln Lab10.4.26.18ofc16-3-u.vuln.lax.rapid7.com

Vuln Lab10.4.27.246ofc16-cis-c.vuln.lax.rapid7.com

Vuln Lab10.4.20.85ofc16-cis-n.vuln.lax.rapid7.com

Vuln Lab10.4.31.125ofc16msi-tst.vuln.lax.rapid7.com

Vuln Lab10.4.29.107ofc2010-2k3-6u.vuln.lax.rapid7.com

Vuln Lab10.4.30.21ofc2013-sp1-3p.vuln.lax.rapid7.com

Vuln Lab10.4.23.8ofc2013-sp1-6p.vuln.lax.rapid7.com

Vuln Lab10.4.29.43ofc2013-sp1-6u.vuln.lax.rapid7.com

Vuln Lab10.4.29.190office-2010-3u.vuln.lax.rapid7.com

Vuln Lab10.4.21.75office-2010-sp1.vuln.lax.rapid7.com

Vuln Lab10.4.25.88office-2019-p.vuln.lax.rapid7.com

Vuln Lab10.4.21.124office-2k3sp3-p.vuln.lax.rapid7.com

Vuln Lab10.4.20.238office-2k3sp3-u.vuln.lax.rapid7.com

Vuln Lab10.4.30.187office-2k7sp2-u.vuln.lax.rapid7.com

Vuln Lab10.4.20.37office-viewer-p.vuln.lax.rapid7.com

Vuln Lab10.4.26.197office-viewer-u.vuln.lax.rapid7.com

Vuln Lab10.4.30.44office2013-3u.vuln.lax.rapid7.com

Vuln Lab10.4.18.50office2013-6u.vuln.lax.rapid7.com

Vuln Lab10.4.28.125openjdk-java.vuln.lax.rapid7.com

Vuln Lab10.4.20.212or11gR1-w2k8-u.vuln.lax.rapid7.com

Vuln Lab10.4.29.238or11gR2-w2k8-3.vuln.lax.rapid7.com

Vuln Lab10.4.25.128or11gR2-w2k8-u.vuln.lax.rapid7.com

Vuln Lab10.4.17.150ora12cR1-w7-p.vuln.lax.rapid7.com

Vuln Lab10.4.20.235ora12cR1-w7-u.vuln.lax.rapid7.com

Vuln Lab10.4.21.45ora19c-w10-p.vuln.lax.rapid7.com

Vuln Lab10.4.25.101oracle-java-8p.vuln.lax.rapid7.com

Vuln Lab10.4.21.60orc-weblg-srv-win.vuln.lax.rapid7.com

Vuln Lab10.4.23.0osquery-win10.vuln.lax.rapid7.com

Vuln Lab10.4.20.78owa13-p.vuln.lax.rapid7.com

Vuln Lab10.4.19.118owa13-sp1-p.vuln.lax.rapid7.com

Vuln Lab10.4.21.216owa13-sp1-u.vuln.lax.rapid7.com

Vuln Lab10.4.21.77owa13-u.vuln.lax.rapid7.com

Vuln Lab10.4.22.77owa2k10sp1-p.vuln.lax.rapid7.com

Vuln Lab10.4.26.126owa2k10sp2-p.vuln.lax.rapid7.com

Vuln Lab10.4.22.77owa2k10sp2-u.vuln.lax.rapid7.com

Vuln Lab10.4.24.153pan-userid-3-i.vuln.lax.rapid7.com
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Vuln Lab10.4.20.117pan-userid-4-i.vuln.lax.rapid7.com

Vuln Lab10.4.17.6pan-userid-5-i.vuln.lax.rapid7.com

Vuln Lab10.4.17.6pan-userid-5-i.vuln.lax.rapid7.com

Vuln Lab10.4.22.188pass-vault-9-3.vuln.lax.rapid7.com

Vuln Lab10.4.27.7project-2013-u.vuln.lax.rapid7.com

Vuln Lab10.4.18.32project-2019-u.vuln.lax.rapid7.com

Vuln Lab10.4.25.72pserv10sp2-p.vuln.lax.rapid7.com

Vuln Lab10.4.19.145qustodio.vuln.lax.rapid7.com

Vuln Lab10.4.25.219reader11-p.vuln.lax.rapid7.com

Vuln Lab10.4.24.79reader8-u.vuln.lax.rapid7.com

Vuln Lab10.4.17.63responder-w12.vuln.lax.rapid7.com

Vuln Lab10.4.25.75robot-w11-pro-inspr.vuln.lax.rapid7.com

Vuln Lab10.4.29.159robot-w2k8-sp1.vuln.lax.rapid7.com

Vuln Lab10.4.26.132robot-win-2012.vuln.lax.rapid7.com

Vuln Lab10.4.30.131robot-win-peter-collector.vuln.lax.rapid7.com

Vuln Lab10.4.31.1robot-win10-ent.vuln.lax.rapid7.com

Vuln Lab10.4.27.80robot-win10-x86.vuln.lax.rapid7.com

Vuln Lab10.4.27.19rsa-archgrc-6-3.vuln.lax.rapid7.com

Vuln Lab10.4.23.185rsa-sql.vuln.lax.rapid7.com

Vuln Lab10.4.23.225s-endp-w12.vuln.lax.rapid7.com

Vuln Lab10.4.22.200safari-u.vuln.lax.rapid7.com

Vuln Lab10.4.29.138sap-java.vuln.lax.rapid7.com

Vuln Lab10.4.26.192sccm-win10.vuln.lax.rapid7.com

Vuln Lab10.4.31.71seamonkey-u.vuln.lax.rapid7.com

Vuln Lab10.4.24.241sepm-14.vuln.lax.rapid7.com

Vuln Lab10.4.25.238sfb2016-client.vuln.lax.rapid7.com

Vuln Lab10.4.18.67shockwave-p.vuln.lax.rapid7.com

Vuln Lab10.4.29.195shrpnt-f-p.vuln.lax.rapid7.com

Vuln Lab10.4.17.49shrpnt10-sp1-p.vuln.lax.rapid7.com

Vuln Lab10.4.20.17shrpnt13-sp1-p.vuln.lax.rapid7.com

Vuln Lab10.4.24.96shrpnt13-sp1-u.vuln.lax.rapid7.com

Vuln Lab10.4.23.236silverlight5-p.vuln.lax.rapid7.com

Vuln Lab10.4.17.8silverlight5-u.vuln.lax.rapid7.com

Vuln Lab10.4.17.128sitecore-cms-telerik.vuln.lax.rapid7.com

Vuln Lab10.4.16.167so-agent-win12.vuln.lax.rapid7.com

Vuln Lab10.4.24.235spider-w12.vuln.lax.rapid7.com

Vuln Lab10.4.24.60spider-w2k3.vuln.lax.rapid7.com

Vuln Lab10.4.18.115spider-w81.vuln.lax.rapid7.com

Vuln Lab10.4.31.99spider-wv.vuln.lax.rapid7.com

Vuln Lab10.4.24.54spider-wxp.vuln.lax.rapid7.com

Vuln Lab10.4.23.171splunk-724-w12.vuln.lax.rapid7.com

Vuln Lab10.4.20.144spt-f-10-2-u.vuln.lax.rapid7.com

Vuln Lab10.4.26.158sql2012-bi-c.vuln.lax.rapid7.com

Vuln Lab10.4.22.213sql2012-cis-nc.vuln.lax.rapid7.com

Vuln Lab10.4.22.97sql2012sp1ent-p.vuln.lax.rapid7.com

Vuln Lab10.4.22.168sql2012sp2-p.vuln.lax.rapid7.com

Vuln Lab10.4.26.149sql2012sp3-u.vuln.lax.rapid7.com

Vuln Lab10.4.18.152sql2012sp4-p.vuln.lax.rapid7.com

Vuln Lab10.4.18.151sql2012sp4-u.vuln.lax.rapid7.com

Vuln Lab10.4.29.176sql2014-d.vuln.lax.rapid7.com
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Vuln Lab10.4.21.134sql2014-ent-u.vuln.lax.rapid7.com

Vuln Lab10.4.29.123sql2014-p.vuln.lax.rapid7.com

Vuln Lab10.4.29.183sql2014-u.vuln.lax.rapid7.com

Vuln Lab10.4.27.115sql2014sp1-p.vuln.lax.rapid7.com

Vuln Lab10.4.21.196sql2014sp1-u.vuln.lax.rapid7.com

Vuln Lab10.4.18.218sql2014sp2-u.vuln.lax.rapid7.com

Vuln Lab10.4.21.89sql2016-cis-c.vuln.lax.rapid7.com

Vuln Lab10.4.16.172sql2016-ent-p.vuln.lax.rapid7.com

Vuln Lab10.4.19.188sql2016-ent-u.vuln.lax.rapid7.com

Vuln Lab10.4.22.216sql2016-std-u.vuln.lax.rapid7.com

Vuln Lab10.4.25.33sql2017-ent-p.vuln.lax.rapid7.com

Vuln Lab10.4.27.197sql2017-ent-u.vuln.lax.rapid7.com

Vuln Lab10.4.19.112sql2017-server2019.vuln.lax.rapid7.com

Vuln Lab10.4.29.50sql2017-w10.vuln.lax.rapid7.com

Vuln Lab10.4.30.86sql2019-ent-p.vuln.lax.rapid7.com

Vuln Lab10.4.17.189sql2019-ent-u.vuln.lax.rapid7.com

Vuln Lab10.4.18.71sql2019-win10.vuln.lax.rapid7.com

Vuln Lab10.4.28.168sql2k-p.vuln.lax.rapid7.com

Vuln Lab10.4.17.184sql2k12-p.vuln.lax.rapid7.com

Vuln Lab10.4.29.253sql2k12-u.vuln.lax.rapid7.com

Vuln Lab10.4.28.7sql2k5sp1x64-p.vuln.lax.rapid7.com

Vuln Lab10.4.30.225sql2k5sp1x64-u.vuln.lax.rapid7.com

Vuln Lab10.4.24.122sql2k5sp4x32-u.vuln.lax.rapid7.com

Vuln Lab10.4.19.129sql2k5sp4x64-u.vuln.lax.rapid7.com

Vuln Lab10.4.28.87sql2k8-bi-c.vuln.lax.rapid7.com

Vuln Lab10.4.25.154sql2k8-sp3-u.vuln.lax.rapid7.com

Vuln Lab10.4.25.64sql2k8-sp4-p.vuln.lax.rapid7.com

Vuln Lab10.4.18.250sql2k8-u.vuln.lax.rapid7.com

Vuln Lab10.4.17.48sql2k8r2-cis-c.vuln.lax.rapid7.com

Vuln Lab10.4.31.248sql2k8r2-cis-nc.vuln.lax.rapid7.com

Vuln Lab10.4.18.75sql2k8r2-sp2-u.vuln.lax.rapid7.com

Vuln Lab10.4.18.234sql2k8r2-sp3-p.vuln.lax.rapid7.com

Vuln Lab10.4.22.157sqlserver-dca-18040.vuln.lax.rapid7.com

Vuln Lab10.4.24.90struts-win7.vuln.lax.rapid7.com

Vuln Lab10.4.28.40studio2k3-sp1-u.vuln.lax.rapid7.com

Vuln Lab10.4.26.83superfish-1.vuln.lax.rapid7.com

Vuln Lab10.4.17.78superfish-2.vuln.lax.rapid7.com

Vuln Lab10.4.17.82telnet-w7-non-def.vuln.lax.rapid7.com

Vuln Lab10.4.21.123tfs13-p.vuln.lax.rapid7.com

Vuln Lab10.4.24.178tfs13-u.vuln.lax.rapid7.com

Vuln Lab10.4.30.91thunderbird-u.vuln.lax.rapid7.com

Vuln Lab10.4.29.230tux11gr1-w8-p-2.vuln.lax.rapid7.com

Vuln Lab10.4.28.245tux11gr1-w8-u.vuln.lax.rapid7.com

Vuln Lab10.4.31.5unaffected-w.vuln.lax.rapid7.com

Vuln Lab10.4.24.91
use1-i-w7sp1-pro-x86-proxy.vuln.lax.rapid7.com

Vuln Lab10.4.17.4vba-sdk-u.vuln.lax.rapid7.com

Vuln Lab10.4.30.25vcenter-6-7.vuln.lax.rapid7.com

Vuln Lab10.4.17.209vis2k10-pr-u.vuln.lax.rapid7.com

Vuln Lab10.4.28.150vis2k10x86-st-u.vuln.lax.rapid7.com
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Vuln Lab10.4.28.102visio-2k7-pro-u.vuln.lax.rapid7.com

Vuln Lab10.4.23.120visio-vw-2k3-u.vuln.lax.rapid7.com

Vuln Lab10.4.30.26visio-vw-2k7-2u.vuln.lax.rapid7.com

Vuln Lab10.4.25.109visio-vw-2k7-u.vuln.lax.rapid7.com

Vuln Lab10.4.17.29visio-vwsp1-u.vuln.lax.rapid7.com

Vuln Lab10.4.22.126visio2013sp1-3p.vuln.lax.rapid7.com

Vuln Lab10.4.17.128visio2013sp1-6p.vuln.lax.rapid7.com

Vuln Lab10.4.18.136visio2k3-pro-u.vuln.lax.rapid7.com

Vuln Lab10.4.23.243vista-opera-c.vuln.lax.rapid7.com

Vuln Lab10.4.21.52vista-sp2-64-p.vuln.lax.rapid7.com

Vuln Lab10.4.30.205vista-usgcb-nc.vuln.lax.rapid7.com

Vuln Lab10.4.23.32vlc-2-0-3-u.vuln.lax.rapid7.com

Vuln Lab10.4.25.29vs-2008-gold.vuln.lax.rapid7.com

Vuln Lab10.4.26.34vs-2008-sp1.vuln.lax.rapid7.com

Vuln Lab10.4.28.125vs2010sp1-p.vuln.lax.rapid7.com

Vuln Lab10.4.28.96vs2010sp1-u.vuln.lax.rapid7.com

Vuln Lab10.4.29.225vs2012-w12r2-u.vuln.lax.rapid7.com

Vuln Lab10.4.17.206vs2013ex-mvc5-u.vuln.lax.rapid7.com

Vuln Lab10.4.17.179vs2013x-mvc51-u.vuln.lax.rapid7.com

Vuln Lab10.4.25.186vs2015-32-p.vuln.lax.rapid7.com

Vuln Lab10.4.30.1vs2015-p.vuln.lax.rapid7.com

Vuln Lab10.4.23.206w-gaia-smartconsole.vuln.lax.rapid7.com

Vuln Lab10.4.21.180w03-6-snmp.vuln.lax.rapid7.com

Vuln Lab10.4.17.150w03sp2-6-dns-f.vuln.lax.rapid7.com

Vuln Lab10.4.31.237w08-6-ibm-jre.vuln.lax.rapid7.com

Vuln Lab10.4.29.8w08-NET-mgray.vuln.lax.rapid7.com

Vuln Lab10.4.27.155w08-ibm-jre-v6.vuln.lax.rapid7.com

Vuln Lab10.4.27.148w08-ibm-jre-v8.vuln.lax.rapid7.com

Vuln Lab10.4.31.168w08-pcanyw-125.vuln.lax.rapid7.com

Vuln Lab10.4.26.52w081-3-tp.vuln.lax.rapid7.com

Vuln Lab10.4.17.222w08r2-wsus.wsus08.vuln.lax.rapid7.com

Vuln Lab10.4.17.145w10-1803-net48p.vuln.lax.rapid7.com

Vuln Lab10.4.18.182w10-1803-net48u.vuln.lax.rapid7.com

Vuln Lab10.4.17.26w10-21h2-prev.vuln.lax.rapid7.com

Vuln Lab10.4.16.143w10-3-1511-p.vuln.lax.rapid7.com

Vuln Lab10.4.18.85w10-3-1703-p.vuln.lax.rapid7.com

Vuln Lab10.4.31.72w10-3-1803-p.vuln.lax.rapid7.com

Vuln Lab10.4.30.58w10-3-1803-u.vuln.lax.rapid7.com

Vuln Lab10.4.18.60w10-3-1809-u.vuln.lax.rapid7.com

Vuln Lab10.4.17.156w10-3-1903-p.vuln.lax.rapid7.com

Vuln Lab10.4.28.103w10-3-1903-u.vuln.lax.rapid7.com

Vuln Lab10.4.19.34w10-3-1909-p.vuln.lax.rapid7.com

Vuln Lab10.4.27.191w10-3-1909-u-sr.vuln.lax.rapid7.com

Vuln Lab10.4.29.31w10-3-net46-p.vuln.lax.rapid7.com

Vuln Lab10.4.19.181w10-3-net46-u.vuln.lax.rapid7.com

Vuln Lab10.4.22.35w10-3-net47-p.vuln.lax.rapid7.com

Vuln Lab10.4.22.30w10-3-net47-u.vuln.lax.rapid7.com

Vuln Lab10.4.18.95w10-3-net50-p.vuln.lax.rapid7.com

Vuln Lab10.4.27.15w10-6-1607-p.vuln.lax.rapid7.com

Vuln Lab10.4.19.15w10-6-1803-p.vuln.lax.rapid7.com

64 of 76



Name IP Address Site

Vuln Lab10.4.25.245w10-6-1803-u.vuln.lax.rapid7.com

Vuln Lab10.4.30.54w10-6-1809-p.vuln.lax.rapid7.com

Vuln Lab10.4.19.203w10-6-1809-u.vuln.lax.rapid7.com

Vuln Lab10.4.31.98w10-6-1903-p-skhare.vuln.lax.rapid7.com

Vuln Lab10.4.20.42w10-6-1903-u.vuln.lax.rapid7.com

Vuln Lab10.4.22.94w10-6-1909-u.vuln.lax.rapid7.com

Vuln Lab10.4.28.220w10-6-2004-p.vuln.lax.rapid7.com

Vuln Lab10.4.22.32w10-6-20H2-u.vuln.lax.rapid7.com

Vuln Lab10.4.31.190w10-bi2-c-amna.vuln.lax.rapid7.com

Vuln Lab10.4.21.138w10-dev-bbenn.vuln.lax.rapid7.com

Vuln Lab10.4.30.92w10-ent-x64-p.vuln.lax.rapid7.com

Vuln Lab10.4.20.71w10-ent-x86-p.vuln.lax.rapid7.com

Vuln Lab10.4.21.198w10-home-x64-u.vuln.lax.rapid7.com

Vuln Lab10.4.17.32w10-one-3-4.vuln.lax.rapid7.com

Vuln Lab10.4.30.226w10-pro-x64-p.vuln.lax.rapid7.com

Vuln Lab10.4.28.23w10-software-fingerprints.vuln.lax.rapid7.com

Vuln Lab10.4.27.62w10en15-3ltsb-u.vuln.lax.rapid7.com

Vuln Lab10.4.30.20w10en15-6ltsb-p.vuln.lax.rapid7.com

Vuln Lab10.4.19.241w11-ent-x64-p.vuln.lax.rapid7.com

Vuln Lab10.4.24.237w11-ent-x64-u.vuln.lax.rapid7.com

Vuln Lab10.4.26.115w11-home-x64-p.vuln.lax.rapid7.com

Vuln Lab10.4.24.236w11-pro-inspr.vuln.lax.rapid7.com

Vuln Lab10.4.28.65w11-pro-x64-p.vuln.lax.rapid7.com

Vuln Lab10.4.23.238w11-pro-x64-u.vuln.lax.rapid7.com

Vuln Lab10.4.29.217w11-x64-p.vuln.lax.rapid7.com

Vuln Lab10.4.26.121w11-x64-u.vuln.lax.rapid7.com

Vuln Lab10.4.20.172w12-6-dc.vuln.lax.rapid7.com

Vuln Lab10.4.25.179w12-net46-u.vuln.lax.rapid7.com

Vuln Lab10.4.21.111w12-net47-d.vuln.lax.rapid7.com

Vuln Lab10.4.18.72w12-net47-p.vuln.lax.rapid7.com

Vuln Lab10.4.30.76w12-net47-u.vuln.lax.rapid7.com

Vuln Lab10.4.26.119w12-sepm14.vuln.lax.rapid7.com

Vuln Lab10.4.24.179w12-sepo14.vuln.lax.rapid7.com

Vuln Lab10.4.30.211w12-srv-snmp.vuln.lax.rapid7.com

Vuln Lab10.4.18.193w12c-6-u.vuln.lax.rapid7.com

Vuln Lab10.4.26.130w12r2-c-d.vuln.lax.rapid7.com

Vuln Lab10.4.16.173w12r2-c-p.vuln.lax.rapid7.com

Vuln Lab10.4.29.208w12r2-c-tp.vuln.lax.rapid7.com

Vuln Lab10.4.31.189w12r2-c-u.vuln.lax.rapid7.com

Vuln Lab10.4.22.60w12r2-dn452-p.vuln.lax.rapid7.com

Vuln Lab10.4.27.77w12r2-p2.vuln.lax.rapid7.com

Vuln Lab10.4.29.170w12r2-ssms-p.vuln.lax.rapid7.com

Vuln Lab10.4.20.170w12r2dc-disa-n.vuln.lax.rapid7.com

Vuln Lab10.4.30.126w2012-disa-dcnc.vuln.lax.rapid7.com

Vuln Lab10.4.31.146w2012r2-cis-n.vuln.lax.rapid7.com

Vuln Lab10.4.21.229w2k12-bi-n.vuln.lax.rapid7.com

Vuln Lab10.4.29.202w2k12-fnd-u.vuln.lax.rapid7.com

Vuln Lab10.4.29.223w2k12-stg-stn-u.vuln.lax.rapid7.com

Vuln Lab10.4.27.157w2k12-vs.vuln.lax.rapid7.com
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Vuln Lab10.4.29.218
w2k12-websphere-liberty-8559.vuln.lax.rapid7.com

Vuln Lab10.4.23.230
w2k12-websphere-liberty-zip-
install.vuln.lax.rapid7.com

Vuln Lab10.4.21.186
w2k12-websphere-network-deployment-install-
manager.vuln.lax.rapid7.com

Vuln Lab10.4.31.235w2k3-ent-x64-p.vuln.lax.rapid7.com

Vuln Lab10.4.31.241w2k3-strd-x64.vuln.lax.rapid7.com

Vuln Lab10.4.27.35w2k3or9i-cis-n.vuln.lax.rapid7.com

Vuln Lab10.4.30.60w2k3sp2-datc-p.vuln.lax.rapid7.com

Vuln Lab10.4.30.197w2k3sp2-x64-u.vuln.lax.rapid7.com

Vuln Lab10.4.30.240w2k3sp2-x86-p.vuln.lax.rapid7.com

Vuln Lab10.4.23.200w2k3sp2-x86-u.vuln.lax.rapid7.com

Vuln Lab10.4.28.149w2k8-cis-nc.vuln.lax.rapid7.com

Vuln Lab10.4.26.71w2k8-disa-nc.vuln.lax.rapid7.com

Vuln Lab10.4.31.219w2k8-sp1-6-p.vuln.lax.rapid7.com

Vuln Lab10.4.22.117w2k8-x64-core-p.vuln.lax.rapid7.com

Vuln Lab10.4.19.229w2k8-x86-core-p.vuln.lax.rapid7.com

Vuln Lab10.4.27.235w2k8-x86-core-u.vuln.lax.rapid7.com

Vuln Lab10.4.19.66w2k8-x86-p.vuln.lax.rapid7.com

Vuln Lab10.4.20.228w2k8-x86-u.vuln.lax.rapid7.com

Vuln Lab10.4.25.80w2k8or11-cis-nc.vuln.lax.rapid7.com

Vuln Lab10.4.21.250w2k8or11-disa-c.vuln.lax.rapid7.com

Vuln Lab10.4.25.217w2k8r2-1-cis-nc.vuln.lax.rapid7.com

Vuln Lab10.4.21.196w2k8r2dc-disa-n.disa.vuln.lax.rapid7.com

Vuln Lab10.4.17.140w2k8sp2-cis-1.test.gravindran.com

Vuln Lab10.4.19.192w2k8sp2-dns.vuln.lax.rapid7.com

Vuln Lab10.4.27.130
w2k8sp2-x64-smb2-signing-
enabled.vuln.lax.rapid7.com

Vuln Lab10.4.23.94
w2k8sp2-x64-smb2-signing-
required.vuln.lax.rapid7.com

Vuln Lab10.4.18.216w2k8sp2-x64-u.vuln.lax.rapid7.com

Vuln Lab10.4.31.103w7-3-net46-p.vuln.lax.rapid7.com

Vuln Lab10.4.27.239w7-3-net46-u.vuln.lax.rapid7.com

Vuln Lab10.4.18.94w7-3-net47-p.vuln.lax.rapid7.com

Vuln Lab10.4.18.184w7-3-net47-u.vuln.lax.rapid7.com

Vuln Lab10.4.27.94w7-3-sp1-d.vuln.lax.rapid7.com

Vuln Lab10.4.18.102w7-3-sp1-p.vuln.lax.rapid7.com

Vuln Lab10.4.20.84w7-6-laps.vuln.lax.rapid7.com

Vuln Lab10.4.19.151w7-6-net46-u.vuln.lax.rapid7.com

Vuln Lab10.4.19.205
w7-6-sp1-chrome-multiuser.vuln.lax.rapid7.com

Vuln Lab10.4.17.93w7-6-sp1-logs.vuln.lax.rapid7.com

Vuln Lab10.4.27.117w7-6-sp1-tu.vuln.lax.rapid7.com

Vuln Lab10.4.22.145w7-6-sp1-winrm.vuln.lax.rapid7.com

Vuln Lab10.4.22.239w7-6-sql2k8.vuln.lax.rapid7.com

Vuln Lab10.4.18.191w7-7zip-u.vuln.lax.rapid7.com

Vuln Lab10.4.31.2w7-conexant-mictray.vuln.lax.rapid7.com

Vuln Lab10.4.18.239w7-kaspersky-endpoint.vuln.lax.rapid7.com

Vuln Lab10.4.21.205w7-ofc13-32.vuln.lax.rapid7.com

Vuln Lab10.4.30.191w7e6-ma-client.vuln.lax.rapid7.com

Vuln Lab10.4.22.192w7or12c-cis-c.vuln.lax.rapid7.com

Vuln Lab10.4.19.194w7sp1-2564.vuln.lax.rapid7.com

Vuln Lab10.4.23.126
w7sp1-x64-adobe-digitaleditions.vuln.lax.rapid7.com
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Vuln Lab10.4.28.235w81-3-d.vuln.lax.rapid7.com

Vuln Lab10.4.19.72w81-3-net46-p.vuln.lax.rapid7.com

Vuln Lab10.4.17.69w81-3-net46-u.vuln.lax.rapid7.com

Vuln Lab10.4.24.200w81-3-net47-p.vuln.lax.rapid7.com

Vuln Lab10.4.17.99w81-3-net47-u.vuln.lax.rapid7.com

Vuln Lab10.4.31.240w81-3-p.vuln.lax.rapid7.com

Vuln Lab10.4.18.113w81-3-u.vuln.lax.rapid7.com

Vuln Lab10.4.28.56w81-6-d.vuln.lax.rapid7.com

Vuln Lab10.4.25.91w81-6-net45-p.vuln.lax.rapid7.com

Vuln Lab10.4.21.47w81-6-p.vuln.lax.rapid7.com

Vuln Lab10.4.28.204w81-6-u.vuln.lax.rapid7.com

Vuln Lab10.4.28.103w81-chrome-ancient.vuln.lax.rapid7.com

Vuln Lab10.4.28.131w81-chrome-extensions.vuln.lax.rapid7.com

Vuln Lab10.4.28.196was-700-win7.vuln.lax.rapid7.com

Vuln Lab10.4.29.210was-800-w08-interim-fixes.vuln.lax.rapid7.com

Vuln Lab10.4.22.237was-liberty-p.vuln.lax.rapid7.com

Vuln Lab10.4.24.192was9-w08-c.vuln.lax.rapid7.com

Vuln Lab10.4.19.191webapp-dis-w7-iis

Vuln Lab10.4.17.143webapp-iis-multiple.vuln.lax.rapid7.com

Vuln Lab10.4.20.245webapp-iis6.vuln.lax.rapid7.com

Vuln Lab10.4.21.146webex-w7-1-0-12.vuln.lax.rapid7.com

Vuln Lab10.4.20.255webex-w7-u.vuln.lax.rapid7.com

Vuln Lab10.4.28.1weblogic-10-w7-p.vuln.lax.rapid7.com

Vuln Lab10.4.25.74weblogic-10-w7-u.vuln.lax.rapid7.com

Vuln Lab10.4.21.76wildcards-smb2.vuln.lax.rapid7.com

Vuln Lab10.4.26.65win-chrome-p.vuln.lax.rapid7.com

Vuln Lab10.4.19.43
win-chrome-with-extensions-p.vuln.lax.rapid7.com

Vuln Lab10.4.21.118win-hpsmh-p.vuln.lax.rapid7.com

Vuln Lab10.4.30.158win-hpsmh-u.vuln.lax.rapid7.com

Vuln Lab10.4.29.226win-pos-3p.vuln.lax.rapid7.com

Vuln Lab10.4.19.133win-pos-3u.vuln.lax.rapid7.com

Vuln Lab10.4.22.143win10-cis-n-static-target.vuln.lax.rapid7.com

Vuln Lab10.4.18.192win10-ent-scan.vuln.lax.rapid7.com

Vuln Lab10.4.22.226
win10-remote-sam-restricted.vuln.lax.rapid7.com

Vuln Lab10.4.27.24win10-trog.vuln.lax.rapid7.com

Vuln Lab10.4.28.51win2008-disa-n.vuln.lax.rapid7.com

Vuln Lab10.4.28.127win2012-cis-nc.vuln.lax.rapid7.com

Vuln Lab10.4.31.247win2012-core-d.vuln.lax.rapid7.com

Vuln Lab10.4.21.13win2012-core-p.vuln.lax.rapid7.com

Vuln Lab10.4.16.170win2012-core-u.vuln.lax.rapid7.com

Vuln Lab10.4.27.105win2012-srv-d.vuln.lax.rapid7.com

Vuln Lab10.4.31.210win2012-srv-p.vuln.lax.rapid7.com

Vuln Lab10.4.17.80win2012-srv-u.vuln.lax.rapid7.com

Vuln Lab10.4.31.108win7-64-test.vuln.lax.rapid7.com

Vuln Lab10.4.24.176win7-bi-n.vuln.lax.rapid7.com

Vuln Lab10.4.17.37win7-ci-02.vuln.lax.rapid7.com

Vuln Lab10.4.24.139win7-cis-n.vuln.lax.rapid7.com

Vuln Lab10.4.23.11win7-log4j-u.vuln.lax.rapid7.com

Vuln Lab10.4.20.43win7-sp1-x64-u.vuln.lax.rapid7.com
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Vuln Lab10.4.29.254win7-sp1-x86-u.vuln.lax.rapid7.com

Vuln Lab10.4.17.219win7sp1-cis-2.vuln.lax.rapid7.com

Vuln Lab10.4.26.164win8-cis-nc.vuln.lax.rapid7.com

Vuln Lab10.4.20.115win8-emb-pro-u.vuln.lax.rapid7.com

Vuln Lab10.4.30.9win8-ent-x64-p.vuln.lax.rapid7.com

Vuln Lab10.4.21.47win8-ent-x64-u.vuln.lax.rapid7.com

Vuln Lab10.4.17.126win8-ent-x86-d.vuln.lax.rapid7.com

Vuln Lab10.4.22.65win8-ent-x86-p

Vuln Lab10.4.30.1win8-ent-x86-p.vuln.lax.rapid7.com

Vuln Lab10.4.31.98windows-10-x64-epoagent.vuln.lax.rapid7.com

Vuln Lab10.4.17.144windows-7sp1-epoagent.vuln.lax.rapid7.com

Vuln Lab10.4.21.75winpos3net35u.vuln.lax.rapid7.com

Vuln Lab10.4.27.55winxp-x64-test.vuln.lax.rapid7.com

Vuln Lab10.4.29.149wk8o11gR2-cis-c.vuln.lax.rapid7.com

Vuln Lab10.4.30.229wolverines-us-vista-sp0.vuln.lax.rapid7.com

Vuln Lab10.4.18.86wolverines-us-ws2019.vuln.lax.rapid7.com

Vuln Lab10.4.29.182word-vw-p.vuln.lax.rapid7.com

Vuln Lab10.4.23.188wr2-sp1-core-d.vuln.lax.rapid7.com

Vuln Lab10.4.28.63wr2-sp1-core-u.vuln.lax.rapid7.com

Vuln Lab10.4.28.43ws-2016-p.vuln.lax.rapid7.com

Vuln Lab10.4.19.55ws-2016-u.vuln.lax.rapid7.com

Vuln Lab10.4.17.119ws04-datc-p.vuln.lax.rapid7.com

Vuln Lab10.4.30.247ws04-datc-u.vuln.lax.rapid7.com

Vuln Lab10.4.22.221ws04-std-p.vuln.lax.rapid7.com

Vuln Lab10.4.25.75ws04-std-u.vuln.lax.rapid7.com

Vuln Lab10.4.17.195ws16-multi-nics.vuln.lax.rapid7.com

Vuln Lab10.4.18.145ws2016-ess-p.vuln.lax.rapid7.com

Vuln Lab10.4.20.179ws2016-gui-p.vuln.lax.rapid7.com

Vuln Lab10.4.19.63ws2016-k8.vuln.lax.rapid7.com

Vuln Lab10.4.17.232ws2016-nano.vuln.lax.rapid7.com

Vuln Lab10.4.23.178ws2016-ntlm-testing.vuln.lax.rapid7.com

Vuln Lab10.4.18.162ws2019-1903-p.vuln.lax.rapid7.com

Vuln Lab10.4.16.224ws2019-1903-u.vuln.lax.rapid7.com

Vuln Lab10.4.31.212ws2019-1909-p.vuln.lax.rapid7.com

Vuln Lab10.4.16.226ws2019-1909-u.vuln.lax.rapid7.com

Vuln Lab10.4.25.232ws2019-core-p.vuln.lax.rapid7.com

Vuln Lab10.4.19.84ws2019-core-u.vuln.lax.rapid7.com

Vuln Lab10.4.18.158ws2019-for-atp.vuln.lax.rapid7.com

Vuln Lab10.4.24.129ws2019-gui-u.vuln.lax.rapid7.com

Vuln Lab10.4.16.212ws2022-datac.vuln.lax.rapid7.com

Vuln Lab10.4.16.184ws2022-u.vuln.lax.rapid7.com

Vuln Lab10.4.17.24ws2022.vuln.lax.rapid7.com

Vuln Lab10.4.17.121ws20H2-core-p.vuln.lax.rapid7.com

Vuln Lab10.4.31.49ws20H2-core-u.vuln.lax.rapid7.com

Vuln Lab10.4.18.119ws20H2-datc-p.vuln.lax.rapid7.com

Vuln Lab10.4.17.240ws20H2-datc-u.vuln.lax.rapid7.com

Vuln Lab10.4.27.9wshark-2-6-p.vuln.lax.rapid7.com

Vuln Lab10.4.18.206wss-3sp3-3p.vuln.lax.rapid7.com

Vuln Lab10.4.31.85wss-3sp3-3u.vuln.lax.rapid7.com

Vuln Lab10.4.24.99wss-3sp3-6p.vuln.lax.rapid7.com
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Vuln Lab10.4.19.204wss2008-bemb-p.vuln.lax.rapid7.com

Vuln Lab10.4.21.48wss2008-bemb-u.vuln.lax.rapid7.com

Vuln Lab10.4.29.244wss2008-eemb-p.vuln.lax.rapid7.com

Vuln Lab10.4.22.5wss2008-eemb-u.vuln.lax.rapid7.com

Vuln Lab10.4.26.193wss2008-semb-p.vuln.lax.rapid7.com

Vuln Lab10.4.22.6wss2008-wemb-u.vuln.lax.rapid7.com

Vuln Lab10.4.20.229wss2008r2-ess-p.vuln.lax.rapid7.com

Vuln Lab10.4.22.39wss2008r2-ess-u.vuln.lax.rapid7.com

Vuln Lab10.4.18.199wss2016-wrkg-p.vuln.lax.rapid7.com

Vuln Lab10.4.19.11wxp-6-tp.vuln.lax.rapid7.com

Vuln Lab10.4.19.199xp-bi-c.vuln.lax.rapid7.com

Vuln Lab10.4.28.238xp-chrome-ancient-3-u.vuln.lax.rapid7.com

Vuln Lab10.4.31.97xp-guest-fileshare.vuln.lax.rapid7.com

Vuln Lab10.4.30.210xp-pro-sp2-6-u.vuln.lax.rapid7.com

Vuln Lab10.4.30.212xp-pro-sp3-3-u.vuln.lax.rapid7.com

Vuln Lab10.4.18.124xp-sp3-winrm.vuln.lax.rapid7.com

Vuln Lab10.4.17.187
xp-sp3-x86-admin-with-access-
errors.vuln.lax.rapid7.com

Vuln Lab10.4.25.200xp-sp3-x86-p.vuln.lax.rapid7.com

Vuln Lab10.4.27.198zoho-me-dc-msp.vuln.lax.rapid7.com

Vuln Lab10.4.30.185zoom-user-u.vuln.lax.rapid7.com
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Verify that the update is installed. Customers should verify that the latest version of the Microsoft Malware Protection Engine and
definition updates are being actively downloaded and installed for their Microsoft antimalware products. For more information on
how to verify the version number for the Microsoft Malware Protection Engine that your software is currently using, see the section
"Verifying Update Installation" in Microsoft Knowledge Base Article 2510781. For affected software, verify that the Microsoft
Malware Protection Engine version is 1.1.16400.2 or later. If necessary, install the update. Administrators of enterprise
antimalware deployments should ensure that their update management software is configured to automatically approve and
distribute engine updates and new malware definitions. Enterprise administrators should also verify that the latest version of the
Microsoft Malware Protection Engine and definition updates are being actively downloaded, approved and deployed in their
environment. For end-users, the affected software provides built-in mechanisms for the automatic detection and deployment of
this update. For these customers, the update will be applied within 48 hours of its availability. The exact time frame depends on
the software used, Internet connection, and infrastructure configuration. End users that do not wish to wait can manually update
their antimalware software. For more information on how to manually update the Microsoft Malware Protection Engine and
malware definitions, refer to Microsoft Knowledge Base Article 2510781.

24. Verify that the latest version of the Microsoft Malware Protection Engine and definition updates
are being actively downloaded and installed

Remediation Steps

Assets

Name IP Address Site

Vuln Lab10.4.17.95ACROBAT11-P

Vuln Lab10.4.16.177DB2-W2K8R2-C

Vuln Lab10.4.30.53DOTNET-MVC-4-P

Vuln Lab10.4.23.69DSGNR10SP1-3-P

Vuln Lab10.4.30.241DSGNR10SP1-6-P

Vuln Lab10.4.26.29DSGNR10SP2-3-P

Vuln Lab10.4.26.89DSGNR10SP2-6-P

Vuln Lab10.4.19.217DSGNR13-6-P

Vuln Lab10.4.24.11DSGNR13SP1-3-P

Vuln Lab10.4.25.32DSGNR13SP1-6-P

Vuln Lab10.4.21.213EXCHG2K7-SP3-P

Vuln Lab10.4.25.107IE10-WIN7-P

Vuln Lab10.4.24.127IE10-WIN7-U

Vuln Lab10.4.22.136JIRA-4-1

Vuln Lab10.4.19.10JIRA-P

Vuln Lab10.4.22.247JIRA-U

Vuln Lab10.4.24.2OFC10SP1-3P

Vuln Lab10.4.20.164OFC2013-SP0-3P

Vuln Lab10.4.21.106OFC2013-SP0-6P

Vuln Lab10.4.29.197OFFICE-2010-3P

Vuln Lab10.4.25.22OFFICE-2010-6P

Vuln Lab10.4.29.193OFFICE2013-3P

Vuln Lab10.4.17.41PG94-WIN7SP1-P

Vuln Lab10.4.17.153READER10-P

Vuln Lab10.4.26.138READER9-P

Vuln Lab10.4.29.71READERDC-P

Vuln Lab10.4.30.38SPIDER-W7

Vuln Lab10.4.29.93STUDIO2K3-SP1-P

Vuln Lab10.4.19.8TESTMACHINE04.vuln.lax.rapid7.com

Vuln Lab10.4.17.107TESTMACHINE05.vuln.lax.rapid7.com

Vuln Lab10.4.21.88TESTMACHINE06.vuln.lax.rapid7.com

Vuln Lab10.4.31.36USGCB-2010-Vis0.vuln.lax.rapid7.com

Vuln Lab10.4.27.48USGCB-2010-Vis1.vuln.lax.rapid7.com
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Name IP Address Site

Vuln Lab10.4.25.178VIS2K10-PR-P

Vuln Lab10.4.25.57VIS2K10X86-ST-P

Vuln Lab10.4.29.94VISIO-2010SP1-P

Vuln Lab10.4.30.141VISIO-2K7-PRO-P

Vuln Lab10.4.17.73VISIO2K3-PRO-P

Vuln Lab10.4.24.65VISTA-SP2-32-P

Vuln Lab10.4.25.108VS2010-PATCHED

Vuln Lab10.4.22.185VS2013X-MVC51-P

Vuln Lab10.4.27.149W7-6-NET46-P

Vuln Lab10.4.31.42W7-6-NET47-P

Vuln Lab10.4.26.76W7-6-P-SHARES

Vuln Lab10.4.17.246W7-6-TP

Vuln Lab10.4.17.22W7-QUICKTIME-P

Vuln Lab10.4.25.107W81-6-U

Vuln Lab10.4.31.153WIN7-NO-NTLM

Vuln Lab10.4.29.190WIN7-SP1-X86-U

Vuln Lab10.4.28.79
WIN7-TESTMACHINE05-clone.vuln.lax.rapid7.com

Rapid7 Insight Agents,Simulation Lab - Windows
Workstations

10.0.0.142WIN7S1.akbar.trap

Simulation Lab - Windows
Workstations,Simulation Lab - Disco Only - DO
NOT SCAN,Rapid7 Insight Agents

10.0.0.166WIN7S2.akbar.trap

Rapid7 Insight Agents,Simulation Lab - Windows
Workstations

10.0.0.183WIN7S3.akbar.trap

Vuln Lab10.4.18.61XENCLT-W7SP1

Vuln Lab10.4.29.18XENDSK50-W7X86

Vuln Lab10.4.31.90acrobatdc-c-p.vuln.lax.rapid7.com

Vuln Lab10.4.20.244adopt-java.vuln.lax.rapid7.com

Vuln Lab10.4.21.107
agent-uuid-no-regkey-nonx86.vuln.lax.rapid7.com

Vuln Lab10.4.18.132air-p.vuln.lax.rapid7.com

Vuln Lab10.4.16.166air271-win7sp1.vuln.lax.rapid7.com

Vuln Lab10.4.17.196air340-win7sp1.vuln.lax.rapid7.com

Vuln Lab10.4.21.215apac-win7-sp1-x64-u.vuln.lax.rapid7.com

Vuln Lab10.4.22.115cb-agent-win7.vuln.lax.rapid7.com

Vuln Lab10.4.25.59cis-w-chrome-c.vuln.lax.rapid7.com

Vuln Lab10.4.17.83content-5992-p1.vuln.lax.rapid7.com

Vuln Lab10.4.27.138content-5992-u1.vuln.lax.rapid7.com

Vuln Lab10.4.25.84content-5992-u2.vuln.lax.rapid7.com

Vuln Lab10.4.23.1cuckoo-guest.vuln.lax.rapid7.com

Vuln Lab10.4.26.15dhcp-test2.vuln.lax.rapid7.com

Vuln Lab10.4.31.26disa-win7-c.vuln.lax.rapid7.com

Vuln Lab10.4.19.132disa-win7-n.vuln.lax.rapid7.com

Vuln Lab10.4.30.227dotnet-mvc-3-p.vuln.lax.rapid7.com

Vuln Lab10.4.24.161dotnet-mvc-3-u.vuln.lax.rapid7.com

Vuln Lab10.4.31.27dotnet-mvc-4-u.vuln.lax.rapid7.com

Vuln Lab10.4.29.96dsgnr10sp1-3-u.vuln.lax.rapid7.com

Vuln Lab10.4.25.242dsgnr10sp1-6-u.vuln.lax.rapid7.com

Vuln Lab10.4.26.146dsgnr10sp2-3-u.vuln.lax.rapid7.com

Vuln Lab10.4.21.170dsgnr10sp2-6-u.vuln.lax.rapid7.com

Vuln Lab10.4.24.159dsgnr13-3-u.vuln.lax.rapid7.com

Vuln Lab10.4.18.21dsgnr13-6-u.vuln.lax.rapid7.com

Vuln Lab10.4.20.113dsgnr13sp1-3-u.vuln.lax.rapid7.com
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Vuln Lab10.4.18.66dsgnr13sp1-6-u.vuln.lax.rapid7.com

Vuln Lab10.4.28.250fim-w7-6.vuln.lax.rapid7.com

Vuln Lab10.4.22.158fim-w8-6-tp.vuln.lax.rapid7.com

Vuln Lab10.4.20.10firefox-esr-p.vuln.lax.rapid7.com

Vuln Lab10.4.29.106firefox-esr-u.vuln.lax.rapid7.com

Vuln Lab10.4.18.221flash-esv-p.vuln.lax.rapid7.com

Vuln Lab10.4.17.61flash-esv-u.vuln.lax.rapid7.com

Vuln Lab10.4.28.113flash-w7-6-p.vuln.lax.rapid7.com

Vuln Lab10.4.19.113flash10-w7-3-u.vuln.lax.rapid7.com

Vuln Lab10.4.19.89flash10-w7-6-u.vuln.lax.rapid7.com

Vuln Lab10.4.26.11flash11-w7-6-u.vuln.lax.rapid7.com

Vuln Lab10.4.29.235fmotion-b.vuln.lax.rapid7.com

Vuln Lab10.4.17.42fmotion-firefox-5201-u.vuln.lax.rapid7.com

Vuln Lab10.4.26.174ie10-win7-u.vuln.lax.rapid7.com

Vuln Lab10.4.26.92ie7-w2k8sp2-p.vuln.lax.rapid7.com

Vuln Lab10.4.29.154ie9-cis-c.vuln.lax.rapid7.com

Vuln Lab10.4.26.5ie9-win7-x64.vuln.lax.rapid7.com

Vuln Lab10.4.19.32iis7-cis-c.vuln.lax.rapid7.com

Vuln Lab10.4.22.17iis8-cis-c.vuln.lax.rapid7.com

Vuln Lab10.4.20.100iis8-cis-nc.vuln.lax.rapid7.com

Vuln Lab10.4.23.223infopath10-u.vuln.lax.rapid7.com

Vuln Lab10.4.26.159
itest-apse2-i-w7sp1-pro-x86.vuln.lax.rapid7.com

Vuln Lab10.4.25.49
itest-cace1-i-w7sp1-pro-x86.vuln.lax.rapid7.com

Vuln Lab10.4.21.190
itest-cace1-u-w7sp1-pro-x86.vuln.lax.rapid7.com

Vuln Lab10.4.26.162itest-euc1-i-w7sp1-pro-x86.vuln.lax.rapid7.com

Vuln Lab10.4.29.9
itest-euc1-i-w7sp1-x64-proxy.vuln.lax.rapid7.com

Vuln Lab10.4.26.137itest-euc1-i-w7sp1-x64.vuln.lax.rapid7.com

Vuln Lab10.4.20.206itest-i-vista-ent-x64.vuln.lax.rapid7.com

Vuln Lab10.4.28.233itest-i-w8-x64.vuln.lax.rapid7.com

Vuln Lab10.4.20.174itest-use1-i-w7sp1-pro-x86.vuln.lax.rapid7.com

Vuln Lab10.4.26.102itest-use1-u-w7sp1-x64.vuln.lax.rapid7.com

Vuln Lab10.4.19.236itunes-p.vuln.lax.rapid7.com

Vuln Lab10.4.29.175java-9.vuln.lax.rapid7.com

Vuln Lab10.4.30.160java-ie-7u1-u.vuln.lax.rapid7.com

Vuln Lab10.4.20.139java-jre-7u1.vuln.lax.rapid7.com

Vuln Lab10.4.20.126java-multiple.vuln.lax.rapid7.com

Vuln Lab10.4.29.99java-zulu.vuln.lax.rapid7.com

Vuln Lab10.4.25.201jira-4-4.vuln.lax.rapid7.com

Vuln Lab10.4.24.29kurupira.vuln.lax.rapid7.com

Vuln Lab10.4.27.46kurupira.vuln.lax.rapid7.com

Vuln Lab10.4.25.212leo-vista-32p.vuln.lax.rapid7.com

Vuln Lab10.4.29.170mgarewal-win8-ent-x86-u.vuln.lax.rapid7.com

Vuln Lab10.4.29.66msft-tools.vuln.lax.rapid7.com

Vuln Lab10.4.24.152
multiple-mozilla-products-u.vuln.lax.rapid7.com

Vuln Lab10.4.28.157my55-win7sp1-u.vuln.lax.rapid7.com

Vuln Lab10.4.31.164nginx-w-144.vuln.lax.rapid7.com

Vuln Lab10.4.27.236nto-spider.vuln.lax.rapid7.com

Vuln Lab10.4.26.43o-weblg-12-2w-p.vuln.lax.rapid7.com
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Vuln Lab10.4.25.178o-weblg-12-2w-u.vuln.lax.rapid7.com

Vuln Lab10.4.20.185ofc-10-3-3u.vuln.lax.rapid7.com

Vuln Lab10.4.27.18ofc-10-3-6u.vuln.lax.rapid7.com

Vuln Lab10.4.22.99ofc10sp1-6p.vuln.lax.rapid7.com

Vuln Lab10.4.17.138ofc16-3-p.vuln.lax.rapid7.com

Vuln Lab10.4.26.18ofc16-3-u.vuln.lax.rapid7.com

Vuln Lab10.4.27.246ofc16-cis-c.vuln.lax.rapid7.com

Vuln Lab10.4.20.85ofc16-cis-n.vuln.lax.rapid7.com

Vuln Lab10.4.29.190office-2010-3u.vuln.lax.rapid7.com

Vuln Lab10.4.30.44office2013-3u.vuln.lax.rapid7.com

Vuln Lab10.4.18.50office2013-6u.vuln.lax.rapid7.com

Vuln Lab10.4.28.125openjdk-java.vuln.lax.rapid7.com

Vuln Lab10.4.20.208ora12cR1-w7-2.vuln.lax.rapid7.com

Vuln Lab10.4.17.150ora12cR1-w7-p.vuln.lax.rapid7.com

Vuln Lab10.4.20.235ora12cR1-w7-u.vuln.lax.rapid7.com

Vuln Lab10.4.25.101oracle-java-8p.vuln.lax.rapid7.com

Vuln Lab10.4.21.60orc-weblg-srv-win.vuln.lax.rapid7.com

Vuln Lab10.4.24.153pan-userid-3-i.vuln.lax.rapid7.com

Vuln Lab10.4.20.117pan-userid-4-i.vuln.lax.rapid7.com

Vuln Lab10.4.17.6pan-userid-5-i.vuln.lax.rapid7.com

Vuln Lab10.4.17.6pan-userid-5-i.vuln.lax.rapid7.com

Vuln Lab10.4.19.145qustodio.vuln.lax.rapid7.com

Vuln Lab10.4.25.219reader11-p.vuln.lax.rapid7.com

Vuln Lab10.4.25.153robot-w2k8-sp2.vuln.lax.rapid7.com

Vuln Lab10.4.27.159robot-win-8.vuln.lax.rapid7.com

Vuln Lab10.4.22.200safari-u.vuln.lax.rapid7.com

Vuln Lab10.4.29.138sap-java.vuln.lax.rapid7.com

Vuln Lab10.4.31.71seamonkey-u.vuln.lax.rapid7.com

Vuln Lab10.4.24.90struts-win7.vuln.lax.rapid7.com

Vuln Lab10.4.28.40studio2k3-sp1-u.vuln.lax.rapid7.com

Vuln Lab10.4.17.78superfish-2.vuln.lax.rapid7.com

Vuln Lab10.4.26.118system-test-use1-win7.vuln.lax.rapid7.com

Vuln Lab10.4.17.82telnet-w7-non-def.vuln.lax.rapid7.com

Vuln Lab10.4.20.243thunderbird-p.vuln.lax.rapid7.com

Vuln Lab10.4.30.91thunderbird-u.vuln.lax.rapid7.com

Vuln Lab10.4.31.5unaffected-w.vuln.lax.rapid7.com

Vuln Lab10.4.24.91
use1-i-w7sp1-pro-x86-proxy.vuln.lax.rapid7.com

Vuln Lab10.4.17.4vba-sdk-u.vuln.lax.rapid7.com

Vuln Lab10.4.17.209vis2k10-pr-u.vuln.lax.rapid7.com

Vuln Lab10.4.28.150vis2k10x86-st-u.vuln.lax.rapid7.com

Vuln Lab10.4.28.102visio-2k7-pro-u.vuln.lax.rapid7.com

Vuln Lab10.4.23.120visio-vw-2k3-u.vuln.lax.rapid7.com

Vuln Lab10.4.25.109visio-vw-2k7-u.vuln.lax.rapid7.com

Vuln Lab10.4.17.29visio-vwsp1-u.vuln.lax.rapid7.com

Vuln Lab10.4.18.136visio2k3-pro-u.vuln.lax.rapid7.com

Vuln Lab10.4.23.243vista-opera-c.vuln.lax.rapid7.com

Vuln Lab10.4.20.248vista-sp2-64-p-clone.vuln.lax.rapid7.com

Vuln Lab10.4.21.52vista-sp2-64-p.vuln.lax.rapid7.com

Vuln Lab10.4.23.32vlc-2-0-3-u.vuln.lax.rapid7.com
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Vuln Lab10.4.21.242vlc-p.vuln.lax.rapid7.com

Vuln Lab10.4.25.29vs-2008-gold.vuln.lax.rapid7.com

Vuln Lab10.4.28.125vs2010sp1-p.vuln.lax.rapid7.com

Vuln Lab10.4.28.96vs2010sp1-u.vuln.lax.rapid7.com

Vuln Lab10.4.17.206vs2013ex-mvc5-u.vuln.lax.rapid7.com

Vuln Lab10.4.17.179vs2013x-mvc51-u.vuln.lax.rapid7.com

Vuln Lab10.4.25.186vs2015-32-p.vuln.lax.rapid7.com

Vuln Lab10.4.30.1vs2015-p.vuln.lax.rapid7.com

Vuln Lab10.4.19.201w2k8-x64-p.vuln.lax.rapid7.com

Vuln Lab10.4.20.118w2k8r2-mongodb.vuln.lax.rapid7.com

Vuln Lab10.4.27.130
w2k8sp2-x64-smb2-signing-
enabled.vuln.lax.rapid7.com

Vuln Lab10.4.23.94
w2k8sp2-x64-smb2-signing-
required.vuln.lax.rapid7.com

Vuln Lab10.4.18.216w2k8sp2-x64-u.vuln.lax.rapid7.com

Vuln Lab10.4.31.103w7-3-net46-p.vuln.lax.rapid7.com

Vuln Lab10.4.27.239w7-3-net46-u.vuln.lax.rapid7.com

Vuln Lab10.4.18.94w7-3-net47-p.vuln.lax.rapid7.com

Vuln Lab10.4.18.184w7-3-net47-u.vuln.lax.rapid7.com

Vuln Lab10.4.27.94w7-3-sp1-d.vuln.lax.rapid7.com

Vuln Lab10.4.18.102w7-3-sp1-p.vuln.lax.rapid7.com

Vuln Lab10.4.20.84w7-6-laps.vuln.lax.rapid7.com

Vuln Lab10.4.19.151w7-6-net46-u.vuln.lax.rapid7.com

Vuln Lab10.4.25.104w7-6-net47-u.vuln.lax.rapid7.com

Vuln Lab10.4.19.205
w7-6-sp1-chrome-multiuser.vuln.lax.rapid7.com

Vuln Lab10.4.17.93w7-6-sp1-logs.vuln.lax.rapid7.com

Vuln Lab10.4.22.145w7-6-sp1-winrm.vuln.lax.rapid7.com

Vuln Lab10.4.22.239w7-6-sql2k8.vuln.lax.rapid7.com

Vuln Lab10.4.18.191w7-7zip-u.vuln.lax.rapid7.com

Vuln Lab10.4.31.2w7-conexant-mictray.vuln.lax.rapid7.com

Vuln Lab10.4.18.239w7-kaspersky-endpoint.vuln.lax.rapid7.com

Vuln Lab10.4.21.205w7-ofc13-32.vuln.lax.rapid7.com

Vuln Lab10.4.30.191w7e6-ma-client.vuln.lax.rapid7.com

Vuln Lab10.4.22.192w7or12c-cis-c.vuln.lax.rapid7.com

Vuln Lab10.4.19.194w7sp1-2564.vuln.lax.rapid7.com

Vuln Lab10.4.22.153w7sp1-pro-x64-d.vuln.lax.rapid7.com

Vuln Lab10.4.23.126
w7sp1-x64-adobe-digitaleditions.vuln.lax.rapid7.com

Vuln Lab10.4.27.39w7sp1-x64-opera-browser.vuln.lax.rapid7.com

Vuln Lab10.4.17.69w81-3-net46-u.vuln.lax.rapid7.com

Vuln Lab10.4.17.99w81-3-net47-u.vuln.lax.rapid7.com

Vuln Lab10.4.28.204w81-6-u.vuln.lax.rapid7.com

Vuln Lab10.4.22.160was-610-win7-p.vuln.lax.rapid7.com

Vuln Lab10.4.29.183
was-700-win7-feature-pack-
install.vuln.lax.rapid7.com

Vuln Lab10.4.24.168was-700-win7-jre.vuln.lax.rapid7.com

Vuln Lab10.4.28.196was-700-win7.vuln.lax.rapid7.com

Vuln Lab10.4.19.191webapp-dis-w7-iis

Vuln Lab10.4.30.112webex-p.vuln.lax.rapid7.com

Vuln Lab10.4.21.146webex-w7-1-0-12.vuln.lax.rapid7.com

Vuln Lab10.4.20.255webex-w7-u.vuln.lax.rapid7.com

Vuln Lab10.4.28.1weblogic-10-w7-p.vuln.lax.rapid7.com
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Vuln Lab10.4.25.74weblogic-10-w7-u.vuln.lax.rapid7.com

Vuln Lab10.4.26.65win-chrome-p.vuln.lax.rapid7.com

Vuln Lab10.4.19.43
win-chrome-with-extensions-p.vuln.lax.rapid7.com

Vuln Lab10.4.31.108win7-64-test.vuln.lax.rapid7.com

Vuln Lab10.4.24.139win7-cis-n.vuln.lax.rapid7.com

Vuln Lab10.4.25.11win7-disa-c.vuln.lax.rapid7.com

Vuln Lab10.4.23.11win7-log4j-u.vuln.lax.rapid7.com

Vuln Lab10.4.20.43win7-sp1-x64-u.vuln.lax.rapid7.com

Vuln Lab10.4.29.254win7-sp1-x86-u.vuln.lax.rapid7.com

Vuln Lab10.4.17.219win7sp1-cis-2.vuln.lax.rapid7.com

Vuln Lab10.4.20.115win8-emb-pro-u.vuln.lax.rapid7.com

Vuln Lab10.4.30.9win8-ent-x64-p.vuln.lax.rapid7.com

Vuln Lab10.4.21.47win8-ent-x64-u.vuln.lax.rapid7.com

Vuln Lab10.4.17.126win8-ent-x86-d.vuln.lax.rapid7.com

Vuln Lab10.4.22.65win8-ent-x86-p

Vuln Lab10.4.30.229wolverines-us-vista-sp0.vuln.lax.rapid7.com

Vuln Lab10.4.29.182word-vw-p.vuln.lax.rapid7.com

Vuln Lab10.4.20.127wr2-sp1-ent-u.vuln.lax.rapid7.com

Vuln Lab10.4.27.9wshark-2-6-p.vuln.lax.rapid7.com
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Download and apply the patch from: https://support.microsoft.com/kb/5016618 https://support.microsoft.com/kb/5016618

25. 2022-08 Cumulative Security Update for Internet Explorer 11 for Windows Server 2008 R2 for
x64-based systems (KB5016618)

Remediation Steps

Assets

Name IP Address Site

Vuln Lab10.4.24.922010-LYNC-SE-P.vuln.lax.rapid7.com

Vuln Lab10.4.31.162AD.advuln.vuln.lax.rapid7.com

Vuln Lab10.4.19.227BATCHPATCH

Vuln Lab10.4.25.211DYN-AX-2K9-P

Vuln Lab10.4.19.250EXCHG-2010SP1-P

Vuln Lab10.4.27.184EXCHG2010SP3-P

Vuln Lab10.4.19.106PSERV10SP1-P

Vuln Lab10.4.29.103PSERV10SP1-U

Vuln Lab10.4.25.72PSERV10SP2-P

Vuln Lab10.4.27.122PSERV10SP2-U

Vuln Lab10.4.21.181SHRPNT10-SP2-P

Vuln Lab10.4.18.160ase160-w08r2.vuln.lax.rapid7.com

Vuln Lab10.4.23.241batchpatch-2.vuln.lax.rapid7.com

Vuln Lab10.4.30.125bi-sqlsrv2012-c.vuln.lax.rapid7.com

Vuln Lab10.4.26.3db2-w2k8r2-c.vuln.lax.rapid7.com

Vuln Lab10.4.23.206def2k8r2-p.vuln.lax.rapid7.com

Vuln Lab10.4.21.55exchg2010sp3-d.vuln.lax.rapid7.com

Vuln Lab10.4.18.60exchg2k10-sp2-p.vuln.lax.rapid7.com

Vuln Lab10.4.19.95host-w08-clone.vuln.lax.rapid7.com

Vuln Lab10.4.22.77owa2k10sp1-p.vuln.lax.rapid7.com

Vuln Lab10.4.26.126owa2k10sp2-p.vuln.lax.rapid7.com

Vuln Lab10.4.26.38robot-w2k8r2.vuln.lax.rapid7.com

Vuln Lab10.4.28.222servicebus11-d.vuln.lax.rapid7.com

Vuln Lab10.4.29.195shrpnt-f-p.vuln.lax.rapid7.com

Vuln Lab10.4.25.154sql2k8-sp3-u.vuln.lax.rapid7.com

Vuln Lab10.4.25.64sql2k8-sp4-p.vuln.lax.rapid7.com

Vuln Lab10.4.18.234sql2k8r2-sp3-p.vuln.lax.rapid7.com

Vuln Lab10.4.27.155w08-ibm-jre-v6.vuln.lax.rapid7.com

Vuln Lab10.4.27.148w08-ibm-jre-v8.vuln.lax.rapid7.com

Vuln Lab10.4.25.217w2k8r2-1-cis-nc.vuln.lax.rapid7.com

Vuln Lab10.4.20.118w2k8r2-mongodb.vuln.lax.rapid7.com

Vuln Lab10.4.21.118win-hpsmh-p.vuln.lax.rapid7.com

Vuln Lab10.4.30.158win-hpsmh-u.vuln.lax.rapid7.com

Vuln Lab10.4.29.149wk8o11gR2-cis-c.vuln.lax.rapid7.com

Vuln Lab10.4.30.222wr2-sp1-ent-d.vuln.lax.rapid7.com
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