
Passive Network Discovery 
Quick Start Guide

Visit http://community.rapid7.com to post questions, read documentation, and search for answers. 
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In situations where active scanning causes instability in the target network, you can run a passive network 
scan to avoid detection and reduce disruptions. A passive network scan stealthily monitors broadcast traffic to 
identify the IP addresses of hosts on the network.  By initially running a passive scan, you can identify known 
hosts while evading network monitoring tools, such as intrusion detection systems (IDS). The data obtained 
from a passive network scan can be used to perform a targeted active scan with Metasploit’s Discovery Scan.  

The Passive Network Discovery MetaModule runs a live packet capture on a specific network interface to 
capture DHCP requests and ARP requests. If you want to have more granular control over the packet capture or 
you want to reduce the size of the packet capture, you can use Berkeley Packet Filters (BPF) to specify the types 
of packets that the MetaModule captures. 

The packet capture runs until it reaches the maximum Pcap file size or the time limit you have configured 
for the MetaModule. When the MetaModule run completes, it stores the captured data and generates a 
comprehensive report of its findings. 

Product Terms

Berkeley Packet Filter (BPF) A packet filter that provides a raw interface to the data link 
layer and enables a very granular level of packet filtering. 

Packet Capture (Pcap) A  process that makes copies of packets off the wire.

MetaModule A feature that extends the capabilities of modules in Metasploit 
Pro to perform penetration testing tasks.  

Notification Center A notification system that displays alerts for Metasploit tasks, 
MetaModules, and software updates. 

 
Before You Begin

Use the Analysis Port

To ensure that Metasploit Pro can monitor all network traffic,  
you should connect your Metasploit server to an analysis 
port on a network switch that has port mirroring enabled.  
Otherwise, you will only be able to capture traffic that is sent to 
and from the Metasploit server.

Clear Your Browser’s Cache
After you install or update Metasploit, you must clear your 
browser’s cache to ensure that all user interface elements load 
properly. 

Passive Network Discovery Scan

1.	 Log in to the Metasploit Pro web interface (https://localhost:3790).  

2.	 Open the default project.  
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3.	 Select Modules > MetaModules.   
 

4.	 Find the Passive Network Discovery MetaModule and click the Launch button. The Passive Network 
Discovery window appears.  
 

5.	 From the Pcap Configuration tab, select the Network Interface Card (NIC) you want to use to capture 
traffic.  Metasploit automatically detects the interfaces that are available.  
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6.	 Define the limits you want to impose on the packet capture. You can use the sliders to define the 
following limits:  

•	 Timeout - The time limit for the capture, in seconds. 
•	 Max File Size - The maximum file size for each file captured, up to 512 MB. 
•	 Max Total Size - The maximum size of the entire Pcap file, up to 2GB. This value must be larger than 

the Max File Size.

The packet capture runs until it meets the timeout limit or the maximum Pcap file size limit.  

7.	 Click on the Filters tab.  

8.	 Select the Berkeley Packet Filters that you want to use. For more information about BPFs, visit http://
biot.com/capstats/bpf.html.  
 

9.	 Click the Report tab.  

10.	 Enter a name for the report in the Report Name field, if you want to use a custom report name.  
Otherwise, the MetaModule uses the default report name.  
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11.	 Select whether you want to generate the report in PDF, RTF, or HTML. PDF is the preferred format. 

12.	 From the Sections area, deselect any sections you do not want to include in the report. Skip this step if 
you want to generate all the report sections. 

13.	 Select the Email Report option if you want to e-mail the report after it generates. If you enable this 
option, you need to supply a comma separated list of e-mail addresses.  
 
Note: If you want to e-mail a report, you must set up a local mail server or e-mail relay service for 
Metasploit Pro to use. To define your mail server settings, select Administration > Global Settings > 
SMTP Settings.  

14.	 Click the Launch button.  
 

When the MetaModule launches, the Findings window appears. It contains the statistics and task log for the 
MetaModule run. You can track the total number of packets, bytes, and hosts that the MetaModule captures 
in real-time. 

After the MetaModule completes its run, you should go the Reports area to view the Passive Network 
Discovery Findings Report that the MetaModule generated. The report provides detailed information about 
the services and credentials that the MetaModule was able to capture for each host, as well as a graphical 
breakdown of the operating systems and services that were found. 


