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INTEGRATION BRIEF

Maximize the Security of
Devices on Your Network

With Aruba ClearPass Policy Manager and Rapid7 InsightVM

Integration Benefits

1. Align network edge policy with endpoint
compliance through vulnerability assessment.

2. Mitigate and reduce risk for BYOD and corporate
endpoints.

Enterprise IT and security teams are managing increasingly
complex environments with exponential growth in the
volume and diversity of devices connecting to the network.
Integrating Aruba ClearPass and Rapid7 InsightVM
maximizes the control of devices accessing resources on
your network, protecting you against attackers seeking
sensitive information.

Utilizing an open platform API between both solutions, Aruba
ClearPass Policy Manager will ingest all known endpoints
from InsightVM. This provides an authoritative source of the
compliance states of endpoints on the network.

Devices that are new and haven't been scanned can be
temporarily quarantined until a scan kicked off by InsightVM
is complete. Additionally, devices that have been away from
the network for an extended period of time or that haven't
been scanned can be temporarily scanned before granting
access to the required resources.

What You Need

® Aruba ClearPass Policy Manager v6.7.2+

® Rapid7 InsightVM

About Aruba, a Hewlett Packard Enterprise Company

Aruba, a Hewlett Packard Enterprise company is redefining the intelligent
edge with reliable mobility, network security, and loT solutions for
organizations of all sizes. Aruba delivers solutions built on an open
architecture which allows IT professionals to build networks that keep up
with changing technologies and user behaviors by migrating away from
expensive and proprietary infrastructures originally designed for fixed
networks within physical locations.

The company offers innovative solutions spanning various industries
packaged in the:

® Aruba Edge Platform - a software layer designed to leverage rich,
contextual insights

® Aruba Infrastructure - ranging from access points to network switches

® Aruba Technology Ecosystem - to connect the dots between today'’s
businesses and IT’s priorities

By revolutionizing the way users connect and collaborate in the digital world,
Aruba continues to change the game of innovation at the network edge.

Aruba ClearPass Policy Manager provides the most advanced network
access control platform for IT organizations and provides role and device-
based network access control for |oT, BYOD, corporate devices, as well as
employees, contractors and guests across any multivendor wired, wireless,
and VPN infrastructure. With a built in context-based policy engine, RADIUS,
TACACS+, non-RADIUS enforcement using OnConnect, device profiling,
posture assessment, onboarding, and guest access options, ClearPass is

unrivaled as the foundation for network security for organizations of all sizes.

About Rapid7

Rapid7 is advancing security with visibility, analytics, and automation
delivered through our Insight cloud. Our solutions simplify the complex,
allowing security teams to work more effectively with IT and development to
reduce vulnerabilities, monitor for malicious behavior, investigate and shut
down attacks, and automate routine tasks. Customers around the globe rely
on Rapid7 technology, services, and research to improve security outcomes
and securely advance their organizations.

To learn more about Rapid7 or get involved in our threat research, visit

www.rapid7.com.
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